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SCIENTIFIC PROBLEM STATEMENT 

Developments in information technology have forced the use of fast and efficient tools and 

applications in the defense sector. They are an essential part of the day to day work and mostly 

the primary option to store data. The available internet services, similarly to the internet services 

used in society, have become ingrained in the life of the organizations and bodies. Without them, 

the performance of the basic activities would be endangered, so we can rightly call them vital 

services. The problem, however, is that neither the surveillance nor the protection of these systems 

and services is fully resolved. 

 

1. Legal requirements 

Laws of electronic information security and general rules of electronic administration and trust 

services combined with the expectations of society raise requirements towards administrative 

bodies, including the defense sector, which are 

• the rules on electronic information security are complied with in all circumstances; 

• cases should be handled electronically, if possible; 

• the information must be up-to-date, accessible in user-friendly form, and constantly 

available. 

 

Fulfilling such requirements is vastly different in cyberspace compared to the physical world. In 

cyberspace, this raises different kinds of challenges and pressure, while at the same time, it could 

mean an opportunity to take advantage of the latest advancements of technology. Although the 

implementation highlights quite a few further problems to solve as the safety of information needs 

to be assured as follows 

• the data stored in the organisation's IT system are authentically available only to the extent 

necessary and with constant availability; 

• the administrative process initiated by the citizens at any time should also be stored in the IT 

system of the organization and the inbound information should reach the relevant 

stakeholders. 

 

The main problem with the internet services resulting from the commitment received or 

undertaken is that they should, as far as possible, operate safely in all circumstances, with constant 

availability, for which several recommendations must be followed. 

 



2. Exploiting the opportunities of the internet 

The upside of the internet is definitely the availability and ease of using applications developed 

by third-party vendors, rather than developing them ourselves. In this day and age, it is relatively 

simple to find and use an internet service or application for any reason (leisure, self-development, 

entertainment, productivity, etc), and obviously, their use in the defense sector is no exception. 

One of the potential problems is the uncontrolled use of these services which can lead to issues 

caused by malware, unauthorized access, outage, or performance degradation due to overuse of 

untrusted services. All of these scenarios could have a significant negative impact on an 

organization. 

 

In summary, the following scientific problems were identified: 

• the issue of vital internet services, despite its importance, has not been scientifically addressed 

so far, either generally or specifically in the field of defense; 

• currently, there are no guidelines or recommendations on what should be done for the security 

and high availability of online IT services; 

o the introduction of internet services in the field of defense focuses primarily on the 

expected results, however, in the event of a possible shutdown or outage, no impact study 

is prepared, prevention is a secondary aspect; 

o the internet services used are of equal value, with no emphasis being placed on those 

critical services that deserve more than average, continuous attention; 

o the operational responsibilities for the alleged Critical Internet Services are not defined, 

the centers of gravity and focal points of the services are not known; 

o in the event of a failure of running internet services, the response is self-sustaining, ad-

hoc in nature (each at its own discretion). 

• the use of internet IT services is not regulated, there is no general recommendation or guidance 

for it, despite the fact that it means continuous risk-taking. 

  



RESEARCH OBJECTIVES 

1. I wish to highlight the existence of the so-called critical internet service. 

2. I aim to define what a Critical Internet Service (in the following: CRIS) is, describe its 

structure, study the aspects of its function, and have an overview of its application generally and 

in law enforcement. 

3. I wish to prove that amongst infrastructures and information infrastructures, internet services 

can also be critical, as a working infrastructure does not guarantee a functioning service. 

4. I wish to investigate the connection between critical infrastructures and critical information 

infrastructures. Also, to discuss practical methods and recommendations while sustaining a safe 

and continuously available system. 

5. I make recommendations about the safe use and maintenance of internet services considered 

critical. 

 

I split the research activity into the following tasks below: 

• Explore the existence of Critical Internet Services, examine the correlations with information 

infrastructures 

o define CRIS; 

o explore CRIS generally and specifically in the field of defense. 

 

• Study the components of CRIS, present threats and proper use of service providing 

o components of CRIS, sub-systems; 

o most frequent occurrences of CRIS, its systems, and safe maintenance; 

o recommendations for a safe CRIS. 

 

  



RESEARCH METHODS 

To complete my dissertation, I have used the following research methods: 

• study the relevant international and Hungarian literature, legislations and other documents; 

• comparative analysis based on survey results; 

• generalization as a research method; 

• logical analysis: analysis and evaluation of results, identification of connection points, 

recommendations; 

• empirical research: documentation of professional self-experiences; 

• attendance of conferences, consultations, and events; 

• publication of research results: live presentation at conferences and training sessions, 

publication as articles and university case studies. 

 

  



BRIEF DESCRIPTION OF CONDUCTED RESEARCH BY CHAPTER 

1.  Critical Internet Services is a range of vital services that appear in one of the ever-expanding 

segments of critical information infrastructures. CRIS can be deduced from the definitions of 

critical infrastructures (CI), information infrastructures (II), and critical information 

infrastructures (CII) in the scientific approach, proving that when some internet services are shut 

down, “life almost stops”. Overall, the survey confirmed the assumption that Critical Internet 

Services exist and operate in the defense sector, and it can be concluded that no organization 

would be able to fully perform its tasks or meet its obligations without the availability of vital 

internet services. 

2. With the system-level examination of CRIS the sub-systems and system components, which 

are equally important when it comes to direct or indirect support of services, were identified. 

Database management systems are essential "props" of today's information society and with it, as 

a result and consequence, of Critical Internet Services. Malicious access to the operating system, 

file system, database manager and database through CRIS can lead to service outages. 

3. Due to the dynamic development of IT over the past two decades, the Web, which is also the 

most commonly used CRIS, has become the dominant information platform on the internet. The 

hacked or modified websites are a good indication of what it means to exploit errors or lack of 

attention. The steady increase in the number of internet users is clearly having an impact on e-

mail users as well, which prioritizes e-mail addresses as potential targets of attack. Cybercriminals 

are constantly using e-mail as a tool, which is still the number one yet “legal” tool on the internet 

utilized for cyber attacks. . I demonstrate how safety can be sustained while the unavoidable 

maintenance processes are still followed. 

4. The recommendations outlined around safety of connections, services, use of services, or 

general safety procedures are presented in a complex and structured fashion, aimed to help the 

work of users or providers of Critical Internet Services regardless of their professional 

background. 

 

  



SUMMARIZED CONCLUSIONS 

In my dissertation, I stated that the operation of internet services is infrastructure-specific. 

Therefore, the use of scientific explanations of CI, II, and CII are the most appropriate to approach 

services classified as critical. It is highly subjective what is considered as a vital internet service, 

hence I formulated the definition of CRIS based on the service activity, the consequences of the 

service outage, and assuming the availability of infrastructural constraints. 

 

I noted that each CI, CII, or CRIS compose an independent set, although they can be connected. 

In the case of a connected scenario, the shutdown of KRISZ also affects a significant part of 

society, or government officials cannot fully perform their duties. In addition to the infrastructural 

background, I have detailed the necessary elements that provide the „building blocks” of an 

internet service. I reviewed how one’s attachment to internet services develops, what the 

consequences are, and how they become critical to users. 

 

The theoretical approach was supported by a survey completed by workers of the defense sector, 

which focused both on the use and provision of internet services. With the survey, I proved that 

without the availability of certain internet services, law enforcement agencies are not able to fully 

perform their tasks. It has been proven that internet services define everyday life, their 

unavailability has a serious impact on operations, so Critical Internet Services do exist according 

to the hypothesis. 

When analyzing given internet services, it was assured that all law enforcement agencies 

• operate a website, news feed and electronic administration; 

• provides email, webmail access to its employees; 

• provides access to its IT system for certain users through an encrypted internet channel. 

 

During the system-level examination of internet services, I found that they can be divided into 

subsystems and system elements that influence the operation of internet services in accordance 

with their role in the system. There are unavoidable subsystems, such as databases which are key 

cornerstones of today’s internet services. My research results show that the data stored on those 

databases impact the quality of the services, and databases are usually targets of malicious activity, 

hence their uninterrupted operation must be secured on priority. Due to the permanent connection 

between the database and the internet service, there is also a permanent entry point available for 



malicious attacks, which is the user interface of the internet service itself. This means the internet 

service’s user interface must be secured also on priority. 

 

In parallel with the habits of a society that consumes internet services, the manifestations of 

Critical Internet Services show a similar pattern. The Web is currently the most popular form of 

information on the internet, with each law enforcement agency maintaining its own website, and 

publishing both mandatory and optional content. Due to its development, it can have numerous 

subsystem elements, the possibility of interactivity is provided in it, numerous development and 

framework systems are available, which of course also allow for errors. I have reviewed what to 

consider in order to run a stable, fault-tolerant web server, and what security measures need to be 

taken to prevent Web attacks. 

The popularity of electronic mail is on par with the popularity of the Web, and is available for 

decades now, yet it has a completely different function for Critical Internet Services: it can be a 

target of an attack and also a tool of an attack. Electronic mail is available throughout the defense 

sector, each law enforcement agency has its own webmail system available on the internet, and 

almost every employee can have their own work email address. I pointed out that every person 

who uses the internet in the world has an average of two e-mail addresses, and the e-mail address 

is used to embody and identify the person, and e-mail is the main authentication tool for 

identifying people. I also pointed out the fact that electronic mail on the internet is still the main 

attack tool, and I have shown what it means to use and exploit a mail system. In the case of e-

mail, there is a kind of windmill battle against the mass of malicious codes and spam. In such an 

environment, without the application of appropriate security measures, this internet service serves 

as a means for others to carry out a cyber attack. 

During the operation of an internet service, there are recurring operational tasks that are 

unavoidable. I have summarized the solutions and security measures to be followed that can help 

maintain the availability of internet services in the long run. 

 

The protection recommendations I propose in the dissertation can help their users and operators 

in a systematic way, in line with the structure of CRIS. Of course, security perceptions and 

opinions are different. These recommendations got formulated from the perspective of a user with 

many years of IT administrator experience, who is also involved in various decision-making 

situations. 

  



NEW SCIENTIFIC RESEARCH RESULTS 

I summarize my research results as follows: 

1. I formulated the existence of Critical Internet Services, created its definition and content 

elements. 

The criticality of internet services is much more subjective than the tools and services that provide 

the background, so to prove their existence I had to examine the existing dependencies and the 

consequences of a possible termination. I revealed that the criticality of internet services depends 

on the infrastructures behind the services, as well as on the effects and consequences of the 

shutdown and outage of the given internet service. Considering that the direct consequence of the 

shutdown of background services is the cessation of internet services, it is evident that the 

derivation of the Critical Internet Service can be derived from it as a result of the dependency. For 

the definition, I had to start from the formulations of critical infrastructures and critical 

information infrastructures, taking into account that the Critical Internet Service is always a subset 

of the infrastructures above it. 

 

2. I deduced the possible development of the Critical Internet Services. 

I pointed out that either due to obligation or own decision, a connection or addiction could develop 

in users towards certain internet services so they become critical internet services as they become 

vital to the user. The development of the connection is in the interest of the service providers with 

the aim that the users turn to the given internet service and return to it regularly. I highlighted how 

the attachment to internet services that appears in the day-to-day operation of the defense sector 

can make them vital and critical in a short time, as well as what the addiction transformed from 

attachment means, and what the consequences may be. 

 

3. I have proven that Critical Internet Services exist both in the defense sector and in everyday 

life. 

Treated as a fact that the defense sector represents a segment of society in terms of the use of the 

internet, it can be stated that if Critical Internet Services exist in the defense sector, they are present 

in society and even to a much greater extent. The best way to make the lack of an internet service 

measurable and scientifically identifiable is by surveying its users objectively. The survey 

conducted in the defense sector covered both the consumer and service provider sides of the 

internet, and also examined the consequences of a possible termination or shutdown.   

The obligations of online presence defined in current legislations, the (information) 

infrastructures, the researches focused on the criticality of backend services, and the research done 



in the defense sector together prove that internet services can be critical. Consequently this means 

Critical Internet Services do exist. The summary of the named internet services included in the 

survey, and also my research on this topic revealed a number of Critical Internet Services in both 

general and law enforcement applications. 

 

4. By examining the security of Critical Internet Services, I have pointed out their potential 

vulnerabilities, and I have demonstrated the need for defense and best practices in defense. 

The mapping and examination of CRIS's subsystems and system components proved that the 

internet service is as resilient as the weakest element of its constituent units, and it has become 

clear that the database as a subsystem element is essential in today's Critical Internet Services. By 

examining the databases, I have shown that the lack of security of the stored data alone is sufficient 

for the failure of CRIS. Through the most common internet services, which are also the most 

common Critical Internet Services, I introduced the Critical Internet Service systems, focused on 

their safe operation and security issues. By detailing the operation of electronic mail, I pointed out 

its dual role, as it is a constant target of attack on the one hand, and also functions as an attack 

tool on the other. 

 

5. I have formulated a protection recommendation for the safe and effective operation and 

maintenance of Critical Internet Services. 

The recommendation can be a comprehensive IT and management tool to maintain Critical 

Internet Services and ensure their long-term use. 

 

  



APPLICABILITY OF RESEARCH RESULTS 

The structure of the dissertation was structured according to theoretical and practical topics, and 

one of the research objectives was specifically focused on practical applicability: „I would like to 

present methods and recommendations which will help to achieve continuous availability while 

maintaining information security, all in the context of internet services considered critical.” The 

third chapter focuses on the practical implementations, while the fourth chapter also contains 

practical recommendations, so the application of research results also ensures practical validity.  

 

RECOMMENDATIONS 

1. It can be used in the educational activities of the National University of Public Service, 

especially in the bachelor and master's program of the Faculty of Military Science and Officer 

Training, and in the subjects taught by the National Security Institute, either as a separate 

educational material, source work or recommended literature. 

2. The conclusions of the certain chapters can serve as a basis for further scientific research, partly 

as described, such as a broader examination and survey of Critical Internet Services. 

3. I recommend the findings in my dissertation to managers and IT professionals working in the 

defense sector, when creating IT regulations, preparing contracts with IT-related suppliers, or 

operating internet services. 

4. I definitely recommend the sections discussing the security issues of internet services to the 

owners of companies that use the internet directly or indirectly to generate income, as well as to 

individuals who operate an internet endpoint in any form on a permanent basis. 

5. I recommend the chapter on electronic mail to all internet users with e-mail addresses in order 

to maintain their own and others' internet security. 
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