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The Formulation of the Scientific Problem
The scientific problem of this dissertation arises from the duality defined above: there
exists an unavoidable tool which gives rise to several security threats which at the same time
offers a vast array of opportunities in the defense arena of a nation.
The risk arising from the use of social media is enhanced by the fact that it allows access
on several devices (PC, tablet, smartphone, smart glasses,1 smart TV, smart watch, etc.) which
are vulnerable in different manners and to different extents. 2 This kind of interoperability
stymies safety regulation as it must be extended to several devices which allow varied levels of
protection and portability is an opportunity for employees to circumvent the possible
prohibition of social media use at the workplace by using their own device. Another factor
arising from the nature of the work (primarily among those performing intellectual work) is that
free time is mixed with working time: we not only lead our private lives in the workplace by
using social networking sites there but we also work at home sometimes, thereby
overshadowing family life. 3 Technological innovation and the constant transformation of
various social networking sites causes additional difficulties as some kind of regulation needs
to be adopted and information and data security guaranteed in a constantly changing
environment.
Unfortunately, information and data sensitivity is not low only in the case of the average
user, inadequate user awareness carries a serious risk in the case of political decision makers
and people working in the defence sectors as well. Yet, where information operations have an
ever increasing role in warfare as well, information and data security play an ever larger role,
especially in the defence sector. Although the use of social networking sites is unavoidable,
legal regulation thereof is a weak area. Statutory regulation in relation to social media is not
just deficient in terms of data security, but the restrictions on its use and ethical regulation are
also areas that need to be further explored.
Project Glass developed by Google (better known as Google Glass or “GG”) is an optical head-mounted display
that depicts augmented reality, which, when connected to a smartphone, visualises the various information on the
display of the glasses. The device is capable of making the work of military and police forces more efficient in
innumerable ways, e.g. by displaying data bases, conducting concealed and confidential communication,
managing multi step identification and authorisations, supporting training, etc. Therefore, it carries several
security risks; it is no coincidence that wearing of the device was prohibited in several places (casinos, banks,
hospitals, while driving, etc.) even before it appeared. For more information on the risks of GG see the study
“Using Glasses to Ensure Safety” by Szilárd Török.
2
E.g. Apple products are better protected against malevolent programs than Android-based systems.
3
In addition a tablet also allows an opportunity to work and browse the internet while travelling which can
further increase our vulnerability by e.g. connecting to an unsafe Wi-Fi network.
1
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Continuous change on social networking sites also means that not just defence methods
need to be kept up-to-date but also the procedures that support the performance of a certain task
as new opportunities may arise or methods employed earlier may become redundant. All of this
is extremely important in terms of education, which in my view is an area to be developed.
The skills that we are able to achieve with appropriate use of social media appear at the
various organisational units. In the case of national defence, law enforcement and national
security organisations, rivalry between and within the various professions is no novelty,
however, as we can also observe in connection with the fight against terrorism, the framework
for the cooperation between the organisations must be created as the desired results cannot
be achieved in the absence of this. Subject to the target groups and the operations the various
tasks must be performed by different organisational units but in the case of a more complex
system of tasks this demands tight cooperation. For example, recruitment is performed by the
Hungarian Defence Forces Military Administration and Central Registry (the “HDF MACR”),
but in my view recruitment is closely linked to the positive perception of the Defence Forces
which plays a role in supporting the tasks of the army and increasing the ability of the HDF to
enforce its interests. The more complex a task, the more organisations will be affected. If we
rely on the above example in relation to measures to combat terrorism, not much proof is needed
to demonstrate the organisational framework required for realising cooperation and to work out
the performance of supporting tasks.
During my research I examined several areas where the activities of enforcement
organisations are not public, therefore, I was able to perform my work based on the statutory
framework (e.g. Act CXXV of 1995 on National Security Services) and information available
from open sources. Examples are influencing political decision making or the various
intelligence gathering procedures. Edward Snowden’s appearance also drew public attention to
the operations of the Hungarian national security services in this area. Although some
information was leaked in Hungary in this respect, such as the fact that the Special Service for
National Security is a subscriber of the Finfisher spy program, this has not reached the levels
similar to those in the United States.4 We can draw assumptions on the abilities of the services
from different public data such as public procurement procedures. One example is a notice
published on 5 June 2015 on the failure of the public procurement procedure, which testifies to
the fact that the Special Service for National Security wished to purchase various softwares for
HUF 5.25 million, among others, for purposes of identifying the security gaps of websites,
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Not to mention that leaked information must also be evaluated with due critique.
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identification of users based on IP addresses or access to devices connected to the network such
as web cameras. In addition, we must also understand that the scientific processing of the
subject is yet little researched in the relevant international literature, but recent trends are
showing a rise in this respect. During the research the literature was often comprised of
doctrines and strategies, which strengthened the professional rather than the scientific
processing of the subject.
The incidents during the 2016 Brexit campaign and especially during the US
presidential elections campaign highlighted the role of social media in influencing political
decision making. Although the impact of fake news spreading on social networking sites on
Brexit or the election of Donald Trump as president is not measurable empirically, public
opinion holds that social networking sites did have a dominant responsibility. With adequate
planning, the activities performed on social networking sites may have a powerful impact,
with consequences not only in the life of a state but also globally.
Considering the above, I am of the view that the examination of the expansion of social
media in the defence arena warrants a complex approach of the scientific problem presented by
it. Accordingly, in my dissertation proposal I therefore present risks and opportunities arising
from the use of social media that follow from each other.
Research objectives
The purpose of my research is the identification of the challenges, risks and threats present
in the defence sector that arise from social media, and the examination of the opportunities
presented by social media for achieving the goals of various defence, law enforcement and
national security organisations.
As a result, I consider as a partial aim of my research, after the identification of threats
the creation of those security procedures thanks to which the threats stemming from social
media can be minimised. The identification must entail the differentiation of the various
branches of the defence sector as the threats present themselves in different manners and to
varying extents.
Another part is identification of the procedures with the help of which the different
organisations can efficiently perform the tasks determined. I will thus analyse the role of
social media in gathering intelligence (OSINT, electronic reconnaissance, hereinafter SIGINT,
gathering of information using human resources, hereinafter HUMINT) and examine how it is
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applicable in information operations, in relation to counter-terrorism action, including
civilian-military operations.
Finally, I consider it my duty to determine in what form, in what organisational
framework the use of social media can be integrated in the system of defence, law
enforcement and national security organisations.
Presentation of research hypotheses
During the processing of the research subject I formulated the following hypotheses:
H1 Social media is new inter- and multidisciplinary professional area.
H2 Social media is a special area of cyberspace as a battlefield
H3 Social media use is as partially regulated area of Hungarian data and information security
legislation, which plays a particularly important role in the case of national defence, law
enforcement and national security organisations.
H4 Self perception related to safety awareness is influenced by gender, education, interest in
engineering and human sciences, any courses taken on the subject and the time of use of various
devices.
H5 Social media offers several opportunities for the performance of the duties of defence, law
enforcement and national security organisations defined by law. In order to properly utilise the
opportunities afforded by social media the uniform rules on their use should be introduced and
their tasks should integrate the defence, law enforcement and national security organisations.
Research methods
The basis of my research is scientometric examinations. I examined the appearance of social
media in scientific discourse with key word analysis. This research was first coupled with trend
analysis, and second, I examined the scientiric area appearance of the various publications
through network analysis.
During my research I conducted a survey with a questionnaire among the students of
the National University of Public Service. The survey examined the human aspects of data and
information safety awareness taking the Knowledge, Attitude, Behaviour model as the basis.
When processing the questionnaire I performed a cross table analysis.
The procedures I elaborated on the one hand explore the opportunities for adaptation of
international models in Hungary and second, they wish to solve the problems that arise during
day-to-day practices.
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When selecting research methods I applied multiple special (partial) methods. The
research essentially employs theoretical and logical research methods, of which I use the
methods of analysis, synthesis, comparison, generalisation, induction, deduction, analogy and
hypothesis.
To this end, I gathered the relevant international and domestic literature dealing with the
subject, I analysed the defence and security policy strategic requirements, I processed case
studies, prepared interviews and processed information obtained from study trips, professional
conferences and exchanges of information.

Brief Description of Examination Performed
Chapter 1
I presented the formation of social media, outlined its components and examined its trends. I
explored the appearance of social media in international scientific discourse with a
scientometric analysis, then I narrowed the examination of scientific publications to five
examination areas. Accordingly, I analysed the appearance of social media in research on
military, law enforcement, national security, political and governance subjects. Thereafter, I
examined the keywords of the publications and analysed the connection points of the five
inspection areas with the help of network analysis. Finally, I identified the connection points of
social media as a specialised area.

Chapter 2
I outlined the conceptual development of cyberspace and the development and components of
information operations. I examined the international and domestic strategies related to cyber
safety. I explored the characteristics related to the individual and societal use of social media
use. On the basis of these, I determined the risks inherent in the use of social media for
individuals and the various societal sub-systems. Taking as the basis strategic documents
dealing with information operations, I identified those areas of application of social media
which directly or indirectly support the implementation of information operations.

Chapter 3
I scrutinised the relationship between social media and the private sphere and presented those
data collection procedure conducted in social media that significantly narrow the individual’s
private sphere. I analysed trends related to cyber attacks and legal regulation related to data
protection. Thereafter I analysed the regulations of the Hungarian Defence Forces and Police
related to the use of social media and expounded the deficiencies inherent therein. I conducted
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a survey with a questionnaire among the students of the National University of Public Service
with regard to their data and information security awareness. I reviewed the results received
with a cross-table analysis.

Chapter 4
I scrutinised the role that social media plays in the case of national security and law enforcement
organisations and what its function is in influencing political decision making. Based on
international models, I explored the possibility for adapting social media in the operation of
military, national security and law enforcement organisations.
Summary of conclusions
In my dissertation proposal I explored the role of social media in the defence sector. I did this
recognising that within a relatively short period of time use of social media has become
unavoidable not only in private life but also for the performance of work. Social media is the
arena of constant innovation as a result of which the various pages are expanded with a number
of new functions. Innovation is also directed at extremely strong research and development
activity, where Facebook or Google are among the foremost researchers of artificial intelligence
and autonomous means of travel. The popularity of the sites, the opportunities for their
application are in my view notable for the players of the defence sector as well.
In the first chapter I explored the concept and appearance of social media and I outlined
some social networking sites that are most relevant for the purposes of my subject. Upon
analysis of the trends related to use it was confirmed that the opportunities for application
offered by social media cannot be ignored.
Using the Scopus and Scimago Journal Ranking databases I examined how social media
appeared in international scientific announcements and I narrowed it down to five areas of
inspection: research on military, law enforcement, national security, government and political
subjects. I applied keyword analysis to investigate what scientific areas within the five
examined subjects the social media related research can be linked to. I determined that
military and law enforcement research essentially focuses more on engineering science
areas, national security research is divided nearly equally among engineering and social
sciences, whereas political and government research explores social media almost entirely
fro ma social science approach. I also examined the number of publications related to social
media and I determined that this is a relatively new research area. The register analysis
performed with the help of the SciVal database also demonstrated that, as a research area, social
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media is linked to numerous scientific areas, among which the five areas that I analysed figure
strongly, which reinforces the research of social media related to the defence sector.
In the second chapter I examined the evolution of cyberspace as a battlefield and the
development of cyber safety strategies in the international and domestic environment.
Considering the areas of use of social media, based on the strategic documents analysed I
determined that social media can be interpreted as a special area of the information
battlefield. Based on this I identified those areas of application and procedures that can be
designated as part of the information battlefield.
In the third chapter I explored the role of data and information security in
cyberspace. I determined that social media use leads to serious diminishing of the private
sphere due to the procedures that enable the observation of users. In my view we can clearly
state that users with low data and information security awareness are more prone to
cyberspace threats. Considering the extent to which social media use affects our private
sphere, we can certainly state that an adequate regulatory framework is indispensable. To
this end I explored Hungarian legislation related to data and information security, also covering
the European Union regulation that entered into force from May 2018. Based on an analysis of
Hungarian legislation I determined that since the beginning of the 2010’s the legislative
framework can clearly be designated as progressive, the decision makers were among the first
among the Member States of the European Union to recognise the threats posed by cyberspace
and worded up-to-date responses in the formulation of strategies and legislation. The applicable
legislation such as the Act on Electronic Information Security of State and Municipal
Organisations, the Act on the Right of Informational Self-Determination and on Freedom of
Information or the Act on the Identification, Designation and Protection of Essential Systems
and Facilities clearly point in the direction of the European regulation effective from May 2018.
In spite of this, the regulation related to social media use is not as clear. During my inquiry I
determined that the data protection notice regarding social media contains a
contradiction. My investigation of the trends of cyber attacks led to the conclusion that the
defence sector is an accentuated target of attackers. On the basis of this I examined the parts
of the publicly accessible regulation applicable to the Hungarian Defence Forces and Police
that are with regard to social media usage. Upon assessment of these I determined that
inappropriate use of social media may gravely violate the regulations specified by the Act
on the Status of Military Personnel and the Act on the Service Status of Professional
Members of Law Enforcement Agencies, however, no regulation was implemented that
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would clarify these in a reassuring manner. In view of this, I formulated recommendations
in relation to the Hungarian Defence Forces and Police with regard to use of social media.
I believe that in addition to an adequate regulatory framework, education is at least
as vital in increasing digital immuniy. As a result I conducted a survey with a questionnaire
among the students of the National University of Public Service with regard to their data and
information security awareness. The results received led me to determine the self perception
of students related to security awareness is influenced by several factors, one of which is
whether they attended any courses on data and information security earlier.
In chapter four I explored those additional areas of the defence sector beyond the
military application where social media can be applied. Based on this, I identified those areas
that are relevant in terms of national security and law enforcement. The inspected areas
reflect that (including military application) essentially it is applied for realising military
objectives. From this premise I investigated the role of social media in political decision
making. I determined that the large social networking sites are capable of influencing the
political decision making of states to an extent that clearly necessitates their regulation.
Considering that social media effectively supports the work, as such is defined by
law, of defence, law enforcement and national security services in numerous areas, I put
forward recommendations for organisational solutions of tasks related to social media in
the case of the Hungarian Defence Forces, the Police and the national security services.
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New scientific results
My scientific findings
T1 I demonstrated that social media is the joint area of human and engineering sciences
which is dominantly related to engineering scientific areas in military research.
T2 I determined the framework and procedure of social media as a special area of the
information battlefield.
T3 I identified the deficiencies of the Hungarian regulatory framework with regard to
data and information security related to social media use. Based on these I formulated a
recommendation for the establishment of regulation with regard to social media use for
the purposes of the defence, law enforcement and national security arena.
T4 I proved that self perception with regard to security awareness is influenced by
gender, an engineering or social science focus and whether the person attended any
courses in this area. My research, however, refuted the theory that education and the
time spent using a device influences self perception with regard to security awareness.
T5 I identified the system of the tasks related to social media supporting the performance
of the duties defined by law of the defence, law enforcement and national security
services. Based on this, I put forward a recommendation for organisational solutions
related to social media at the Hungarian Defence Forces, the Police and the national
security services.
Practical application of research results
The findings included in my dissertation proposal are suitable for:
•

supplementing the currently existing regulations related to data and information
security based on the factors I recommended;

•

integrating the application areas I identified in the organisation of the Hungarian
Defence Forces, Police and national security services in the interest of development of
skills;

•

increasing data and information security awareness of the students of the National
University of Public Service in education.
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Recommendations
In my thesis I investigated the application of social media in the defence sector, therefore I
recommend use of my results:
•

primarily to the experts involved with cyber security of the Hungarian Defence Forces,
the Police and the civilian and military national security services;

•

for development of courses related to data and information security awareness at the
National University Of Public Service;

•

to researchers and educators involved with the subject;

•

to professionals involved in the working out and managing data and information
security related development strategies.
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