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$] LQIRUPDWLND DOLJ QpKiQ\ pYWL]JHG OHIRUJiVD DODW
ERQ\ROXOWDEE UHQGV]HUHN YHV]QHN EHQ@Eg@ENHW N]|L
SIUKX]DARPRGHUQ WriforM@iaDIORPVpJH LV Q|YHNVILN DPL
YHV]pO\HNNHO MiU D N|[]LIJD]d®DW|MW HIV OYi$ G HD L] VQ IpDPS
V]iPiUD LV .RUIEEDQ LVPHUHWOHQ IHQ\HJHWpVHN MHO!
NiURNDW NpSHVHN RNR]QL 7~0]iV QpON+O pNOPRQGKD
LQIRUPDWLNDL EL]JWRQViJ WHUsOHWpQ VRKD QHP OiWR\
SROJIUL HQJHnGadawm HQMAYHUNPQW NH]GWH DONDOPD]QL
KiOy]DWRNRQ P&N|G WD JM EsbwrtolheBkenk y]Q MNRWLR'Q | W DV D
LOQWHUQHWHY DNFLYNNDO WiPDGWiN D QHNLN QHP WHYV
WXODMGRQtWRWWDN HO pV KRJWDN Q\LOYiQRVViJUD (.
YLUWXiOLV WHUHW D] iOODPRN LV VEMWIM@MOQWHRDMQVQ QL
KDGYLVHOpPVEHQ LV VRN KHO\HQ SDUDGLJPDYiOWiV N|Y
KRJ\ OHKHWVpJHV YHV]pO\QHN WDUWMD D NLEHUKIiERU
KDUFWpPUQHN WHNLQWL (PHOOHWW QDJ\V]DEiV~ DGDW(
HVHWpPEHQ D] iOODPL N|JUHP&N|GpV VHP J[iUKDWy NL

$ V]iPtWyJpSHV NiUWHY N ~M JHQHUiFLYMD MHOHQW PH
WHNLQWHQL D] LQIRUPDWLNDL HVIN|[][NNHO YpJUHKDM\
FVDN LQIRUPIFLYV GH NULWLNXV LQIUDegaldatskypw~UiN D W
KDWDOPDV WHPSYEDQ NH]GWHN WHUMHGQL D] RO\DQ PF
J\DNRUODWLODJ WHOMHYV pUWpN & a¥ gpreWyoisalSoNp@iWw N p St
DGDWiWYLWHOL KiOy]DWRNRQ NHUHV]W+<O $]nL€IRUPDW
megjelent D V]yUDNR]JWDWy HOHNWURQLNDL EHUHQGH]pVHN
IHOPHU<O D] DGDWiWYLWHOL KiOy]DWKR] FVDWODNR]iV
VRKD QHP OiWRWW V]ROJIOWDWiVRNDW Q\~-MWDQDN D
OHKHW VpJpW LV PHIWHUHPWLN

$ V]iPtWyJpSHVY UHQGV]HUHN YpGHOPpPYHO NDSFVROD
NeO|QE|] V]RILV]WLNiOW HOMiUiVRN VHJtWVpJpYHO Y
DPHO\HNNHO D FPOSRQW IHOHWW D WiPDGy NpSHV D WF
HVHWEHQ HJ\W]JHU&EEHQ Q\HUV HU YHO LV OHKHW Ni
W~OWHUKHOYH LYiOHNEDQp®KOW YRRJI\ D UHQGV]HUEH Ei
KDMWDQD YpJUH $ W~OWHUKHOpPV pUNH]KHW D YLOiJ Ei
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LQWp]NH®HIHMOHO +]JHPHOWHWpPVL V]DEiO\RN KLWHOH
ELJWRQViJL P HUHRPD GDWONWiOMiN D FpOSRQW PHJIHOHO

LQIRUPDWLNDL WiP INGINRINDW ENHAD/PNXOWHIHO JpVL pV |
iOOQDN UHQGHONH]pVUH DGGLJ D W~OWHUKHOpPVHV W
cWN|JWHWHWW HU IRUUIVR N L@ \N i NG WNQ VIJIpWH] PUWG D
QHKH]HQ NLYLWHOH]KpG®HOBL BB MKI@MHVXVRNNDO HOO
LQIUDVWUXNW~UIN N|JYHWOHQ PHJWiPDGiVD KHO\HWW
HVIN|]INHW FpOE Dz ¥R @It PFOOHEQ UlpV PHJIWHRDEBWH X W
HVIN|INpQWi RPHQII®R U WAV MO WHUMHGWHEE V]iPtWyJg
IHOKDV]QiOiV4DDWD] *WiWPNIIHV LV P H U HNHN E LOMKRHNWE B 19 J bH
QHP PHJIHOHO HQ YpGHWW LQIRUPDWLNDL HV]N|]INHW |
OpWUHKR]QL DPHO\ NRPRO\ YHWlhbORWUIWIRGNOQ® DHQC
LQIRUPDWLNDL UHQGV]HUHN V]iPiUD LV $] tJ\ NLDODNtW
GDUDEV]iPD HOpUKHWL D W|EE WtJHJUHW LV DPHO\ MHC
YPGHNH]pVW PLQG SHGLJ D Wi®DGy KiOy]DW IHOV]iPROI
$] HOP~OW pYHNEHQ UHOQGM BUHREED N LCRMDNY DR N R WWH BVE-
~J\QHYH]HWW "RBViPDGiVRN pV D WDSDV]WDODWRN D]\
HOK~]yGy VRNiLJ IHQQWDUWKDWyY DNFLYyN VRUR]DWIEy:
iOODPL LQIRUPIFLYV LQIUDVWUXNW~UiINDW LV OHKHW
YLV]RQ\ODJRV HJ\W]HU&VpJH PLDWW D KDGVHUHJIHN p
ILJ\HOPPW LV IHONHOWHWWH D PyGV]HU

$ WXGRPiIQ\RV SUREOpPPD PHJIRJDOPD]iVD

A Q\LOYiQRV DGDWiIWYLWHOL KiOy]DWUD NDSFVROyGy N
SRUIQ VRdpaskRKDWYN ROWQH PHJPDJ\DUiI]JKDWDW,0DQQDN
UHQGHOOHQHVVpPIJHN DPHO\HN D JpSHN P&N|GpVpQHI
P&N|GpVNPpSWHOHNVmipWMHRNRNVpIHN YL IHVDMW D NVRUIC
PHJKLEMBRGSzZaH|HWKHW  SridIRE Eypgre VW] E E Wiy/dr EL]R QMW iV W
KRJ\ HJHN V]iQGpNRV WiP DeGdst&® W~ ®WHOKHD dyenW FpOR]
HVHWHNEHQ D YpGHNH]pV HOV OpSpVH PLQGLJ D WiPD
DODSMiQ OHKHWVpJHYV D YpGHOPL HOMiUiDo$SltagyO D V] Wi\

''R6 'HQLDO RI 6HUYLFH $ VIROJIOWDWiV P&N|GpVNpPSWHOHQVpJIpW
2 DDoS: Distributed DQLDO Rl 6HUYLFH $ 'R6 WiPDGiV RO\DQ YiOWR]DWD DI
QDJ\V]iP~ YPJSRQW YHV] UpV]W
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""R6 WiPDGiV HVHWpPQ W|EEQ\LUH D P&N|G NpSHVVpJ PI
IHQQWDUWIiViUD LUIQ\XOQDN HJpV]HQ DGGLJ DPtJ D]
VHPOHJHVtWpVH PHJW|UWPpPQLN YDJ\ SHGLkefepdi HVHPp
WHYpNHQ\VpJpW $ PLQLPiOLV P&N|GpVL V]LQW IHQQWD
OHJW|EE LQIRUPiFLYV UHQGV]HU QHP UHQGHONH]LN D
QRUPIO PiG&NPERPEHYpWHOLW | EEERQYWPY NRIGD YpGHNH]p
helyett PLO\HQ OHKHW VpJHN YDQQDN D PHziH@mpkaUH N+O|
KiOy]DWRNEDWQRPEN|GG X O DW -D NRRPOWRAVHBWONUtWpV VRUI
felKDV]QiOyN iOWDO IRUJDOPD]RWWYVPEDMWRNH]YLUWJIIQB
HOKDQ\DJROKDWY NpUGpV D] DWIPWW pGEHEHYP Y b DSIRH
WXODMGRQRVDLQdNAHFDIGE WRBRWHVtIWKHWLol@h HV]N]|]V
HOMiUVAhRN UNV pJ eDPHVOKD QJEND K\RJPUGHN FV|NNHQWHQL
YHV]pO\H]WHWHWWVpJpW pV D PDJiQpUDGIN ND GOKY WpE HO!
MRJRN LJpQ\HLW

1DSMDLQN HVHPpQ\HL HJ\UH LQNIiEE ,HD]WpQIRHK PKFIONW ]
WiUVDGDORP HJ\LN DO DBE]®UMO DU F¥ b \J pOpMNQI PP pUpVH
VRUIQ IRQWRV D WHUURUL]PXV pV D E&Q|]pV NDSFVRODYV
XWDWiVDLP VRUIQ D] LQIRUEPI&LyWiPDGEIWD V Ry W LBii
YL]VJIOWDP pV D]W WDSDV]WDOWDP KRJ\ DJRN HJ\UH 1|
HON<O|QtWKHW YHV]pO\IRUUiVRN |[VV]HPRVYGWDN H]HN
OpWUH DPHO\HNHW ha® W i PUNW pIS\HVHDE RDPIVIIQRE® N+O|QE|
FpO~ V]JHUYH]JHWHN LV $ OHKDOOJDWIiVUD YDJ\ D FpOS
WHYpNHQ\VpJHN PHOOHWW HO WpUEH NHUsOWHN D]RN
P&N|GpVPQHN HOOHKHWHWOHQtWpVpW RNR]]iN (JHNUH
pUYpQ\& YpGHOPL V]DEIiO\RN D] ~MDEE ''R6 DNFLYNEDQ
YpJSRQW MHOHQLN PHJ WiPDGyNpQW KRJ\ HOOHQ+*N Q}
V]iPtWyJpSHV KiOy]BjWR i DIGOWDEIQRWDQ KDV]QiOW HOMil
LI\HNV]LN DQQ\L HU IRUUIVW PR]JyVtWDQL DPLYHO
UHQGHONH]pVpUH iOOy NDSDFLWiVW pV tJ\ AW~OpOQL"~
| NpQW JD]GDViJRVViJD DJRQEDQ NpWHO\HNHW pEUHV]WHE

3¢ V]iPtWyJpSHV KiOYy]DWRN pV D] iOWDOXN |V VHNYWNVED \VYilPW W)X @S
WHUHW DONRWQDN DPHO\QHN DQJRO HOQHY Hp Wi UN L AHFME-H p V8 D F
:LOOLDP *LEVRQ KDV]QiOWD HO V]|U A,]]y NUyP" FtP& N|Q\YpPEHQ
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$ OHIJNP]HQIHNY EEQHN W&Q PHJROGIiIV D] KD D ""R6 WiF
pV YHOH iOOtWWDWMiN OH D] DNFLYW (] N|JQQ\& IHODGLE
IHO D]JRQEDQ D V]iPtWyJpSHV KiOy]DW RN WHKHNPp RINHEW OV
SUYEIOMiN HONHU-OQL $ YtUXVRN pV PiV NiUWpPNRQ
PHIJROGIVRNDW VK& FDNIHK@PMWRDPQAHIHY HON|YHW V]
IHOGHUtWpVpW $ NRUV]HU& V]iPtWyJpSHV NiUWHY N PiU
amelyek sdtWVpJpYHO D IHUW J|WWJI\V]HRAWEJpBV]M|] DPH
FPOV]iPtWyJpSHW WDUWDOPD] pV V]iPNgBH\S HNOKIG VDR
IRJIDGQL HJ\ N|]JSRQWL LUIQ\tWy VIHPpO\W O (JHN D EHU|
pV D] tJ\ NLD@BRMXORW GHWHN NLYiOyDQ DONDOPDVDN D |
NLYLWHOH]pVpUH (J\ ERWQHW QDJ\RQ VRAHPONREQD&iOO
IHODGDW | NpQW KD HJ\ LO\HQ WiPDGiV PiU IRO\DPDWE
tekintem ezek feltH UtWpVpW D WpQ\OHJHV WiPDGiV PHINH]GpVH
PpJ QHP DQQ\LUD NULWLNXYV

XWDWiVL KLSRWp]LVHN

OXQNiP VRUIQ DEEyO D IHOWpWHOH]pVE O LQGXOWDP NI
WiPDGiVRN QHYHANY\W MHOHQWHQHN D] LQIRUPIFLYV LQII
UpV]OHWHYVY pV DOIHSRWpWH B HGWHPXWRYIEEI KRJ\ OHKH\
HOMiUiVRNDW DONDOPD]QL DPHO\HN VHJtWVpJpYHO HO|
LV OHKHWVpJHV HJ\ LQIRUPDWhbhthrRhi egyHRDeY jitidenB & N |G p
N[JEHOLSRWp]LVHP 'VREUWQRD @ VRNpUW IHOHO V NiUWp
IHOKDV]QiOiVL FpOMD QHP FVDN D W~OWHUKHOpPVHV W
WHYpNHQ\VpJsN VRUIQ LV NHOHWN H hitielyakQ/HIN t YW HEY & 10
IHKHWVERAMWQBWHN WDJMDLW IHOGHUtWHQL pV VHPOHJH
'""R6 DNFLy HOLQGXOQD

XWDWiVL FpPONLW&]pVHLP

CpOXO W&]WHP NL D N*O|QE|] W~OWHUKHODpMIldtve WiPDGi\
a] LOV\HQ DNFLYN NLYLWHOH]pVpUH DONDOPDV HVIN|]|N H
EnnekHOpUpVH pUGHNpPEHQ D] DOIEEL UpV]IHODGDWRNDW
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1. OHJYL]VJiOQL D N+O|QE|] WtSXV~ LQIRUPDWLNDL W
YHV]pO\HLW pV D] iOW P2 X@ I R & RPRADLWY N iW FPNDIBAV RN p V
WHUURUL]PXV NDSFVRODWI W

2. YHOPpUQL D W~OWHUKHOpPVHV WiPDGiVRN KDWiVDLW I
PYGVJHUHNHW D V]ROJIOWDWiVRN IHQQWDUWiViW
KDWpNRQ\ViJiWw D YpPGHOPL LQWpP]NHGpVHN PHJYDOYyY
HU IRUUiIVRN QDJ$VRLI) (DA D\RWIYDEE IHOLVPHUpPV pV D]
felkutatni pV NDWHJRUL]iOQL D] LQWHUQHWHQ P&N|G LQI
NLYLWHOH]KHW 'R6 pV '""R6 WiPDGi\HORYSMMWUHNHW p

3. OHJYL]Vdbotgetek  \pEXQNFLYLW DEEyO D V]JHPSRQWEYO |
VRUIQ PLO\HQ Q\RPRN NHOHWNH]KHWQHN |®BWOMNVD ]
YPIJSRQWRNKR] YHJHWQHN

4. 20\DQ D W-~OWHUKHOpPVHV WiPDBiio/yDWDO N pISPROQM
IHOGHUtWpVpUH DONDOPDV HOMiUiVW NHUHVQL DPHC
WXODMGRQRVDLQDN V]HPpO\LVpJL pV DGDWYpGHOPL M

5. OHJKDWIiUR]QL HJ\ RO\DQ UHQGV]HU DODSYHW IXQNF
WiPDGiVRNpUW IHOHO V YpJSRQWRN PpJ D WpQ\OH.
VHPOHJHVtWKHW N OHJYL]VJiOQL DQQDN OHKHW VplJ
VIHUYH]HWL NHUHWHN N|]|[WW P&N|GKHWQH

$ NXWDWiVDLP VRUIQ DONDOPD]RWW PYyGV]JHUHN
6]pOHVN|U& LURGDORPNXWDWiV-WVROHBHMWNDIR DU R®DPO
$ NXWDWpWPiP WHUPpV]HWH pV D WHFKQROnagyobb J\RUV
UpV]IEHQ D] HOHNWURQLNXV NLVHEE UpV]JEHQ D Q\RP
IRUUIVDQ\DJRN UHQGV]HUH]pVPpYHO pV IHOGROJR]IVIYL
HOpUpVpPKH] V]*NVpJHV VIDNWXGiVRPDW OLQGHQ RO\DQ
volt, V D iyieorlati WHV]IWHNHW pk/i OA]iIPWALY NE S p U O, Hively@kHW Y p J |
HUHGPpQ\HLYHO LIJDIROWDP IHOIOOtWRWW HOPpOHWHLP
Rendszeres® UpVIW YHPWQYEPKROOJDWYNPQW BZakpi@i HO DG
NRQIHUHQFLINRQ NXWDWiVDLP HUHGPpPQ\pW UHQGYV
IRO\YLUDWRNEDQ OXQNDKHO\HPMW@QHW|W EV R 0S8 D R MNMXNW/IE\M
N|[JUH DPHO\ VHJtWHWWH V]IDNPDL IHMO GpVHPH
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eUWHNH]pVHPHW D] DOIEEL VIHUNH]JHWEHQ NpV]tWHWWH

IHMH]HW EHPXWDWRP D] LQIRUPDWLNDL LQIUDVWU X
NDWHJYULILW N+O|Q|V WHNLQWHWWHO D BlebitewiiaN XV LQI
LO\HQ DNFLYN NDWRD XD NDRQDWQ RPIMDAM|]L LQFLGHQVNE
(J\ HONpS]HOW NRPSOH[ WiPDGiV SpOGiMiQ NHUHV]W-0
OHKHWVpJHY OHIRO\iVIW N|YHWNH]PpQ\HLW

IHMH]HW EHPXWDWRP D] LQIRUPDWLNDLt BDdSDGiVRN
WiPDGiVRN NiURNR]y NpSHVVpJpW LOOHWYH D] LO\HQ
KDWHJRUL]JIORP D W ~O W dzUakirGapottP G W] R D@y WRBND G R W W
HJ\VpJ VIJHPSRQWMIiEYyO $ V]DNLURGDORP ERQrdlehOOHOKH
a GHILQLiOWENDD W B\JWUHIN|QQ\tWYH Ip ®HONHDI@PD]RBWK W
NLYiODV]WiViw
3 IHMH]JHW HOHP]HP D ERWQHWHN P&N|GpVpYHO WHUM
,VPHUWHWHP D IHMO GpVW|UWpPpQHW+NHW YDOyYV pV O
V]iPtWyJpSHV E&Q|] N WHUURULVWIiIN pV NDWRQDL V]JHUY
4 IHMH]HW UiIPXWDWRN DUUD KRJ\ HJ\ EHN|YHWNH]HWV
P&N|GpVNLHVPVHN OpSQHN IHO tJ\ IRQWRV D PHJHO ] V
eJ\ VDMiW NtVPpUOHWHP HUHGPpPpQ\pW DPHO\ VHJtWVpJ
HJ\WW]HU&HQD $¥RHWNWOQRY DGDWRN IHOGROJR]iViYDO ORND
VHPOHJHVIWKHW N

8. oldal
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1. FEJEZET
,1)250%$7,.$, 7TE0$'®6

A V]iPtWyJpSHV KiOy]DWRN iOWDO |VV]HN|W|WW LQIRUP
KRJWDN OpWUH DPHO\ NRUIEEDQ LVPHUHW®H®I\DNFLYyN
NLDODNXOW YLUW XiOH®NMEPW HWDWH NOL B/ B WHHRI]HWW E&Q|
KDGVHUHJHN ALYLKOPGEOLMVWPUEHQ NLYLWHOHMMWW WiPC
FVDN D] LQIRBWPIFELWUVDGDORP V]iPiUD NLHPHOW MHC
LQIUDV MdtisX NW ~ U |

OLYHO D] LQIRUPDWLND PLQGHQQDSL pOHW<QNNHO V]
VIDNNLIHMH]pVHLQHN pUWHOPH MHOHQWpPVH D J\DNRL
HVHWEHQ QHP HJ\pUWHOP& QHP SRQWRYV folKd3nakQ i O D W X
WDUWRP QpKiQ\ D GROJR]DWRPEDQ IHOOHOKHW LQIRL
PDJ\DUiI]DWiW

Az LQIRUPIFLYV UWI@RGIWEHELBNWHOHPEHQ IXQNFLRQIOLVDQ
VIDEiO\R]iV KDWiO\D DOi WDUWR]y V]JHUYH]JHWW LQIRL
7iJDEE pUWHOHPEHQ D] HJ\HV LQIRUPiFLYV UHQGV]HUH
LQIRUPiIFLYN D] LQIRUPIFLYV WHYpNHQ\VpJHNHW YpJUt
VRUIQ IHOKDV]QiOW]HU IRUUiIVRN LV

Informatikai rendszer alattD] LQIRUPiFLYV UHQGV]HRpUWHRUDV]KDO
IRUUIVQDN PHJIHOHO HQ

MA] LQIRUPDWLNDL UHQGV]HU iOWDOIED@laninv]aN|]|N S
P&N|GWHW V]HPpO\]JHW LQIRUPIiFR#H\ YIXQWFtVYIN i WADH ©pMH

rendszere’

6]iPtWyJpSHV Ki@D\DWRNRPRXQLNiFLYV KiOy]DWRNDW W
V]iPtWyJpStéMHWDN iOWDOIQRV IHOKDV]QiOiV~ KDQHP |
N|WQHN |VV]HEkze\&zewbedzaA. Q IRUPDWLNDL KiOy]DW HOHPH
V]iPtWyJpSHN KDQHP EiUPLO\HQ LQIRUPiFLYV WHYpNH
WiJDEE pUWH@MPHEMQRUPDWLNDL YDJ\ HJ\W]JHU&HQ F\
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LQIRUPIFLYV NpSHVVpJHNNHO UHQGHONH] LQIRUPDWL]
[3]

JQIRUPIFLYV L Q &PP NRW LB \Glet- & it

A$] LQIRUPiFLYV LQIUDVWUXNW~UiIN RO\DQ iOODQGYy
HVIN|]IN UHQGV]JHUHN KiOy]DWRN LOOHWYH D] iOWDO
DPHO\HN D] LQIRUPiFLYV WiUVDGDORP P&N|GpVpKH] V]eh
HO iOOtWiViW WIiUROiIVIW HORV]WIiViW V]iOOtWiViw pV I

$ KDGWXGRPiIQ\RN WHU+*OHWpQ D] HOP~OW pYWL]JHGHN
KDGYLVHOpPpV" NLIHMH]pV (QQHN PHJIHOHO HQ D KDG
infoUPiIFLYV KDGV]tQWpU DKRO D NDWRQDL WHUPLQROYy.
nevezZHWW WHYpNHQ\VpJHN IRO\WDWKDWYN $] LQIRUPIiFLY
tartoznak: [5]

f D] LQIRUPiFLYV LQIUDVWUXNW~UiIN YH]HWpVL REMH
Destruction+PD);

NDWRQDL PHIWpPYHV]IWpWILDEQ,LWDU\ '"HFHSWLRQ %
P&YHOHWL ELIWRQViJ QFSHODWLRQ 6HFXULW\ %
HOHNWURQLNDL KDGYLVHW),YV (OHFWURQLF :DUIDUH
SVILFKROyJLDL P&YHOHWHN BSOPERORJLFDO 2SHUD!

V]iPtWAKIOS/ ]DWL K D GputeWNe@vprk OpfzitidnsCNO).

~h ~h ~n ~ ~—

eUWHNH]pVHPEHQ DODSYHW HQ FVDKiOyV)WLEWYIRBE W RN
IRJODONR]RP reHDpWWYHNHSRADPHNHN D] LQIRUPIFLYV P¢
legfiatalabb tagjai+ |[VV]HIRJODOY QpYNpQW D] ALQIRUPDWLND
KDV]QiIiORP

$ IHMHJHW WRYIEEL UpV]pEHQ D] LQIRUPDWLNDL WIiPDGI
HUHGPpQ\HLW LOOHWYH D EHN|YHWNH]HWW WIiPDGiVRN
Wi P D G ianéskertani beRUROiIViUD DONDOPDV RV]WIiO\R]iVRN N|
VIHPSRQWMIiEyO UHOHYIQVQDN WHNLQWKHW W LOOHW:’
RNR]JRWW NiURN VWDWLV]WLNiIMiQDN HUHGPpPQ\HLW 9p.
LQIRUPDWLNDL WiPDGiIVL IRUJDWYN|Q\YHW
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1.1 , QIRUPDWLNDL KDGYLVHODpPV

$] LQIRUPDWLNDL EHUHQGH]pVHN pV D] NHW HJ\PiVVDC
HJ\UH QDJ\REE V]JHUHSHW NDSQDN D PLQGHQQDSRN VRU
NDWRQDL P&YHOHWHNEHQ LV HOHQJHGKR®RHWOMQ@J
LQIRUPIFLYV I|OpQ\ NLYtYiVD

$ YLUWXiOQWQVHUHEHHQ HJI\W]HU&EE HOU® GOWHD® IW i P DG VW \I
KHO\W]tQHNHQ 1HP V]*NVpJHV KDGLWHFKQLND IHOYR(
V]*NVpJHV HU IRUUIVRN PHQ@ul VpKB UNRDYXND® N MM DE V]
KiOy]DWRN YpJSRQWMDL LOOHWYH |QiOOyDQ P&N|G V]iF
PDL Q\LOYiQRV LQIRUPDWLNDL Kiiftgrh&tnd/ ReN gopdeln) WW O H.,
DODFVRQ\ N|OWVpJHN PHOOMEGWWMARHOQW ViWHWYaWYM
ILILNDLODJ HJ\PiVWyO QDJ\ WiYROViJRiNWDH OGINW YHJER
FVDWODNR]KDW D PDL WHFKQLNDL IHMOHWWVpJ P
MHOHQWpPNWHOHQHEE iOODPRN YPUD DM QN ¥ MRPHROU MR N \
NRPRO\ HV]N|]JSDUNRW NpSHVHN IHOYRQXOWDWQL $] LG
IHMOHWWHEE LQIUDVWUXNWYRNNDD UWHHEGH OH\M ] E EilOND D |
IHMOHWOHQHEE KiWWHU& RUV]iJ tJ\ D] LOniHekDSNFLYN N
KDGYLVHOpPV LIJpQ\HLQHN 1HP X#RIOWRSHWRORYWNVDQY H
UHQGNtY*O SUREOpPPiV D VHPOHJHVtWpV+.NU O QHP LV E|
$ WiPDGiIVREDED® i®GR]DWNpQW DWiHU MSPDNHW p & W RiP

csoportba sorolhatjuk:

f |QiOOYyDQ WHYpNHQ\NHG PDJiIQV]HPpPO\HN
f csoportok, szervezetek;
f IOODPRN iOODPL VIHUYH]JHWHN

$ APDJIQV]HPpPpO\ WiPDG iOMWPBWNRDRWHYYBUREOpPPD Q}
MHOHQW VpJ& LV OHKHW KD D FpOSRQW PRQMIRRViJD

AeUpQ\BOOHQ NHOO IHOOpPSQLH D] iOODPL DSSDUIWXVQ
iOWDOIEDQ QHKH]HQ NpSHVaH LOHBEIPPLQ FH-pSARFOMDEDIYR.Q DN
NRPRO\ NiURNDW RNR]y LQIRUPDWLNDL WiPDGiV QHK
informatikai UHQGV]HUHN IRO\DPDWRVDQ NL YDQQDN WpYH W

*0DJD D] ALQWHUQHW’ V]y W|EE HJ\PiVVDO |WWHNHWEN®/ KHQ@JIH VKHI
YLOIJRQ /pWH]LN HJ\ PLQGHQNL iOWDO KWVYQOMHCH\W yH R W]GIVIQRW H¢
HVHWEHQ LQGRNROW OHQQH WXODMGRQQpY N8 WLRW PQ RIELD G HPOQ
KiOy]DWQDN D QHYH LV NLVEHW&YHO tUDQGYWi H]pUW D NpV EELHNEF
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QHKH]HQ PHJIOODStWKDWy D] HON|[YHW PDJiQ\RV YRO\
RNR]y PDJiW D] LQWHUQHWHQ WHUMHV]WP i ViRtWyJpsS
HOV]DEDGXOW A, ORYH \RX" QHY& IpUHJ YROW DPHO\ D]
tJ\ iOODPL W)XOO-DMNI®RIQ~ UHQGV]HUW LV LG V]DNRVDQ F
6]HU] MHNpQW DJWiQ HJ\ 2Q H-OV ]G BIHAVX HANDL QG Q HWYRW) 00 FSQ R V
DJRQEDQ D KHO\L W|UYpQ\HN V]JHULQW &kdetekehl KHW H W
V]iPtWyJpSHV  YtUXVNpV]tWpV D FVHOHNPpPpQ\ LG S|
E&QFVHOHMWBPMQ\EMNW NLYiOyDQ UiYLOiJtW DUUD D WpQ
YLOiJ EIUPHO\LN SRQWMiUyO LQGXOKDWQDN tJ\ D WiPD
WiPDGy WDUWY]NRGIVL KHO\pQ pUYpQ\HV MRJV]DEiO\L Ki
$ AVIHUYH]HW WiPDG iOODPRW-'X\DyBH JKD®YRA DXE EEEH N H
HVHPpQ\ $ N<O|QE|] V]pOV VpJHV FEVRSRUWRN WHL
KDV]QiOMQNWHJQHWHW HJI\PiV N|]JWL WLWNRV NDSFVROI
WHUMHV]WpVpUH WRERU]IVUD $] XWYEEL LG EHQ HOV \
Q\XJDWL YLQiOWIW|ED S U REOSEIOMOKVIDH Y p N&HIQA® pQ |V HQ

HU V 1BULWDQQLIEDQ pV D VI]LQWpPQ MHOHQW V LV]i
1pPHWRUVJJ BENQSFVRODWWDUWiVW pV D SURSIIDQGDW
NDSFVRODWWDUWIVEDQ D WHUURULVWIiIN LV NpSHVHN |
SURSDJDQGD WHUMHV]WpVpW D Q\XJDWL GHPRNUIFLINEI
OHKHW Yp ,V]OiP LGHROYJLINDW N|YHW KDFNHUHN NRP
PHJ pV W|UWHN IHO VLNPMAWMHGUREDIBWGDEAHE2 OHJ & *]
DNFLYN DJRQEDQ iOWDOIEDQ NHYpVEp JRQGRVDQ YpGHYV
a] LO\HQ W/itSIX&/ iV RN HOOHQ KDWpNRQ\ yYLQWPpP]NHGpPVHN
(O EEWYEE D]JRQEDQ IHJ\YHUNpPQW LV IHOKDV]QiOMiN PLC
QHP FVDN FpPOSRQWNPQW WHNLQWHQHN Ui $ KiWWpUE!
IRO\DPDWDL V]JLQWH HONpPS]JHOKHWHWOHQ PHQQ\LVpJé
NeO|QE|] V]HUYH]HWHN DPHO\HNHW D]WiQ KiOy]DWED
Aombie” KiOy]D,WRNBPW Q p¥the@ketDODNtWDQDN NL (JHNHW D
YDOYV]tQ&OHJ E&Q|] L FVRSRUWRN KR]]iN OpWUH PHJIH
LO\HQ NDSDFLWiVRN EpUHOKHW N LV W OsN (] D]JW MHOF
YLV]JRQ\ODJ ROFVyYyQ KR]]JIMXWQL pV)RQWRYWIENDW LLONVG
ERWQHWHNNHO D] pUWHNH]pV NpV EEL UpV]pEHQ N-O|Q |

S0DOZDUH D APDOLFLRXV VRIWZDUH" V]IDYDN |VV]HYRQIiVIiEyO V]*OH
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$ OHIJpUGHNHVHEE HVHWHN D]J]RN DPHO\HNEHQ D] iOODP
WiPDGy VJHUHSN|UpEH XJ\DQLV HJ\ Q\LOYiQYDOy E&QF
NpQ\HV WHU<OHW $] AiO O D é&setQRrHIPGWP-DO) iQIVQH B pt@\8V IR U J L
EiU VRNDQ WIiIPDGIiVQDN WHNLQWLN D] iOODP W~O]RYV
PDJiQe«J\HL LUIQW LhatalSmWoHUWPMEKMDIMWIHVHQ D emBlikiwtyY V]iQ
D PLQpO W|EE LQIRUPiIFLY EHJ\&MWIpMP PHR & | Q B\H EEEHIY |
vagy HJ\pE FVRSRUWRN V]iQGpNDL WHUYHL (]J]JHO V]HPEF
VDMiW WLWNDLNDW EL]WRQVIJEDQ WXGQL PpJ DNNRU 1
(POpNH]JHWHYV 3KLOLS =LPPHUPDQQ pV D 3*3 SUHWW\
O HY p O WtowrairRegetd/ A PGP 1999V PHJIJMHOHQpPVH XWiQ D] 86% |
MRJL KDGMiIUDWRW LQGtWRYWWEDRO YH QW HI RAHHAK\ HEAH F V L
Q\LOYiIiQYDOyDQ D] ¥RPDW WKRMUNRO/VtI¥BWW ¢]HQHWHNHW |
VILQWHQ PpJ D NRUPIQ\IDWL HU IRUWNED ELBWRDVEDX
megfejteni.

+D HJ\ iOODP HJ\ VIHUYH]HW HOOHQ N|YHWogik® LQIRU
VIDEiO\DL VIHULQW DQQDN PHJHO ] MHOOHJ&QHN NHOO
NLDODNXOiViQDN HONHU+<OpVpW WHRON I OKD/MDP BD W i PYI
VIHUYH]HWHDHON LQGRNNDO EL]JRQ\tWpNNDO N#HOO UHC
IHQ\HJHWHMWUW/WQ@YRIVABON NHOO OHQQLH DPHQQ\LEHQ D
pUYpPQ\HV V]DEIO\RNDW SUyEIiPHIN i MXXIN DN DLGRIPR QYR C
NeO|Q|VHQ D PYGV]J]HUH VRN YLWiIiV SRQWRW WDUWDOPI
foglalkozni.

$] AiIOODP WiPDG PiVLN iOODPRW" NDWHJyULD W~OOpS |
VIXYHUpQ KDWDanRkatormdi| ¢MRIQIOLNWXVQDN LV WHNLQWKH
KDJ\RPIQH RINYHUHNNHO YtYQON Q$ HO/HHWANDPQW VRNDQ D
pVIWRUWRUWPiIiQ\]DWL VIHUYHUHN HOOHQ HON|YHWHWW ''F
RURV] iOODP V]JHUHSH QHP NHOO HQ EL]RQ\tWRWW D]
RO\DQ YpJSRQWRW D]JRQRVtWRWWDN DPHO\HN RURV] iO
HIHN D YpJSRQWRN OHKHWWHN IHUW ]J|WW JpSHN LV DI
UpV]*NHW D WiPDGiVEYyO eUGHPHV NLWpUQL D] *]JHPHOW
esetekbena QHP NHOO JRQGRVVIJIJDO ¢]HPHOWHWHWW V
WHYpNHQ\VpJ NLYIOWKDW HJ\ HOOHQFVDSiIiVW YDJ\ KRV
$] IOODPRNibBIWWIDGiIVRN UHQJHWHJ MRJL SUREOPpPPIW
PLQGHGGLJ NHYHVHW IRJODONR]JWDN BH | QYN KHRQ HN p
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NLDODNtWRWaNKID GWDLMHO pVUH V]ROJiIOy NBWRQDL LQILU
1pSKDGVHUHJ N pl9o9%kbeb tedtGCriylitpaadtaNszerint egy Tajvan miatti USA-
.tQD LQFLGHQV HVHWpPQ NtQDL KDFNHUHN NpSHVHN OH
LQIRUPDWLNDL L@ UDNVQDULONW-PHOOMHMWW WHUPPpV]IHWH)
JUDQFLDRUV]iIJ 2URBrifdRuay |izdael) 1i® Jéndelkeznek kifejezetten
NDWRQDL MHOOHJ& LQIRUPDWLNDL WiPDGIMRN YpJUHKD!

1.2 , QIRUPDWLNDL WiPDGiIVRN pV D WHUURUL]PXYV

$] LQIRUPiIFLYVY WHUURUL]PXV NLIHMH]pV D YDOyYGL WtEt
LQIRUPiIFLYV UHQGV]HUHN YLOIJIED -#KKR)i ORI IiPOGPAI
FpPOVIHU& HOV NpQW PHJYL]VJIOQL PL LV D] D WHUURUL
'HILQtFLYV]HU&HQI@ WHUURUL]PXV
1. PHJIpOHPOtWpV ]JVDUROIV ERVV]~iOOiV FpOMIEYO H
2. SROLWLNDL RNRNEYyO YpJUHKDMWRWW PHUpQ\OHWH
VWE« VRUR]DWD
9DJ\ HJ\ PiVLN GHIUQtFLYy VIHULQW
Aerror, PHIN*O|QE|]WHWpV PL@MNOQ WORDGQGiIMU V]J@WRYV FVH
D]]JDO YDOy IHQ\HJHWpV DPHO\QHN HOV GOHJHV FpOM
ODNRVViJ NJUPEHQ
$] LQIRUPiFLYV WHUURUL]PXV WHKiW N+O|QE|] PHUpPQ\
rendszerek ellen, azonban fontd@HJMHJ\H]QL KRJ\ HJ\ LO\HQ DNF|
|QPDJIEDQ QHP MHOHQW IHOWpWOHQ*O WHUURULVWD W
E&Q|] N iOWDO HON|YHWHWW FVHOHNPpPpQ\HNHW iOWDOi
GLFV VpJ PRWLYIOMD PtJ D WHUURULVWIN SROLWLNDL
NI[YHWLN HO WHWWHLNHW (J\ LQIRUPiIFLYV UHQGV]HU Pl
WpWHOH QDJ\ VDMWYyYYLVV]KDQJRW YiOW NL D WHUUI
WpQ\H] MH SHGLJ D PLQpOaQdyl RRE¥ RY\ IUP Yi®IRY Wi UDW p J|
$ AF\BMUUURULVP" DQJRO NLIHMH]pV HJ\ %DUU\ & &ROO
1997-ben HO V]|U YRQW SiUKX]DPRW D YDOyGL pV D YLL
terorFVHOHNPpPQ\HN N|]|[WW $ IRJDORP@&N (W|BEIPOH C
PUWHOPH]pV .HYLQ &ROHBRPQ QHYpKH] N|W GLN

"The premeditated use of disruptive activities, or the threat thereof, against computers

and/or networks, with the intention to cause harm or further social, ideological,

14. oldal



DOl azonosité: 10.17625/NKE.2012.008

religious, political or similar objectives. Or to intimidate any person in furtherance of
such objectives."

$ IHQWL LGp]HW PDJ\DUXO D N|YHWNH]

A(O UH PHIJIRQWROW V]iQGPpNNDO HON|YHWHWW SXV]WtW
DONDOPD]iVD V]iPtWyJpSHN pV YDJ\ V]iPtWyJpSHV KiOy]
HJ\pE WiUVDGDOPL LGHROyJLDL YDOOiIVL SROLWLNDL
,GH WDUWRI]LN PpJ YDODPHBR]|VHIOPEBR PENOpOHPOtWpVH

$ GHILQtFLY DODSMiQ EiUNL YDJ\ EiUPHO\ VIHUYH]HW
IHOVRUROW FpORN pUGHNpPpEHQ N|YHW HO LQH&KRUPDWLT
DIRQEDQ XJ\DQD]J]RNDW D SDUDPpWHUHNHW WIiPDV]WM
VIHPEHQ LV PLQW D YDdnpéhl akkor azUlRuILWRH N MG LY NO W
W|UWPBIB@HKHW VHQ V]HJIp Q\WV Qa1 J $ BHOW QHQ RWW D
WHUURUV]HUY H]HIW FQ YMDOON HIDHNI|W HENE V@ \IDWHILPQ KDWH.\) LDLN/F
szakosodott szervezete (Internet BIlN 7LJHUV 1OWDO DXJIXV]WXVi
HPDLO WIiPDGIiViZy SWHWRRWW QDSL HOHNWURQLNXYV
W~OWHUKHOWH 6UL /DQND N<OI|OGL QDJ\N|YHWVpJHLQI
P&N|GpVNpSWHOHOQIQPP W HIW HWQ H]HQ NtY+«O LV YRO\
DIRQEDQ KLYDWDORVDQ HI\HWOHQ WHUURULVWD V]JHUY
OLYHO D AKDJ\RPiIQ\RV~ WHOUVRBLYWNMDV P NF|LH/WN& H KIRWp B B\
VIHUYH]HW KDMWVRQ YpJUH DN BJyMQ IR U RL y\p O\HPWH QRIUE
DNFLYN FpOMD LOOHWHNKHWD®WHWIBWMEMPDS ML PiU HOpJ
W|UWPQHOHPPHO AE*VINpPONHGKHW  H] D E&QHON|YHW L
LIJpQ\H QpON-O

f 1997-ben ey V]iPtWyJpSHV E&Q|] D] 86$% :RUFHVWHU
UHS*O WHUpPQHN NRPPXQLNiFLYV KiWWHUpW EL]JWR\
UHQGV]HUpPEH W|UW EH pV OHiOOQ tpWR IVGVIDV DR UM D\O R
YH]pUO V]iPtWyJpSHW (PLDWW D UHSWpU OpJL |
P&N|GpVNPSWHQHQQpP YiOW

® Liberation Tigers of Tamil Eelam (LTTE).
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f 2003-EDQ D] LUDNL KiERU~UD YiODV]XO D 8QL[ 6HFXUI
FVRSRUW N|]HO ZHEROGDOW "WH@®MH QH O O V UKDH & XH
*]HQHWABINHW

f Ugyancsak 2003-ban az USA antarktiszi AmundéeRRWW NXWDWYiOORF
NpW HPDLO V]HUYHUH N|[]*+O D] HJ\LNHW pV HJ\ F
V]iPtWeMp® |UWpN IHO URPIQ NDOY]RN pV SUYEiOWD)
]JVDUROIiIV VHJItWYV pJp YHOASBE@t]i /OP\WPLQVOVILD PiVIpO p°
NRUIEEL 86% 3%$75,27 $FW DODSMiQ WHUURUFVHOHNIE
iootwivD V]JHULQW D EHW|UpV VRUIQ D URPIQ HOI
HQHUJLDHOOIWIVW LUIQ\tWy JpS ITHOHWW tJ\ D] iOC
IHQ\HIJHWWpN (]W D] iOOtWiVMV D INBRW WE W DU W] iNDRX
KDWiIUR]JRWWIB]Q FilROWIN

f VipRV WHOK®PDU KtUKHeGWalp cSapoitVv D¥oS
WiPDGIVRNDW LQWp]J]HWW V]iPRV ZHERO @@ HOOHQ
Picture Association of America (MPAA), a Recording Industry Association
(RIAA), a Hustler magazinD IiMOFVHUpPW @déSimnpniHBRD 8
$] DNFLyN DODSMD D 3LUDWH %D\ HOOHQ IRO\y S
HOOHKHWHWOHQtWpVpPEHQ VIHUHSHW MiWV]y ZHERO
D N<O|QE]|] D :LNL/HDNV DODStWyMD V]iPiUD SpQ
EHIDJ\DV]Wy ROGDODN O0DVWHUHIVUAZ Ariongriou8 D\SD O
NpV EE RGIQW KRJ\ D] HJ\LSWRPL ]JDYDUJiIVRN LC
NRUPIQ\W LV PHBI[HQ\HJHW W H

$QQDN HOOHQpPUH KRJ\ HGGLJ QHP H] YROW D,I WHYp
KRJ\ D WHUURULVWIN ILJ\HOPpW QHP NHU<OL HO D YL
VIHUHSHW | Rkbudd i AUSSENQHI\ MRUGIQ ~MYpltp)y PHIMHOHDC
N|Q\Y p BHEgqawi -al-Qaeda's Second Generation) az ABKLGD EHOV N|UHLIE
V]iUPD]y LQIRUPIFLYNDW R VEWerRtHaz A-KaRd202Mg foyj® O

PHJYDOyVtwDQL D 1\ XJDW HOOHQHV WHWYHLW D N|YHWI

li]lLV D] ApEUHGDPV"

(] D 1i]JLV-W O -igtartot. AWpQ\OHJHV FVHOHNPpPQ\HMW, O V]H
az USAW pUW W H U U RNHYGP G @28DRIQPANHO JGDG HOHVWpLJI WD

7(J\ IHOW|UW ZHEROGDO PHJYiOWR]JWDWiViW YD&DeRézB\HQ ILI\HOHP
8 )RXDG +XVVHLQ HJ\*WW «OW E|UW{OEUWTDDEZLYDNOHPW NYNULR UV VND S B
aza-NDLGD YH]HW VpJpKH] WDUWR]y VIHPpO\HNNHO
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2001-HV WiPDGiVRN FpOMD D] YROW KRJ\ D] 86% pV V]|YH
LV]OiP HOOHQ DPL D PXV]J]OLPRNDW UipEUHNKSWE D KDUF
VWUDWpJiL VIHULQW VLNHUHV YROW D KDUFWpU PHJ(
N|[JHOHEEL pV N|JQQ\HEE FpPOSRQWRNNi YIiOWDN

li]lLV D AV]JHPHN IHOQ\LWiVD”
Ez D li]JLVW-D N|]|WWL LG VIDNEDQ WHUYH]WpbenY pJUHKTE
tUyGRWW FpOMD D (HRPPOHWVYURISWON+IpWD D] LV]OiP |
WDJRNDW V]J]HUYH]WHN EH pV FVRSRUWRBN MHW\KNMDWN O
GH PLQGHQNpPSSHQ D OHJQDJ\REE KDWiV~-NhQW @ HDYWH LY
Younis Tsouli volt. A 2003-as irakKki ERU~ NLW |UpVBILEW i QVDR HFINHUHV W
VHItWVpJIJpYHO UDGLNiIiOLV LV]OiPLVWD ZHEODSRNDW KR
NDWRQiIN iOWDO NpV]JtWHWW YLGHYyNDW NHUHVYH PDMC
DPHULNDL NDWRQDL EiJLVRN HOOHQL WIiPDGiIiVRN NR
LQWHUQHWHY FVDOiIVRNNDO V]JHU]JHWW SpQ]W R |
EIUW|QEQWHMpVW NDSRWW

lilLV D AIHOHPHONHGpPV pV WDOSUD iOOQiV~’
A tervek szerint ez 2007-2010N |]|[WW YROW HVHGpPpNHYV Bor¥ aB|JtULiIiUD
LG VIDNUD WHUURUWIPDGIVRNDW WHUYH]J]WHN 7|U|NRUV]
VIJHULQW D] ,JUDHO HOOHQL WIiPDGiVRN VHJtWVpJpYHO
PHIMHOHQpVH yWD EHN|YHWNH]HWW HVHPpQOHNUL@PD]RO"
D /LEDQRQEDQ NRPRO\ HU QHN V]iPtWy 6]tULD pV D \
+H]EROODK HJ\ UDMWD+WpV VRUIQ IRJO\XO HMWHWW N
OpJLFVDSiIiVRNDW PpUW D +H]JEROODK YpOW iOOiVDLUD
KDWiUKR] N|[JHOL WHU*OHWHX] PHIWLV]IWtWiVD pUGHNpEH
7|UINRUVI]IJEDQ LV-WDU®iKRW HNNWIXIHBMO WHUURUHVHPpPQ\F
NRQ]XOiwWRZD HOOHQ

li]LV
$ pVv N|]IWWL LG VIDNRW |OHOL IHO D] HOV GO
Q\XJDWHDUOW UH]JVLPHN PHJEXNWDWIiIVD DPLKddaUHPpQ\H
FVRSRUWRN PHJHU V|GpVpKH] YHJHW (]]JHO SiUKX]DPRVI
HOOHQL WiPDGiVRN pV D] 86% JD]GDViJD HOOHQL DNFL)
WHUURUL]PXV HV]IN|]JHLYHO

°$ Vly MHOHQWpPVH WHUURULVWD D SHGLJ XWDOiV -DPHV %YRQGU
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$ W|UWPQHOHP LVPpW LJD]JROWD D V[BUNW]G G|W¥pJp
HVHPpQ\HN W|EE DDDEDVRUPRGEPQY iOOYyFVLOODJIJQDN W:¢
vezettek.

A N|JHOL M|Y EHQgyYWYDUKDQWRUPiIFLYV LQIUBRFWYWNXNRPRIOI\ H
SUREOPpPPINDW RNR]KDW Q D kgeltérigdteBg Wit © XACkBV$H L-y N
DPHO\QHN VRUIQ N*O|QE|] ZHEROGDODN IHOHWWL XUDO
WDUWDORP PHJYIOWR]JWDWIiViYDO SUYEIOMiNtcBakNpSYL VI
SURSDJDQGD FpORNEYO YHV]pO\HV GIlR PPUNOLPWN HS) QI N HI
LVPHUWHWHWW WIiPDGiIVRN pV PYGV]J]HUHN DON®OPD]IiVi
YHV]pO\EH NHU*OKHW LOOHWYH QHP HOKDQ\DJROKDWy
WRERU]iVD VHP 2V]DPD ELQ /DGHQ .OLKSYLBHQINBQIWOQ W
VW |[VVIHRPOiIVIW MyVROWIN D]JRQEDQ G]VLKIiGLVWD ZH
IHOV]yOtWy NDP SikadaN201%]auf@ztus 20- N|JOHPpQ\pEHQ
WHUURUDNFLYW KHO\HIHWW NLOIWIVERz ] WNPHJp\O] [WHU
augusztus 18- WHUURUK>O OalfalE DEgN O |QIpOH PHUpPpQ\OHWHNE
WRYIEEL DNFLYN YDOyV]tQ&V24PH QHP HOKDQ\DJROKDWYy

Own3d By SbZ-GHoST TeaM

SBZ-GHOST TEAM

SbZ-Gh0St was her

1 iEUD 'HIDFH iOGR]DWiX®& HYiNW YW A HERFGBADI@h&tKevhewvs.com)
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li]LV
Ebben az G VIDNEDQ IRJMiIN NLNLiOWDQL D] LV]OiP iOODPR
szerint a 2013- N|[]JWL LG V]IDNEDQ ,JUDHO PHJJ\HQJ*OpVpYHC
YLOiIJUD PiU RO\DQ NHYpV KDWiVD OHV] D 1\XJBBWQDN KI
terrorszervezet ) HPpQ\HL VJHULQW H] OHV] HJ\ ~M YLOIJUHQG N
lilLV D AWHOMHV NRQIURQWIiFLYy"’
Hussein szerint 2016V yO D] LV]OiP NDOLIIWXV KDUFRW IRJ NH]C
KLWHWOHQHN N|]W DKRJ\ DJ]W 2V]DPD ELQ /DGHQ LV VRN
li]lLV D AYpJV J\ |JHOHP’
(EEHQ D YpJV V]IDNDV]EDQ D WHUURULVWIN VJHULQW LC
PLOOLIUG PXV]OLP pV D NDOLIIWXV YLWDWKZWDWODC
EHIHMH] GLN D KiERU~ SHGLJ QHP WDUW WRYIEE NpW p\
Ak|Q\Y iOOtWivVDL PHJK|NNHQW HN D PHJMHOHQpPV yWD
OHJW|EE iOOtWiViw LJD]R O Mablyon Ykpr@aty&np RellHvennV bzl UL Q W
LQIRUPiIFLYV WHUURUL]PXV VIHUHSpW pV N¢J]GHQL D YLU

1.3 Informatikait iPDGioK WD[RQYPLiIiMD

$] LQIRUPDWLNDL EL]JWRQViJ D .[]LJD]JDWiVL ,QIRUP
D MiQ O [35]E\D]|® U IE$10L QzeFinty

A$] LQIRUPDWLNDL ELJWRQViJ D] LQDR WYRDWMRDAUHQ C
NLHORiWW& iOODSRWD DPHO\QHN YpPGHOPH D] LQIRUPTE
DGDWRN EL]DOPDVViJD VpUWHWOHQVpPJH pV UHQGHON
HOHPHLQHN VpUWHWOHQVpJH pV UHQGHONH]pVUH iOO
IRO\WRQRV pV D NRFNi]JDWRNNDO DUiQ\RV ~

$] LQIRUPDWL ®DAp &SRIGNVLQIRUPDWLNDL EL]WRDViJiUD
D UHQGV]HUEHQ WIiUROW LQIRUPIiFLy&amey BJY DG WOIRIG V]
LQWP]NHGpVHN WHUYH]pVPQHN HJHN G EHO@P SHPNEDLD | H
M|KHW WiPDGiVRN WHROP@WRMN FVRSRUWRVIWiViUD UHC
VRNIpOH V]HPSRQWUHQGV]HWD @AM WDGAR DV LV]PHWY R ZD O
QDJ\RQ QHKp] iOWDOIQRV pUYpQ\& PLQGHQ HVHWUH

10 $ IHQ\HJHWpPVHN OXQN 6iQGRU GHILQtFLYMD W]WHWQWD DY ELHWR (
WXODMGRQViIJRNDW NiURVDQ D PHJ QHP HQR{BHVRWyH S RRUBGKIDW |
NiURV >N|OFVZ6@ KDWiVRN
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meghaWiURBQLWYO KRJ\ HJ\ DNFLy VRUIQ QHP VpU+.O D
ELIDOPDVViIJ VpUWHWOHQVpPJ pV UHQGHONH]pVUH iO
WiPDGiVUYyO YDQ V]y (GJDU * $PRURVR A)XQUZBDPPHQWD
FP& N|Q\YpEHQ UiYLOiJtW DUUD KRJ\ D WiPDGiVRN EHVI
(ONpS]HOKHKsEt BPMDQ VRUIQ D WiPDGy iWYHV]L D FpOSR
OHKHW VpJpW GH QHP VpUWL PHJ D] RWW WIUROW DGD
W|UOL D] DGDWRNDW pV QHP YHV]E\HHRV HAHN IDQ W K W
ELIWRQViIJRV iOODSRWQDN PpJ DNNRU VHP KD D UH
NiUHVH®HR\W.|JUWpPQW

(J\ WD[RQYPLD V]iPiUD V]*NVpJHV IHOW p)avBis@a&[R7FHW W iP D
szerint ezek:

f (J\PiVKR] KDVRQOY VpU+OpNHQ\VpJHN XJ\DQDEED D N

f $ NDWHJYULINED VRUROiV HJ\W]HU& OHJ\HQ OHKH
YiODV] VHJtWVpJpYHO

f $ NDWHJYULiIN HOQHYH]pVHL OHJ\HQHN HJ\pUWHOP &t

f $ EHVRUROiIV DODSMD NL]iUyODJ WHFKQLNDL SDUDP|

f $ VPpUsOpNHQ\VpJHN EHVRUROKDWYN OHJ\HQHN W|EE

v

0iV SXEOLNiFLYN HQQpO W|EE YDJ\ HOWpU IHOWpWFE
YPOHPPQ\HP VIHULQW H]HN D WXODMGRQVIiJRN HJ\pUWH
DQpPON+O KRJ\ HVHWOHJ W~O]JRWWDQ V]JLJRU~ N|YHWHGC
Daniel Lowry Lough [28] YpJ]HWW HJ\ QDJ\RQ DODSRV NXWDW
WD[RQYPLiN |VVKHY\WWRLVFYBODLPPDO |VV]KPokaIBDQ H]H
UHQGV]HUH]pVL HOMIiUIiVRNDW YL]VJiOWDP PHJ DPHO!
NHUHV]WeQ pW ¥R O MK Deds woRagk®@Maki U H N

IHXPDQQ pV 3DUNHU D WRAOWIiNOL VA &IDWIilVRNIWDW PHJ

f KeOV DGDWJI\&MWpV YL]XiOLV PHJILI\HOpV IHOKDV]
f +DUGYHUHV YLVV]DpOpVHN DGDWKRUGR]YN PHJV]HL
PHJ]DYDUiVD IL]LNDL WiPDGiV D] HV]N|]|N HOOHQ
f OHJWpYHV]WpV KDPLV V]HPpO\D]JRQRVViJ KDV]QiOD!

PHJKDPLVtWiVD
f BRVV]ILQGXODW~ SURJUDPRN KDV]QiODWD YtUXVIH!
ERPEIN

f +LWHOHVtWpV NLMiWV]iVvD PHJOHY VpU-OpNHQ\VpJt
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f $SNWtY YLVV]DpOpV KDPLV DGDWRN NpV]tWpVH UHQ
PYGRVtWiVD P&N|GpVNpSWHOHQQpP WpWHO

f 3DVV]tY YLVV]DpOpV DGDWJI\&MWpV DGDWEIJLVRN
EL]JDOPDV NRPPXQLNiFLY OHKDOOJDWIiVD

-D\DUDP pV ORUVH NLIHMHJHWWHQ D W]DRMWJJ\p BH\D WiOy] !

f Fizikai arHQGV]HU HOHPHLQHN HOWXODMGRQtWiVD

f *\HQJH SRQWRN D UHQGV]HU J\HQJH SRQWMDLQDN
KR]]ilpUpV FpOMiUD

f BRVV]LQGXODW~ SURJUDPRN VSHFLiOLV SURJUDPN
WiUROW DGDWRN PHJVHPPLVtWpVpQHN V]iQGpNiYDO

f +R]]ilpUpVL MRJRN IHOKDV]QiOyN KLWHOHVtWpVL I
UHQGV]HU HU IRUUIVDLQDN MRJRVXODWODQ IHOKDYV

f .RPPXQLNOPDYS~ D KiOy]DWL KR]]ilpUpVHQ NHUHV]W-
KDPLVtWiV OHKDOOJDWIiV

$ WDSDV]WDODWRN D7W QR RWBDIWWL N D LK R\ViI\P BBttabR N H J\U
PYGVJHUHNHW KDV]QiOQDN tJ\ D] HPOtWHWW RV]WiO
EHIRJDGIVXKINHDN|YHWpVL PYyGV]JHUHN PHOOHWW WHUPp
VIHPSRQWRN V]HULQW LV NDWHJRUL]iOQL plHPQIRHIPDW
szerint eg/ ]JHU& pV HPHOOHWW WPJRQYy®PQDYBUNPD/GH HU!
DODSMiQ RV]WiO\R]]D D IHQ\HJHWpVHNHW )JUHGHULFN
HUHGPPBKHW HJ\ VLNHUHV LQRRUPDWLNDL WiPDGiVQDN

f 6pUsOpV FRUUXSWLRQ YDJ\LV D] LQIRUPDWLNDL
WiPDGYQDN VLNHU+<O PHJYiOWR]JWDWQLD YDJ\ W|U|O

f 6]LYiUJIiV OHDNDJH DPLNRU D WiPDGYQDN RO\DQ I
DPLKH] QHP V]DEDGQD KR]JilpUQLH

f OHIJWDJDGiIV GHQLDO D PHJWiPDGRWW UHQGV]HU F

$ EHVRUROiIV QHP IRJODONR]LN D]]DO KRJ\ D WiPDGy(
HOpUQLH FVDN D FpOODO PDJiYDO

Azilyen, NO|QE|] DODSHOYHNUH pSe+CGt RUKKX]@RIKeL PyGV]t
KDV]Qi®OQUYHWNH] NEHQ QpKiQ\ D N|JHOP~-OWEDQ W]|U\
W|EEIpOH RV]WiO\R]iVL PyGV]HUW IHOKDV]QiOYD
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Sony Playstation Network

iSULOLVIEDQ D 6RQ\ 3QFSNYy Wset\® GROQVARJMIYRIUNG R]DW
WiPDGWNEE PLOOLY IHOKDV]QiOyKMYHPMNI UHWW DD & DiW D LYW\
HO ]PpQ\HN V]iPOIi]iVL FtP EL]JWRQViIJL NpUGRNAD MHOV]
EHW|UpVW HJ\ WHOMHVHBE QWHWYILLY HOMYU 6V / K BOW € FOADLVRIQ D
PHJ $ 361 W|EE KpWLJ HOpUKHWHWOHQ YROW D] HVHW
NLMDYtWRWWD D EL]WRQViIJL SUREOpPPINDW $] HVHWEF
ZHEROGDOD LV KDVRQOY VpU*sOpNHQ\VpJHNHW WDUWDOF
D MDYtWiIiVRN PHIW|UWpQWH HO WW
$] LQFLGHQV YpJNLPHQHWHOH DGDWV]LYiUJii&kR] YH]H'
PyGV]J]HUpW KDV]GQIOWBJIJXPJYDQYIpWOpNHQ\VpJHW KDV]QiO
IlpUpV FpOMIiUD

56 6HFXUH,' DGDWORSIV

PIUFLX\DERQIRUPDWLNDL EL]JWRQViJ WHUpPQ NLHPHC
56%$ QHY& FpJHW pUW DGDWORSiIiVUD LUIQ\XOy WiPDGiV
HOMiUiVW DONDOPD]WiN D FpJ GR@ERNILWPD B QW HPEKQ
OHYPOEHQ N:OGWHN QHNLN HOHNWURQLNXV OHYHOHW
FVDWROWDN (EEHQ D] iOORPIiQ\EDQ HJ\ DGGLJ LVPHUH
KLEiW NLKDV]QiOy SURJUDPNYG YROW PHJWDOIOKDWYyY D
KiwWvy DMWyW EDFNGRRU Q\LWRWW D WiPDGyN V]iPiU
WiPDGYN IHOGHUtWHWWpN D] DONDOPD]JRWW MRJRVXOW
NLKDV]QiOYD IR& WO FOWHRNKWW ,"VIHUH]WHN PHJ DPLW F
W R Y i E E {S1RWhagBzhrzett aBDWRN D]pUW YROWDN IRQWRVDN Pt
UHQGV]HUHN LV WiPDGKDWyYi YIiOWDN
$] LQFLGHQV W|EE V]HPSRQWEYO LV ILJ\HOHPUH PpOW
LQIRUPiFLY EL]WRQViJJDO IRJODONR]y FpJHW pUW VLNH

" 64/ ,QMHFWLRQ D ZHEROGDODN D PHIJMHOHQtWHQG LRIRUPiFLYy
DGDWEI]JLVEDQ WiUROW DGDWRN OHNpUpVpKH] D] HOWH®QNDK@WO64/ C
NDSRWW LQIRUPiIFLYNDW SpOGiXO IHOKDV]QiBylvVaepY PVHDHOW ] OR-
az SQL szervernek. B QHP PHJIHOHO HQ V]&ULN D IHOKDV]QiOyWyO PHJINDS
RO\DQQi DODNtWKDWy DPL PHJKDPLVtWMD D] HUHGRIMWQ\HNHW tJ\ NI
2 3KLVKLQJ DGDWKDOiV]DW D] iOGR]DWRW HJJI\PH I PDIBY]W]iPJHQH
NHGYH] WHYpNHQ\VpJHW KDMWVRQ YpJUH iNspDKBRCO PHINV KHDWPJLL\KE VWWR
IRQWRV LQIRUPIFLYNDW

' ¢ 6HFXUH,' HJ\ KDUGYHU HVIN|] DPLYHO D] LQ@RURDMWHOIBDVtW p\
PHJEt]KD WHKEW $] HV]N|] HI\HGL KLWHOHVtW DGDWRW JHQHUIO
PHJV]HU]JHWW DGDW NpV EE PiU QHP KDV]QiOKDWy IHO
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az eIN|[YHW N W|EE HJ\PiVUD pS+O DNFLYyW KDMWRWWLI
DGDWV]LYiUJiV OHWW GH HKKH] V]*NVpJ YROW D FpOSR
IHOKDV]QiOW PYyGV]HUHN SHGLJ VRN RV]WIiO\ED LV EH\
technika), 08/ ]LQGXODW~ SURJUDPRN KDV]QiODWD KLWHOHYV
RV]WiO\R]iVL UHQGV]HUpPEHQ J\DNRUODWLODJ FEVDN D IL]

/IRFNKHHG 0DUWLQ DGDWORSIV

PIMXVIEDQ D] DPHULNDL /RFNKHHG ODUWLQ FpJ HVH\
LQIRUPIFLYN V]JHULQW D] 56% EHW|UpV VRUIQ PHJV]HU]
WiPDGyN D FpJ DONDOPD]RYKF L lif0u) RitNRbBO QE &I\ VO 3 1
KiOYpDW FpJ iOOtWiVD VJHULQW D YDGIiV]JUHS*O JpSHN W
GRNXPHQWXPRNKR] @HPHWS2W NN KR]]i
(EEHQ D] HVYHWEHQ D WiPDGyN HJ\ NRUIEEL HVHWEHQ Pt
NLYLWHOH]pVUH $GDWV]LYiUJiV W|UWpQW DPLKH] KD

alkalmaztak.

&LWLEDQN «J\IpODGDWRN HOWXODMGRQtWiVD

M~QLXV HOHMpPQ D] DPHULNDQpRIHNLEDQNV]iPODV]iP
pV HPDLO FtPpW & WiPBGVINNEPGIN VIHULQW LJID]iQ IRQWF
N H U+ O W33]NAzNddatlopiV HIJpV]HQ HONpPSHV]W HQ SULPLWtY P
ZHEODSRW D]RQRPEWMQ 88JHUHSHOW D] +J\IpO D]JRQRVtV
PHJYIiOWR]JWDWiViYDO SUREOpPPD QpON+O HJ\ PiVLN «J\Ip
WiPDGYQDN FVDN HJ\ DXWRPDWD SURJUDPUD YROW V]l
DJIRQRVtWYNNDO OHNpUWH D V]*NVpJHV DGDWRNDW

,VPpW DGDWV]LYiUJiVUyO YDQ V]y DPHO\HW D SDVV]tY Y
QHP PHJIHOHO EL]WRQViJL WHUYH]pV PLDWW OHWW VLN

Stuxnet
$ V]JiPtWyJpSHV YtUXVRN iOWDO RNR]JRWW NiURN VRNiLJ
tJ\ VRNDQ FVDN P~Oy NpQ\HOPHWOHQVpPJQHN WHNLQ\

931 9LUWXDO 3ULYDWH 1HWZRUN YLUWXiOLV PDJiQKiOy]DW
' 85/ 8QLILHG 5HVRXUFH /RFDWRU D ZHEHQ WiUROPN [BRHNX\P HQW X
JOREIOLVDQ HJ\HGL
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V]iPtWyJpSHV NiUWHY SURJUDPRNNDO HON|YHWHWW
NLEHUKIERU~ W|UWpPQHOPPEHQ ~M NRUV]DNIiQVHDG G|W!
IHKpURURV] 9LUXV%ORNS$GD QHY& NLV PLQV]NL V]iPt
HOHNWURQLNXV OHYHOHW NDBR]VEW «B\Jp OV HEW DG LI HQ A D
V]iPtWyJpSHN HJ\IRO\WIiEDQ ~MUDLQGXOWDN H]pUW IHC
NRPRO\DEE YL]VJIiODWRN D]JWiQ NLPXWDWWiN KRJ\ Wp(
DJRQEDQ NLIHMH]JHWWHQ EL]JRQXRW @+FYXWy E BIBAWLU HIXIN N
VIDERWIi]VDNFLYUD OHWW NLIHMOHV]JWYH $ 6WX[QHW VR
VRNDQ D] (J\HV-OW EOODPRN pV ,JUDHO pULQWHWWVpJp'
(] D] LQFLGHQV DQQ\LUD |VVIHWHWW YROW KRJ\ RV]
PLQGHJ\LN WiPDGiVL NDWHJyULiW OHIHGL gVV]HIRJOD(
HU IRUUIVRNDW

f 6]*NVpJHV YROW GE :LQGRZV A GD\ H[SORLW  IHOCGC
f (O NHOOHWW ORSQL NpW PHJEt]JKDWy WDQ~VtWYiQ\K
f Magas szinten ismerni kellett a Siemens Step7/M@HV]W UHQGV]H
VpUsOpNHQ\VpIJHNHW NHOOHWW WDOIOQL EHQQH
f Ismerni kelletta PLC¥ SURJUDPR]iVIiW RO\DQ VJLQWHQ KRJ\
NyG PHJIHOHO HQ P&N|GM|Q LOOHWYH D P&N|GpVW
HO O
f .VPHUQL NHOOHWW D NpW pULQWHWW WtSXV~ PRWR
J)DUDUR 3D\D LUIQL FpJ DQQ\LUD WLWNRVDQ P&N|G]
+LYDWDO VHBSWXGRWW UyOD
f Ismerni kellett az IR- XUiQG~VtWy FHQWULIXJD PHFKDQLN
P&N|GpVpPQHN KDWIiUDLW
f BHQGHONH]QL NHOOHWW PHJIHOHO WHV]IWN|JUQ\HT}
DPHO\HNHQ NLNtVpUOHWH]KHW YROW D V]DERWIi]V
f $] HOV THUW J]JpVW-RRW R & 5 HNG@OWHWW MXWWDWQL D]
HIJ\LN V]iPtWyJpSpUH
/[IWKDWyYy KRJ\ HIHN D] HU IRUUiIVRN QHP HJ\WJHU&HQ H(
iOODPL N|JUHP&N|GpV ,JUDHO pULQWHWWVpJpW EL]RQ
$VKNHQD]L DOWIERUQDJ\ D] LJUDHOL KDGHU OHN|V]|Q

® 3/& 3URJUDPPDEOH /RJLF &RQWUROOHU iOW DUGRIEWDIP R]KDWY N
YH]pUO HJ\VpJ
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a Stuxnetet. [36] ANiURNR]y PHFKDQL]PXV WHV]WHOPpPVpKH] V]+N'
DWRPSURJUDP IHODGiVDNRU D]t ENNW-DGEhEHEKEE RR NKR] N
LV FVDN IHOWpPWHOH]pV 7pQ\ KRJI\ H]HAMoK@MIdHVIN]|]|N
YDJ\ LQNIiEE QHP DNBD|US QN EIRWOYDNFLYW iOWDOIEDQ V
KRORWW SRQWRY HUHGPpPQ\HNHW QHP LVPHU+QN

1.4 Informatikai WiPDGiIVRN iOWDO RNR]J]RWW NiURN

Egy informatikaiWiPDGiV iOWDO RNR]RWMA M iHJJPHBKBWEBRIRV D K
UHQJHWHJ WpQ\H] E O iOO |[VV]H D WHOMHYV YHV]WHVpJ
ugyanolyan lehet, mintHJ\ NDWDV]WUyID iOWDO RNR]JRWW Nil
IRO\WRQRBVVNDWDV]|WUyID HOKiUtWiVL WHUYHN NpV]tWyg
elviekbenKDV]QiOKDWyYN $ NiURN QpJ\ @8BJJ\ FVRSRUWUD RV]

f bHYpWHO NLHVpV

f MHIQ|YHNHGHWW N|OWVpJHN

f fRUJyW NH SUREOPpPIN

f (LWHOHVVpPJL pV W NHYRQ]Jy N geByay Wprd DW WIDDN RIURK
HUN|OEVL NiU

%HYpPWHO NLHVpV

$ OHJPU]pNHQ\HEE pV OHJLQNIiEE PHJKDWiUR]JKDWY YH\
YDJ\ DNiU WHRNRNDNLH\HO/HOOKDW D PHJUHQGHOpPVHN H
QHP NpSHVHN UHQGHOpPVHLNB WP HIUMXQWGW O PANHN  VBHIO N
HOOHKHWHWOHQ+OpVH PLDWW LV %HYpWHO NLHVpVW R
HOVJHQYHG QHP NpSHV D] iOWDOD OHERQ\ROtWRWW -
V]iPOi]JiV WHOMHV+OpV YL]VJIiODWD Q\RPRQ N|YHWQL
MeJQ|YHNHGHWW N|OWVpJHN

(J\ VLNHUHV WiPDGiV HO UH FVDN QHKH]HQ NDONXOiOK
iOGR]DW VpUWHWW HOHPL pUGHNH KRJ\ H]W D] LG W D
WHUPpPV]HWHVHQ N|OWVpJHN WiUVXOQDN KLV]HQ

f D] *J\IHOHNNHO N|W|WW V]ROIJMWDMWGYFHQ VR JINLH
LG WDUWDPUD NiUWpUtWpVEPNUMHOH]HWWVpJHW UyK
f DWiPDGiV HOKiUtWiViKR] V]*NVpJHV OHKHW Ne<OV V]

" SLA: Service Level Agreement.
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f aYpGHNH]pV NRRUGLQIiOiViKR] NeOV pV EHOV HU IRL
f sz2NVpJHV OHKHW ~MDEE HVIN|]IN YDJ\ V]ROJIiOWD
HVIN|]IN PDJDVDEE V]iPtWyJpSHEL KWRMDWYD/iYV]pOFt

JRUJYW NH SUREOpPIN

$] HO ] NpW NiUFVRSRUW HJ\PiVW HU VtW KDWiV~ YDJ
alacsonyabbEHYpWHO iOO V]JHPEHQ (PLDWW HO IRUGXOKDW
V]iPiUD QHP iOO UHQGHONH]pVUH NHOO PHQQ\LVpJ&
NLDGiIVRNDW (NNRU YDJ\ N OV ILQDQV]JtUR]iIVW NHOO E
vannak), vagy pedigaz &gE FpORNUD KDV]QiOKDWD RN $plOH:]i N& @)
DODSDQ\DJ EHV]HU]pVW QHKH]tWL PHJ

+LWHOHVVpPJL pV W NHYRQ]y NpSHVVpJUH J\DNRUROW KD
9pOHPPQ\HP VJHULQW H] D WHU<«OHW DnetmH\J|QWHH\WM DHEE H !
YDJ\RQL MHOOHJ& YHV]WHVpPJ (J\ QHP PHJIHOHO HQ N
HOEL]IRQ\WDODQtWKDWMD D EHIHNWHW NHW DPL D FplJ
KDWivVW 1HP OHEHFV*OHQG KDWIiIVRN N|]p WDUWRI]LN D
EHOV pV N<OV KHGWHIOWOMMIRINY D WidrimhatiRéi WiPDGiV
PLDWW H&KGWHPW pUGHROGI HEHEL]|RBBVIMBIH\OH QHPY EHQ
H]JHO LV V]iBROQL NHOO

A Ponemon Institute 2010-ben FpJ EHYRQiIVIYDO NpV]JtWHWW H.
kiberE&Q|]pV iIOWDO RNR]JRWW NiURNUYD N$YIHHOR B NV YIR O®W.

f A kiberE&Q|]pY NRPRO\ NitURNDWpPpRNRJODIJRYVY HOV]HQ
YHV]WHVpJH LOVHQ RNRNEyO PLOOLY 86% GROOIiU
SHGLJ PLOOLy

f $] LQIRUPDWLNDL WiPDGiVRN J\DNRULDN D IHOPpU|

WiPDGiVW VIHQYHGWHN H&kerBsRsH/G\E O OHJDOIEE H

f $ OHJQDJ\REE NiUW D] LRUPIFDyO'RS W iPNDR]iVRNN
IVV]HI+JJ HVHPpQ\HN - DWWNHEBNHHW pN i U
$] iOGR]DWRN N|]|[WW PLQGHQ LSDUL V]JHJPHQV PHJW
$ IHOPPUpPVEHQ UpV]\® YHYQ Fid GHNWWW HO ERWQHWHN N
WiPDGiIVRNNDO NDSFVRODWRY WiPDGiVRNDW

B¢ BWX[QHW YtUXV iOWDO RNR]JRWW NiURNKR] DLV UWQULVXOWH VDR A ¥
HI]W IHQQWDUWIiIVRNNDO NHOO NH]HOQL
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f $ ERWQHWHNNHO NDSFVRODWRY WiPDGiVRN HJ\HG
N[JHSpHW QDJI\YiQQaODWRNDW

$ IHQWLHN Eh@y K LANDRESLNEM a leggyakoribW iPDGiVL IRUPD D]RQE
iOWDOXN RNR]JRWW NiU D] |VV]HV Fortbs\WEBj&yBAnQhagyH J\ | W | C
D ERWQHWHNNHO NDSFVR G& 29RMVS IIHREEDPNP i?lHD] [VV]HV H
ODJ\DURUV]iJL YHV]WHVpJHNU O QLQFVHQHN Q\LOYiQR
Q\LOYiQRVViJUD NHU<OW '""R6 WiPDGiVRN V]iPD LV HOHQ
MHOHQWL KRJ\ D KD]DL V]JHUYH]JHWHN QHP V]HQYHGC
Q\LOYiQRVViJUD KR]DWDOODO EiQQDN yYDWRVDQ 6RN V
KLV]HQ HJ\ VLNHUHV WiPDGiV EHLVPHUpPVpPYHO «J\IHOHL
EOODPRNEDQ Q\LOYiQRVDQ VaRiak, Bl K@io@putey Basticity ] W L N i N
Institute 2008DV  YiOODODWYH]HW N PHIJNpUGH]pVpUH pS+0O Il
NDSFVRODWRY NiUHVH P p350000WSD M4 UWpNH N|]HO

1.5 Kiber WiPDGiVRN NH]J]HOpVH

$ WIiUVDGDORP LQIRUPDWLNDL 1¢JJ VpJpQHN Q|YHNHGpV|
QI|YHNHGQHN (J\ MyO NLYLWHOH]JHWW WIiPDGiV D W
LQIUDVWUXNW~UILQDN LG V]IDNRV OHiIOOiIVIW YDJ\ PHJFk
iOODPSROJIURN PLQGHQQDSL pOHWpPW QHKH]JtWKHWL!
iooODPLJD]JDWIiIVL UHQGV]HUHNEH YHWHWW KLWeNHW YL
$] HJ\UH ~MDEE WiPDGiVL PYGV]JHUHN PHJQ\LWRWWIiN L
OHKHW VpJHLW LV D] LSDUL LQIUDVWUXNW®O©UIHNHWIRAD
YHV]pO\H]WHWKHW $] iOODPRNQDN N|WHOHVVpJsN SRO
WpUEHQ NLYLWHOH]J]HWW WiPDGiVRN HVHWpPpUH LV YRQDW
$ OHIJQDJ\REE SUREOpPPIW D] LGHJHQ iOODPRNEYO pUN
jelentik, ugyanis a diplomFLDL pV QHP]JHWN|]L MRJL V]DEiIiO\RN I
DONDOPD]KDWYyY PyGW]pHQ\OMHIWY WUP DGy N LOkpVolyQ HN 1H C
gondot okoz GH D WiPDGiV LUIQ\tWiVipUW IHOHO V V]HPpO\}
nehezebb +D PpJLV VLNHU<OQH HJ\ LQIRUPDWLNDL WIiPDG]|
VIHPpO\ YDJ\ VIHPpO\HN WDUWY]NRGiIVL KHO\pW D]RQR
OHKHW VpJ MIKHW V]yED

f D NLLQGXOy RUV]iJkelOYCHQMAN B WHLSYFMR OHDOW RW  pV N|
D WiPDGiVW
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f D NLLQGXOy RUV]iJ LOOHW kel KB\HHULL Q/HHND LW B G B DQByOWN
kel SUYEIiOQL OHWLOWDQL KR]]ilpUpVpW D KR]Jilj
VHItWVpJIpYHO

f D NLLQGXOy RUV]iJ LOOHWPNHV KU@PHWiIWKGYWD QpON

7HUPPV]HWHVHQ D IHQWL KiURP OHKHW VN HLYHYpV pWP
Y D O yegPi@egeniOODP V]HUYH]L HNNRU Q\tOW HGRELID PRPW X V
SpOGD .QuON\OH LQNIiEE HOV]DSRURGY LQIRUPDWLNDL
konILNWXVRN KDWiViUD NHPpQ\HEE KDQJRW +WQHN PH
HOV VRUEDQ D OHJLQNIEE FpPOSRQWQDN V]iPtWy (J\HV.
hivatalos D YLUWXYRIQDWNBWHVWUDWpJLiMD M~QLXVIiEL
kiberWiPDGiVRNDW KiERU~V FVHOHNPpPQ\QHN DFW RI ZDU
N[]*O QHP ]iUMiN NL D KDJ\RPiQ\RV NDWRQDL HV]N|]IN
YLUWXiOLV WHUHW D KDGYLVHOpPV |[W|GLN WDUWRPiIQ\iQ
OHYHJ pV rieli¥tt).q42] & U

A leggyakoribb + QHP iOODPL V]HUYH]HWWi® IV®iW RHNOND|® HW] H RVE
IHOOpSpV VRUIQ D I SUREOPpPPiIW D] HI\eWWP&N|GpV KLY
YROWD MHOHQWL 0tJ HJ\ WiPDGiV HOLQGtWiViKR] QpKiQ
VIHUYHNNHO W|UWpQ NDSFVRODWIHOYpWHOKH] HQQp
JLJINHOHPEH YpYH D V]JHUYHUHNHQ NpS] G QDSOyN P
UHQGV]HUQDSOYN V]iPiW HJ\ WiPDGy iOWDOIEDQ W|EE
FVDWODNRIJLN D WpQ\OHJHV DNFLYW YpJ] FiPopSRIQWR N
IHOGHUtWpVpKH] W|EE YpJSRQWRW LV PHJ NHOO YL
N[JEHLNWDWiViYDO NHYpV HVpO\ PXWDWNR]LN D YDOyYGL
+D HJ\ WiPDGyW D NLLQGXOy RUV]iJ LOOHWpPNHVHLQHN
DNNRU GLSORPIiFLDL JRQGRW RNR]JKDW D] KRJ\ HJ\ PiVl
DGDWV]HU]pVW D OHJW|EE RUV]iHtMRPHUHQ GV ]FAXE ND] DQQ
YLV]JRQW HVPpO\WHOHQ ORNDOL]iOQL D WiPDGiVpUW IHOH
$ NLLQGXOy RUV]iJ LOOHWpPNHVHLQHN WXEWHKDIQFORN
YLUWXiOLVDQ D KDV]QiOW BI\JNJN N VQ OO W EE YIDHK HW
V]YED M|KHW PHJROGIiV N|]*O (J\ LGHJHQ iOODPEDQ H(
DNiU KiERU~V KHO\]HWKH] LV YH]JHWKHW DPHQQ\LEHQ
kiberWiPDGiVQDN MWHINHKMLRYGV]HUpW MHNLQWYRH NtVpUO
WpQ\OHJHVHQ WiPDGiVQDN V]iPtW PpJ KD D FpOMD N+O|
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NpQ\HVHEEpP YIOKDW D KHO\|JHW KD D WIiPDGiV NLLQGXC
YpJSRQW FVDN HJ\ NRUIEEDQ XUDORP DOiIi YRQW WHKI\
HON|YHW AXJUYyGHV]NDNpQW  KDV]QiOW FpOMBdyKR] +D
H[WUpP HVHWEHQ D- NpHQS RI®WD REM]MIBW ODNNRU D] HOOHC
SUHV]Wt]VYHV]WHVpJHW RNR]KDW PLQGHJ\LN IpOQHN

+D HO IRUGXOQD RO\DQ DODFVRQ\ YDOyYV]tQ&VpJ& HVHW
NL]JiUyDQ EHEL]RQ\tW KRHWEt]KWEINOIi MWD NHQ\NHGHWW D
DNiU NRPRO\DEE N|YHWNH]PpQ\HNNHO LV MiIiUKDW $]

HIJI\LNpEHQ VHP VLNHUOW PLQGHQ NpWVpJHW NL]JiUy
pULQWHWWVYpIJHW MyOOHKHW VHMWpVHN PLQGLJ QDSYL
A sort 1999EHQ D 3HQWDJRQ KiOy]DWD HOOHQ HON|YHWHYV
HVHPpQ\HN IHOGHUtWpVpUH LQGtWRWW ORRQOLJKW OL
KRJ\ D WiPDGyN VLNHUHVHQ EHMXKMRWWHN BDWYHQWDIWRWD
az adatforgalmat nyolcPiVLN RO\DQ YpJSRQWRQ YH]J]HWWPpPN NHUFE
OHKDOOJDWKDWWDN $ WIiPDGiV V]JLVIWHPDWLNXV YROW
WiPDGiIiVW HON|YHW YpJSRQWRN N|]*O SHGLJ VLNHU-O
NLORPpWHUUH WDOIiOKDWYy LQWHUQHWHY V]JHUYHUW $]
LI\HNH]JWHN EL]JRQ\tWDQL KRJ\ D] DNFLYN PLQGLJ PRV
NIJIWW WHKiW PXQNDLG EHQ W|UWpPQWHN 7HUPpV]HW
PULQWHWWVpJIJMRIHW D] *J\EHQ

$ NJ]YHWNH] QDJ\ SRUW NDYDUy HVHWHW D Q\RPR]JyN iO
KDFNHUFVRSRUW N|YHWWH HO W|EE IRQWRYV DPHULNDI
VRUIQ NtQDL YpJSRQWRNLJ VLNHU«OW D Q\RPRNDW YLV
VIHUYHN QHP YIOODOWIN D IHOHO VVpJHW $ NtQDL NRU
N*eO|QE|] D] (J\HV<OW EOODPRNEDQ P&N|G FpJHN HOO
Q\~-MWRWW LQJ\HQHV HPDLO V]J]ROJIOWDWIiV *PDLO NtQ
UHQGV]HUHVHQ DGDWKDO[#[®I iOGR]DWDLYi YiOQDN

$ OHJ~-MDBEV *PDLO HOOHQHV WIiIPDGIiVRN HON|YHW L D
.tQD NHOHWL 6KDQGR QUi WRDIIVGERWIRWWIDN DNFLYLNDW D
FVDN NtQDL DNWLYLVWIN-NEBHHOVLIXLYDWDP@WRGRMN pV
NRUPiQ\]DWEDQ GROJR]JyN MHOV]DYDLQDN PHJV]HU]pVH

iOODPL LOOHWpPNHVHN KHYHVHQ FiIIROWIN KRORWW D F
HON|YHWpVVHO $ GRORJ pUGHNHVVpJH D] KRJ\ -LQDQE
WHFKQLNDL PHJILJ\HO NMEISRQWMIQDN HJ\LNH
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2011-EHQ KR]JWD Q\LOYiQRVViJUD PHJILJI\HOpVHLW
LQIRUPIFLYEL]WRQViJL FpJ DPHO\ HJ\ iOODPL WiPRJDW
DGDWJ\&MWpVL DNFLYW OHSOH] @ty UH RSHIHVIWLR Q W6 KDIN
VIHUYH]HWHW pULQWHWW DGDW ONRBMW N QUDIQ G [+ NH Xasy
i]VLDL LOOHW VpJ& LV $ OF$IHH V]JHULQW D] i-@0DPL pU
ROLPSLD XWiQ KRVV]~ LGHLJ J\& MW|WWHN DGDWRW NpV
[47] 9pOHPpPQ\HP VIHULQW D NtQDL pULQWHWWVpJUH HEE!
iOGR]DWRN N|]|WW HJ\HWOHQ NtQDL FpOSRQW VLQFV
KtUeJ\QINVpJHW OHV]iPtWYD

eUGHPHV PHJYL]VJiOQL D]W D] HVHWHW PL W|UWPpPQQH
meJWiPDGQI\ PiVLN iOODP NULWLNXV LQIUDVWUXNW~U
HOOHQWHYpNHQ\VpJpKH] MHOHQOHJ QHP iOOQDN UHQG!
QHPJHWN|[]L MRJ VHP IRJODONR]JLN N+O [ipet¥] HP\DNGH ORD N p
HVid WzpENSZ ©©DSRNPiq4E]QDN IHMH]HWH DG ~WPXWDWiVW
UHQGHONH]LN D QHP IHJ\YHUHV HU N IHOKDV]QiOiViYDO

$ %L]WRQVIiJL 7DQIiFV KDWiUR]]D PHJ KRJ\ PLO\HQ IHJ\Y
MiUy UHQGV]DEIiO\RNDW NtYiQ IRJDQDWRVtWDQL DEEyO |
VIHUH]]JHQ pV IHOKtYKDWMD D] (J\HVsOW 1HP]JHWHN WDJ
DONDOPD]]DQDN ,O0\HQHNQHN WHNLQWHQG N D JD]GDVi.
SRVWDL WiYtUyL UiGLYy pV HJ\pE IRUJDORP WHOMHV YD
GLSORPIiFLDL NDSFVRODWRN PHJV]DNtWiVD

$] DQJRO Q\HOY& YiOWR]DWEDQ D] HJ\pE IRUJDORP
FRPPXQLFDWLRQ NLIHMH]pVNpQW V]JHUHSHO DPL D NR
Vagyis, KD D %L]WRQViJL 7DQiFV D QHP NDWRQDL MHOOHJ&
WiPDGy IpO YDODPHQQ\L NRPPXQLNiBW M UQHKHKH V KRIW | |
LV NRUOIWR]JKDWMIiN (] HJ\ HONpSJHOW NRQIOLNWXV H'
ugyDQLV D WiPDGiVRNKR] KDV]QiOW HV]N|]IN I[|[OGUDM]LO
iOWDOIEDQ NpSHVHN DXWRQyYP IHO«J\HOHW QpON+OL *]H
IRO\WDW @] WXi®QtiWy NLHVpVH HVHWpPQ LV (]pUW KD D
koUOiIWR]iVD QHP KR] HUHGPpQ\W DNNRU D FLNNHO\ V

¢ 5$7 V]ly MHOHQ HVHWEHQ D 5HPRWH $FFHWYVilFRROWUEY.[\E RWVpW
HVIN|]INUH XWDO
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+D D %L]WRQViJL 7DQiFV ~J\ WDOiOMD KRJ\ D FL
HOpJWHOHQHN YDJ\ HOpJWHOHQHNQHN EL]JRQ\XOQDN ~
HU N IHOKDV]QiOiViYDO RO\DQ P&YHOHWHNHW IRIJDQDWF
ELJWRQViJ IHQQWDUWIiViKR] YDJ\ KHO\UHIOOtWiViKR] V]:
(J\HV.OW 1HP]JHWHN WDJMDLQDN OpJL WHQJHUL pV V]il
WeQWHW IHOYRQXOIVEYyO ]iUODWEYO EORNiIG YDJ\ HJ\|

(QQHN pUWHOPpPEHQ D] (16= IHO+J\HOHWH DODWW DNiU
HJ\ YLUWXiOLV NRQIDINWRWYp®PWQHOH KHINO Y Y It QréDWPp JHi
QDSMDLQNEDQ FVHNpPO\ $ %L]WRQViJL 7DQiFVPWHYpNHQ
D NRPRO\ IHJ\YHUHV NRQIOLNWXVRN HVHWpQ VHP YROW
7D0OiQ HPLDWW GH D] FLNNHO\ ELJWRVtWMD D] iOODP

$ MHOHQ $ODSRNPiQ\ HI\HWOHQ UHQGHONH]pVH VHP pU
WDJMD HOOHQ LUIQ\XOy IHJ\YHUHV WiPDGiV HVHWpPEHQ
WHUPpPV]HWHYV MRJiW PLQGDGGLJ DPtJ D %L]WRQViJL
ELJWRQViJ IHQQWDUWIiViUD V]mbgV peh Vette) HQt&gdK DaE i O \R N |
IQYpGHOHP H MRJiIQDN J\DNRUOiIVD VRUIQ IRIJDQDWRVt
%L]WRQViJL 7DQiFV WXGRPiViUD WDUWR]QDN KR]QL pV
VHP pULQWLN D %L]WRQViJL 7DQiFVQDN D MHOHQ $ODSR
pV N|[WHOHVVpJpW DEEDQ D WHNLQWHWEHQ KRJ\ D QHI
YDJ\ KHO\UHiOOtWiVD YpJHWW D] iOWDOD V]sNVpJHVQ
megtegye."

$ IHJ\YHUHV WiPDGiV NLIHRbEM M INGWRNMB VHW\p \-# [DE E
SUREOpPPiIW YHW IHO PL V]iPtW IHJ\YHUQHN HJ\ WiPD¢
JRQGROXQN DPHO\ VHJtWVpJpYHO NpSHV D IHJ\YHU KD
DNNRU pUGHPHY HOJRQGRONRGQL HJ\ RO\DQ V]iPtWyJp:
HJ\ DWRPHU P& YH]pUOpVpW WHV]L W|QNUH D EHKDWR
W~OWHUKHOpVpW RNR]YD $] LOV\HQ FVHOHNPpPQ\HN LPPi
YtUXV XWiQ WHOMHVHQ PiVNpQW NHOO JRQGROQL D V]DI

.LEHUWiIPDGiIiVRN NH]H®gnVH D 1$72

OLYHO KDJ]iQN D 1$72 WDJMD H]pUW HJ\ HVHW GWRIGILY ND\
V]HU] GpV  FLNNHO\H DONDOPD]DQGY DPMNON@M]LY HW
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YDODPHO\LN WDJiIiOODPRW WiPDGiV pUQp (] D UHQGHOI
FLNNHO\pUH KLYDWNR]LN

A FLNN $ )HOHN PHJHJ\H]QHN DEEDQ KRJ\ HJ\LNeN Y
YDJ\ ePHWULNIEDQ LQWpP]HWW IHJ\YHUHV WiPDGiVW Y
WiPDGiVQDN WHNLQWHQHN pV HQQpPOIRJYD PHJHJI\H]Q!
EHN|YHWNH]LN PLQGHJ\LNeN D] (J\HV.OW 1HP]JHWHN $
HOLVPHUW MRJRV HJ\pQL YDJ\ NROOHNWtY YpPGHOHP M
HNNpQW PHJWiPDGRWW )HOHW YDJ\ )HOHNHWel D]]DO |
HI\HWpUWPpPVEHQ DJRQQDO PHJWHVGEIH DJRNBWD DIH 1 QM ]l
DONDOPD]iViW LV DPHO\HNHW D EpINWQBR VBN B p VR QE/k
KHO\UHIOOtWiVD pV IHQQWDUWI{IVD pUGHNPEHQ V]*NVpJ
WiPDGiVW pV D] HQQHN N|YHWNH]WpPEHQ IRJDQDWRVtV
%L]WRQViJL 7DQiFV WXGRPiViUD NHOO KR]QL (]JHN D]
%L]WRQViJL 7DQiFV PHJKR]WD D QHPJHWN|]L EpNH pV
IHQQWDUWIiViUD V]*NVpJ4V UHQGV]DEIO\RNDW ~

$] LGp]HWW FLNNHO\ NLEHUWiIPDGiIVRNUD YRQDWNR]WD
2007-ben, aze VIWRWWQJRUPIFLyV L Q| pDW WU-ON RAL U'i RIGGAH MG i V
YHW G|WWDNH@DYLNVRR D] pV]W YpGHOPL PLQLV]WHU
QDSMDLQNEDQ XJ\DQRO\DQ KDWiVVDO EtU PLQW NpWV
HOYiJMD D] RUV]iJRW D[59]L0liH OW EWIH Qi VW OViPD Gy 2 U]
H]pUW D] FLNNHO\ DONDOPD]iVD HO UH QHPz &EWKDWy |
UiYLOiIJtWRWW DUUD D WpQ\UH KRJ\ D NLEHUWIiPDGIiVR
2010-HV OLVV]DERQL WDQiFVNR]iV VRUIQ PHJ LV V]*OHWF
DPHO\EHQ LPPiU VIJHUHSHOQHN D YLUWXI®LV WHUHW pUL

AWRYIiEE IHMOHV]WM+N D NpSHVVpJHW D NLEHUWIiPDGiV
YDOy YpPGHOHP pV D KHO\HIOOtWiV WHUpPQ EHOHpUW
KDV]QiODWiW D QHP]JHWL NLEHUYpGHOPL NpSHVVpJHN
&HQWUDOL]iOW NLEHUYpGHOHP DOi YRQXQN PLQGHQ 1.
IVVIJHKDQJROMXN D 1$72 WiMpNR]JWDWiVL HO UHMHO]J|
WDJRUV]iJRNNDO °
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$ VWUDWPJILIUD pStWYH D V]|YHWVpJ M~QLXViUD N
VIHUYH]HWL KiWWHUpW 2SHUDWtY V]LQWHQ D 1$72 &\
&'0% IHODGDWD D 1$72 N|]JSRQWMD D SDUDQFVQRN\
HI\eWWP&N|GpV NRRUGLQIOiVD $] QFIHEIHIMW HYN WHHY bl 1Dt § K
kapFVRODWRY LQIRUPiFLYN V]ROJiOWDWiVD D EL]WRQVi.
YpJUHKDMWiVD D 1$72 &RPSXWHU ,QFLGHQW 5HVSRQV]
WHFKQLNDL N|JSRQWMDLQDN D IHODGDWD $ V]|YHWVp.
Q\~-MWDQDN D QHP]JHWL NRPPXQLNiFLYV LQIUDVWUXNW ~L

$ NLEHUWIPDGiVRN NH]J]HOpVH 0ODJ\DURUV]iIJRQ

(J\ WiPDGiV FpOSRQWMD WHUPPpV]JHWHVHQ V]HUHWQp
iOODSRWEDQ WXGQL HKKH] SHGLJ LJ\HNV]LNemmi PHJIHOF
Ha ezek azLQFLGHQV EHN|YHWNH]WpW QHP WXGMiN PHJIDN
PLHO EEL OHiOOtWiVD V]*NVpJHV DPL D WiPDGy YpJSR
adatfolyam VHPOHJHVtW pV p EgyON IOBHKHW P PBVYWDQYHY YpJSRQ!
1] O G la@ MWK Relyetk@heQ@ HN tJ\ D NLNDSFVROIiVXOWM®]OKDLP D
D KiOy]DWL KR]]ilpUpVW+ QHOMMYyp VHR BPilOWpDIWY DNL UiC
biztos, hogyug\DQDEEDQ D] RUVRiJEDQWP ON | ®RPREWad OHW
iWODJRV FpJHN V]iPiUD QHKH]JHQ NLYLWHOH]KHW H]
NH]HO pO/pW llHOGERVWQHY & V]JHUYH]HW 1DSMDLQNUD PiU
EHKiQY]PWDOIEDQ HJ\HWHPHN NXWDWYyLQWpP]HWHN YDJ
P&N|&WIBWI\DURUV]iIJRQ NpW &(57 *]JHPHO D] 07% 6=7%.,
HUN-CERT illetve a 223/2009 (X. 14HV .RUPIQ\UH@QWBOHWHP]JHWL
+iOy]DWEL]JWRQViJL .|[]SRQWQDN LV NLMHO|OW D 3XVN
P&N|G 37% &(57 +XQJDU\ $ NRUPIiQpWOGNDPsHY D .|
VIROJIOWDWIiVDLW (JHN N|]*O NLHPHOHP D N|YHWNH] SF

A t $ .]]SRQW V]ROJIOWDWIiVDL

a$ .|JSRQW D PDJ\DU pV QHP]JHWN]|]L KiOYy]DWEL]JWRQ\
LQIUDVWUXNW~UD YpGHOPL V]JHUYH]JHWHN IHOp PDJ\D
WRYIEELDNEDQ 1.3 NRUPiIQ\]DWL V]iPtWiVWHFKQLNDL
NRUPiQ\]DWL &(57 P&N|GLN IRO\DPDWRY UHQGHONH]pV

2 CERT: Computer Emergency Response Team.
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1.6 (J\ HONpS]JHOW NRPSOH[ WiPDGiV PHQHWH

6RNiLJ FVYDN D UHJpQ\tUyN IDQWIi]JLIMIEDQ OpWH]HWW D
LQIRUPDWLNDL WiPDGiV IRUJDWYN|Q\YH $] LQIRUPDW|
YHV]pO\pQHN Q|YHNHGpVH D]J]RQEDQ PDJiYD®s URWD D] I
WHUURUWIPDGIiVRslve@®WYiN) D MNDLWLNXV LQIUDVWUXNMW
YHV]pO\HIWHWHWWVpJpQHN NpUGpVpW M~OLXVIiEDQ
WDUWRWW HJ\ KiURPj i QDGRY&VJHBIGHMPPW DKRO D NUL
LQIRUPDWLNDL pV ¢]J]OHWL YH]JHW L VHJtWVpJpYHO SUYE
WHU*OHWpPW pULQW NLEHUWIPDGIV IRUJDWYN|Q\YpW NL¢
HVHPpQ\W W|EE NULWLND LV pUWH DPLDWW KRJ\ HJ\Up\
D WpPiUD NLQ\LWMiN 3DQGRUD VIHOHQFpMpW PiVUpV]V
D WDOiOJDWIiVH32 VHItWVpJpYHO

7HUPPpV]IHWHVHQ VRN LJD]ViJ YDQ DEEDQ KRJ\ VSHNXOIF
DJRQEDQ ~J\ JRQGRORP V]tROMHWYWBQED]RQARNUMp UWpN L.
DGGLJ LVPHUHWOHQ YHV]pO\IRUUiIVRN ILJ\HOHPEH YpWw
IRO\DPDWRW WHUYH]QL PLYHO tJ\ D YpGHNH]pV PHQHYV
PLQGHQ WHU<OHWpPW pULQW NL]iUyODJ LQIRUPDWLNDL
PHIJYDOyVtWKDWy D WHUURULVWIN YDJ\ HJ\ UHJXOiULYV
KDV]QiODWD D]JRQEDQ PiU HO UH QHP OiWKDWy PpUWpN&
KLEULG WiPDGiYhagyar H BB PBWISWYWtOV]HU&HQ A'LIJLWIiOL
FtPPBE pQ DJRQEDQ D] D]yWD EHN|YNWNAN MGV HWWRHPED
SCADA? EL]JWRQViJiW pULQW SUREQPPNEHD JRHIGRQRIN F
IHOYi]JROQL HJ\ ILJLNDL SXV]WtWiV QpON+OL |[VV]HKDQJR(
Az LQIUDVWUXNW~UD FpPOED YHWW WHU*OHWHL

f villamosenergiaV]|ROJIiOWDW iV
f WHOHNRPPXQLNIFLY

(WW O D NpW WHU+OHWW O 1+JJ D] |VV]HV W|EEL LOQI
LQIUDVWUXWNWNUQNMIMHIU PLQGHQ LQIUDVWUXNW~UIQDN
V]HP SR QRAitiKUSE Wi PDG KDWY LQIRUPiFLYV LQIUDVWUXNW ~U
PLDWakt @QpW W Hekimorhl WIHIWP HOW F§D\SRONHUHMN WiPDGiV

22 SCADA: Supervisory Control and Data Acquisition.
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LQIRUPIFLYV LQHODOHMUBRNWOHM W|EE WHUOHWpPUH LV N
QDJ\REE SXV]WtWiV YpJH]KHW

4 iEUD .ULWLNXV LQIUDVWUXMNMWIRWNI Y QWKDGEHSHRMGHQFLI

$ WiPDGiV YpJUHKDMWiVD NRPRO\ HU IRUUIVRN PHJOpW
SDUDPpWHUH D WiPDGiVQDN D] |[VV]JHKDQJROWViJ pV D] t

(OV OpSpV D] HO NpV]*OHWHN

(EEHQ D V]DNDV]EDQ NHU+<O VRU D WiPDGiVKR] V]*NVpJ
HVIN[]IN PHIWHUYH]pVpUH pV NLIHMOHV]WpVpUH $ Fpc
HVIN|]IN HIHNKH] YDOy NLDODNtWiVD KRVV]~ liggd\DPDW
PYGRQ NRPRO\ DQ\PJU piQ\GRI® WikB/dmerikai informatikai
ELIJWRQViJL V]DNPBUWN MQ | H LEHRGE Hi@ D @BbY fartalmaz egy
pPUGHNHV NDONWNXOiFKRJ\ PLO\HQ V]DNHPEHUHNNHO pV
*W NpSHV NLEHUKIERU~V HJ\VpJ OpWUHKR]iIVD pV IHQQ
SR]tFLYyN pV D:IHODGDWN]|U|N

f 6pUsOpNHQ\VpJL HOHP] N D FpOSRQW iOWDO KDV
YL]VJiODWD NLKDV]QiOKDWY SURJUDPKLEiIN VpU-Op

®$ 'HI&QRQ D] HJ\LN OHJQDJ\REE KDFNHU NRIMHUWHYMH.® P B BWO LHMWD G
(J\HVeOW EOODPRNEDQ 1HYpW HJ\UpV]U ONYI&WH®HPRQUNYV]M&WD WR
szlenghe) KDV]QiOW A'HIHQFH &RQGLWLRQ U|YLGtWpVpE O NDSWD
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f ([SORLW IHMOHVIW N D IHOGHUtWHWW SURJUDPKLE
0-day exploitokHO iOOtWiVD
f %YRWQHW pStW N ~M WIiIiPDGiIiVUD DONDOPD]KDWYy E
LUIQ\twivD DODWW iOOy ERWQHWHN HOWpUtWpVH
f %YRWQHW NDUEDQWDUWYN D PHJOHY ERWQHWHN I
ERWQHW NOLHQVHN I|/OGUDM]L HOKHO\H]NHGpVpPQHN
f 2SHUIWRURN D WpQ\OHJHV WiPDGiIiVRN YpJUHKDMWIi
D MyO YpGHWW NRPRO\ KiOy]DWRN IHOGHUtWpVH E
f LKHO\HIJHWW V]HPpO\HN D FpOSRQWRNKR] WHOHS
EHpS+OQL pV D Q\LOYiQRV KiOy]DWRNWyO HOJ]iUW
ELIWRVtWDQL
f YHMOHV]W N D WiPDGiVRNKR] V]*NVpJHV HVIN]|]IN
YtUXVNYGRN NLIHMOHV]WpVH
f THVIWHO N D WiPDGy HV]N]|]IN NLSUYEiOiVD N<O|QE
ELIWRQVIJL SURJUDPRN KDV]QIiODWD PHOOHWW
f THFKQLNDL NRQ]JXOWiIiQVRN RO\DQ VSHFLIOLV V]DN
DNLN HJ\ DGRWW QDJMPpPMIWOBWHQSRQW iOWDO KD\
l«JJ H@dnak infioUPiFLYNDW V]ROJIOWDWQL PLQW SpOG
N|JOHNHGpPVL LUIQ\tWy UHQGV]HUHN
f SHQGV]J]HUDGPLQLV]J]WUIWRURN D] HJ\VpJ LQIUDVWU X
$ V]HU] V]iPtWivDL V]JHULQW HJ\ LO\HQ HJ\VpJ NHY
P&N|G NpSHV pV pYL PLOOLY 86' NJOWVpJYHWpPVVHO -
NHYpY GH HJ\ WHUURUV]JHUYH]HW YDJ\ HJ\ NLVHEE iOOD
A KD]JiQN HQHUJHWLNDL V]JHNWRUD HOOHQL WIiPDGiV HO
6&%'$ UHQGV]HUHN YL]VJIiODWiIW D P&N|GpVe*NHW PHJE|
NLIHMOHV]WpVpW pV WHOHStWpVpW QpKiQ\ NXOFVIRQW
MHOHQW V UpV]pW D?*3DGMD $WRPHQQM& PHJIWIPDGIV]
AOHJINLILIHWMGYEBEQHNHJI\ ORDLWXR/DByOSRIQRVUD H]pUW O
Lv D OHJHU VHEE tJ\' VRNNDO olffapnONIDWHHE B W HEE @ & X H !
PHJWIiP D &nélfiek azonos SCADAIHO*J\HOHWL UHQGV]JBMLHNHW |
HU P&YHN NLYiIiODV]WiVIiW PHJ NHOO HO ]JQLH HJ\ VpU-:

 0DJ\DURUV]iJRQ MHOWBR@YOHJ NLVIMIP& P&N|GLN D SDNVL DWRPF
WHOMHVtWPpQ\pYHO D KD]DL PHIJWHURWOWEL]JAM@ERVUWIMD PL)RW
http://www.atomeromu.hu/download/5526/GWUDQ LVPpWHOW NpUGpVHN SGI
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SHJtWVpJpYHO D WHOMHV YLOODPRV KiOy]DWUD J\DNRU
KiOy]DWRN W~OWHUKHOpPpVpW HO LGp]QL H]pUW D YLC
YL]VJiODWIiYDO NL NHOO YiODV]WDQL D]RNDaWH Dp@DJ\IRJ
PYyGVIHUHNNHO D] HU P& OHIOOIVRNNDO HJ\ LG EH
YpG PHFKDQL]PXVRNONHKHVS FWV|RIGHNHGOD L

FRQWRV D NHOO NDSDFLWIiV~ 'BRREWQHWD B NY B e HEKLR W\R
NOLHQVHN I|OGUDM]L HOKHO)\HKHWOHIYM PR HND P\ LKRDUWI] iR,
NOLHQVUH YDRRM]*RVEQHP]HWN|]L V]iPtWyJpSHV KiOy]
OHNDSFVROiIVIYDO QH OHKHVVHQ DQEHD RiY\DNP® W URHiIE
NHOO ¢«]HPHOWHWQL WiPDGy NDSDFLWiVW DKRYD D PD
NDSDFLWiV~ NRPPXQLNiFLyV zé&kReQ DaO 2lad&toknos GddtesR ] L N
IHOGHUtWHQL D PDJ\DU LQW HpMY B WHHVL W i @ WVD V6 | WRS RQ
WiPDGiIiVW HU VIWHQL ZMXEY HYVYMIN|NQDISNDSDFLWIiV~ YpG
feldlert WpVH zobhVWIPDGIVED LQWHJUIOIVD $GDWORSIVL
PYyGVIHUHNNHO PLQpO W|EE iOODPSROJiU DGDWDLW PH.
GH]LQIRIUNDPISYQ\ YpJH]KHW

$] HO NpV]*OHWHN DNNRU pUQHN YpJHW DPLNRU VLNHL
V]iP~ HUpPR& YH]pUO REISFCPWNPpSWHOHQQpP WpWHOpPKH] |
HO LGp]QL LOOHWYH D W~OWHUKHOpPVHV LQIRUPDWLN
OpWUHKRWQEE KyQDS GH DNiU W|EE pY LV OHKHW $ YL
WRYIEEtWiV UHQGV]HUH QHP YiUW VpU*OpNHQ\VpJHW LV
igazolt. 2003EDQ D] 86% pVIDNNHOHWL iOODPDLEDQ PLOOLY
amikor W~0Q WW [|iN ]JiUODWRW RNR]JWDN HJ\ QDJ\IHV]+O
prRIJUDPKLED PLDWW D] RSHUIWRURN QHP WXGWDN LG E|
W|EEL YHJHWpN WHUKHOpPVH PHJQ WW tJ\ WRYIiEEL KiUR
D UHQGV]HUEHQ P&N|G HU P&YHN SHGLJ OHiOOWDN $ N
mMLOOLIUG 86" N[EW+BXRQEOWWVHW KD]JIiQNEDQ V]JHUHQFV|
EH D]J]RQEDQ YROW PiU SpOGD DUUD KRJ\ KLUWHOHQ NL
SUREOpPPIL PLDWW V]ROJIOWDWiVNRUOiIWR]iVVDO NHOOH
pQ D] RURV]OIQ\LQ BIMXWUDL HU P&EHQ W|UWpPQW PHJ
UHQGHONH]pVUH iOOy NDSd FMYNWWM QPALIQWNM B\ (] OPpJ QHI
SUREOpPPIW D]JRQEDQ D N|]YHWNH] QDS D PiWUDL HU P&E

2%'16 'RPDLQ 1DPH 6\WWHP $ WDUWRPiIQ\QHYHN ,3 FtPUH IRUGtWiViW
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IV EORNN PDMG NpW PHJV]DNtWy PLDWW NLHVHWW D 7
NDSDFLWi{VW D WDUWDOpPNRN LQGtWiVD QHP WXGWD IH
UHQGHONH]pVUH $] <]JHP]DYDU HOKIiUtWiViKR] V]*NVp
NRUOiWR]iVVDO VEMHU-OW iWKLGDOQL

OiVRGLN OpSpV WIiPDGIiIV PHILQGtWIiVD

$ WiPDGiVW W|EE WHU*OHWHQ PHJIHOHO LG JtWpVVH
WHOHNRPPXQLNiFLy PHJ]DYDUiVD (KKH] D PHJIHOHO V.
HOV IHODGDWD D QDJ\REE ROYDVyV]iPPDO UHQGHONH]
WpWRO6HViIiPDGiIiVRN VHItWVpJpYHO $ ERWQHWHN WiPDGIi\
OHJ\HQ WI|EEIpOH Wi©NDBDADPWGW]NBPELQIOYD pV YiOWF
D NRUIEEDQ IHOW p BINOHSAHHN MW WiPRPE®AW. OHKHW, OHJ UH
H]iIOWDO D ERWQHW NOLHQVHN |HO Qediit W § M- JgW K B W\ K
ERWQHWHN P&N|GpVH D WiPDGIiV PHI2&zQ GgWisiMiBy O NH]
FVDWRUQIEYO VHPPLO\HQ LQIRUPiFLY QHP KDODG D N
WiPDGiVL PHQHWZLU Boh&ekMNEOBMIQ LG SRQWRNEDQ NH]G
P&N|GpVW H]]JHO QHKH]tWYH D IHOGHUtWpVW p&/ D VHP
KDJ\RWs,''R6 HOOHQHWVDINRLPND GiV KRVV]~ LG UH LV IHQQ
$ PpUWPNDGY LQWHUQHWHY KtUIRUUIVRN HOQpPPtWiVD
NRPPXQLNiFLYMiW LV QHKH]JtWHQL NHOO D V]JHUNHV]W
]DYDUiIVIYDO eUWHNH]pVHP tUiVIQDN LGHMpEHQ D] iC
YHUVHQ\WiUVDN NLV]JRUXOiVD PLDWW D PDJKIWKIODMG
N[]SRQWRYVtWaR WM WRERIQOWDWMD tJ\ H] D FVDWRUQD L
PHIJWPYHV]WpVVHO PHJIHOHO KtUHNR|NLHGG R PaAHXWMX W\
HO NpV]*OHWDGIDMWORBQ/VDO PHJIJV]HUJHWW V]HPpO\LVp.
PHJ]DYDUiVIiUD DONDOPDV GH]JLQIRUPiOy s]HQHWHNHMW
V]iQGpNRVDQ inein&es] y\WWWRNRQ LOOHWYH | NpQW D N|]
&pOV]HU&HQ HEEHQ D] LQIUDVWUXNW~UiIN HOOHQL KLV
DONDOPD]QL PLQW SpOGiXO
f BDQNRN FV GEHMXWiViYDO NDSFVRODWRYV LQIRUPIF
NLYpPWHOpPUH OHKHW NpQ\V]HUtWHQL D] iOODPSROJil

% 0pJ\DU 7iYLUDWL ,URGD
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f ViUKDWy NDWDV]WUYIDKHO\|HWWHO NDSFVRODWRYV
N|]JOHNHGpV EpQtWKDWy PHJ
f Vt]JKLiQ\UD ILJ\HOPH]WHW ¢J]HQHWHN DPLYHO D Ol
YtIJHOOIiWnhwke2lN DR} MyVODW |QEHWHOMHVtW Yp YiOL
f BamkimaraGiVUD ILJ\HOPH]WHW <]JHQHWHN D VLNHUHV
LID]ROYyGKDW WRYIEE Q|YHOYH D KLQIWERW. DNE& O K\
alkalmast*]HQHWHN KLWHOHVVpJpW
$] *]JHQHWN< OGpVEHQ NRPRO\ VJHUHSH OHKHW D QI
okosteHIRQRNQDN D] HJHNHQ IXWy RSHUiFLYV UHQGV]HUH
IXWy DONDOPD]iVRNQDN KRJ\ KR]]JilpUMHQHN DNiU D WH
IXQNFLYNKR] (QQHN OM|HMIKPHMAVHQRO\DQ NIiUWHY W Np
WXODMGR @Rak WP HHQHWERMNEEtWMD D IHRQBDOSV]|YHJIH
WiPDGIiVRN NLWHUMHGQHN Hinihtl & rad&fapgdsolad (intéitetas). vV tJ\
PLQG D V]|YHJHV e<]HQHWHQ WHRMIDKVWARWKOIW LN GH DNiU k
NH]JGHPpQ\H]JKHWQHN HO UH PHJKDWIUR]JRWW FpOSRQWHF
SpOGiXO D VHJpO\KtYy V]iPRNDW NH]HO GLV]SpFVHUN
amelyek HO p Up VWOAREELOWHOHIRQ V]ROJIOWDWYNQDN NLHPHO\
PRELOKiIiOy]DWRN W~OWHUKHOpVHNRU NLHPHS V]HUH:
PHJIHOHO HQ FpO]J]RWW SIiQLNNHOW De]] HHIXH W.HHNW HN [P®R X
lesznek azok, A LN KDV]QiOKDWDWODQQi WHV]LN D KiOy]DWRW
$ ERWQHWHN DONDOPD]KDWYN HOHNWURQLNXY OHYHOH
PRELONRPPXQLNiFLYVY FVDWRUQIEDQ OHKHWVpJHV D] DN
NDPSIiQ\QDN DONDOPD]QLD NHOO D SV]LFKROyJLDL KDC
NIJUpEHQ D PLQpO QDJ\REE ELFR@QWRY ODHIWHIBOHOY HGIp]Pp VK
PpGLD VIHUHSpW D )DFHERRN pV D] L:L: QHY& N|]|VVp.
PLOOLYLKR] MXWQDN HO D ZHEQDSOYNRQ EORJRNRQ
QHYPEHQ OHKHW KDPLV BQWR PR JFNHENE] HOIakasahad W Q L
LQGtWKDWyYN D]JRN D ''R6 WIiPDGiIVRN LV DPHO\HN ||
NRPPXQLNiFLYV FVDWRUQILQDN HO]iUiVD DPLYHO D N=«C
HOV]LJHWHOQL D WXODMGRQRVDLNWYyPRQWRYiEfEp OB R R\
lehetneN D EDQNRN LQWHUIB Hg¥aAiYHYVRHRIGI WORPHD WpYDW YD VRNELC
YHV]pO\EHQ PHJIJWDNDUtWiIVXNDW YpV\ tD\ BD ENDMDHNI LN INL

" Short Message Service.
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DXWRPDWUNGIOQIiQDN PHJ NpV]SpQ]KH] MXWQL (] WHU
MHOHQHWHNHWPRU @ PHNOQWMRQIEE HU VIWHQpP D EL]RQ\WD
$ PHIWpPpYHV]WpVHV WiP DinosenargaH OQGWWK H\WWY QL DNFL
VIDERWIiOQL OHKHW D KDJ\RPiIQ\RV PpGLiW LV HOYIiJYD I
$ FpO D] KRJ\ FVinli/JRBIS\RYEQ PHJIJYIiORJIDW&RIEOW pV PH.
DODIMWKQVRQ FVIDQNIRARAIFLYKR] $ NRUIEEDQ IHUW ]|WW
VHItWVpJIJpYHO HO LGp]KHW N NDWDV]WURIi®@dgy aHVHPpQ
YH]pUO UHQGV]JHUHN KLEiV P&N|GpHWH pR HINWWW.D « F-AWM G R
RKV?3 UHQGV]HU DPHO\ N*O|QE|] HQHUJHWLNDL EHUHQGH
D KRVV]~KXOOiP~ IUHNYHQFLIiQ yWD B HAEXGHESHWW CP
rendszer OHIHGL HJIpWUY$pY PBOQWHNPV]*OpNHW [58H]pUHOY
-HOHQOHJ XJ\DQ QLQFV LVPHUW LQIRUPDWLNDL EL]WRQ
HONpS]JHOKHW D] KRJ\ QDJ\WHOMHVtWPpPQ\& UiGLy DGyt
arendszerP&N|GpVpW $ QDJI\IRIJ\DVI]WYyNDW pV D N}IPFPLOiJtWi
OHNDSFVROYD HO LGp]KHW N RO\DQ WHUKHOpPVL YLV]R
UHQGV]HU P&N|GpVL |IDYDUDLW YDJ\ DNiU LG VIDNRVDQ
Az iUDPHOOIWIVEDQ HO LGp]HWW QHKp]VpJHN EL]RQ\tW
SIQLNKR] DPL D NpV EELHNEHQ WRYIEE NXPXOiOyGKDW
YHV]pO\HIWHWYH

+DUPDGLN OpSpV D] HO LGp]HWW iOODSRW IHQQWD!|

+D D PiVRGLN OpSpV VLNHUHV DNNRU D WiPDGy pUGHN
PLQpO KRVV]DEE LG UH (KKH] DONDOPDV WHFKQLND OH]|
RO\DQ HV]N|]IN PHJOpWH DPHO\HN D] HOV NpW OpSpVE]
D] HOV NpW 1i]JLVWyO 1+JJHWOHQ FVDWRUQINRQ NHUHYV
HOHPHN DPHO\HN |QiOOyDQ YDODPHO\ N|UQ\HJHWL SD
DNFLYED SpOGiXO KRVV]DEE LGHM& *]JHPV]+QHW XWiQ YI
PHIJKDWiUR]JRWW LG HOWHOWPpPYHO

BE5iGLYIUHNYHQFLiV .|]SRQWL 9H]pUOpV
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1.7 . |YHWNH]WHWpPVHN

$ MHOHQOHJ LV |DMOy IRO\DPB®WRN RUBD B XM|DWM pN WIOR
RNRNENODWRQDL KDV]QiODWUD D SROJiUL pOHWEHQ V]p
WHFKQROYJLINDW LJ\HNH]JQHN UHQGV]HUHVtWHQL WHUF
ILJ\HOHPEH YpW HPOIIYHOH @I WHN W&Q WLWNRVtWiV pV D
HOYLVHO EHUHQGH]pVHN DONDOPD]iVD PHJIHOHO D NC
UHQGV]HUHOHPHN V]pOHV N|UEHQ KDV]QiOW WHFKQR:
LVPHUQHN D SROJiUL pOHW V]DNHPEHUHL LV (PLDWW D
LV MHOHQW VHQ NLE Y+sOW

9DOYV]tQ&OHJ D M|Y EHQL NDWRQDL NRQIOLNWXVRN QHF
D]D] YLUWXiOLV WpUEHQ IRJQDN ]DMODQL D]JRQEDQ D]
elem]pVH DODSMiQ EiWUDQ NLMHOHQWKHW KRJ\ D] LO
Q|YHNY V]HUHSpPYHO pV YROXPHQpPYHO D M|Y EHQ NRPR(
$ WHUURULVWIN pV D NDWRQDL V]JHUYH]JHWHN LQWHUC
HVHWHLQHN OHtHOHFDIPYpWHO]R®iWiPDV]WRWWDP KRJ\

MHOHQOHJ LV ]DMODQDN NRPRO\ NiURNDW pV |[DYDURND!
$ 6WX[QHW HOQHYH]pVIQUNRPISOMDOYRINKR]IRWW NiURN
EL]JIRQ\tWMiN KRJ\ D M|Y EHQ HJ\UH QDJ\REE NiURNDW
NULWLNXV LQIUDVWUXNW~UiN HOOHQL EHYHWpPVpYHO

VIDNDV]DLW LOOHWYH D 3HQWDJRQ OHJIULVVHEE NI
NI[YHWNH]WHWpPVUH MXWRWWDP KRJ\ HJ\ V]iPtWyJpSHV
YDOyGL IHJ\YHUHV NRQIOLNWXVVi HU V|GpVH HONpS]HO
IQIRUPDWLNDL elézP D EYRIRNI OODStWRWWDP KRJ\ D ''R6
HO IRUGXOiVL YDOyYV]tQ&VpJH pV D] iOWDgp XidBmeRNR]RW W
ILJ\HOPHWeK.JpQ\HO

OHJIOODStWRWWDP KRJ\ D NLEHUWiIPDGiVRN NH]HOp
HI\eWWP&N|GpV OpWH]JLN H] DJRQEDQ PLQGLJ UHDNWt
WiPDGiV HVHWpPUH Q\~-MW PHJROGIVW ,ukitotialombaiPD GV L
HOpUKHW KDVRQOyYy HOHP]pVHNHW DODSXO YpYH HONp
LQIRUPiIFLYV WiPDGiV IRUJDWYN|Q\YpW (]JHQ NHUHV]WsC
UHQGHONH]RWGNH HiOOY DONDOPD]iViYDO |VV]HIGOtWKDW
DPHO\ NpSHV D YDOyV WHUURUWIiPDGiVRN iOWDO RNR]
QDJ\VIRHWN|]HOSWHQNpPV]-OpV VRUIQ DODSYHW IRQWRV\
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OHtUWDNKR] KDVRQOY IRUJDWYN|Q\YHN NpV]tWpVpYHC
IHOPpUpVH PDMG D] LQIUDVWUXNW~UiIN HJ\pQL YpGHOT
WHV]JWHOpPVH OLYHO D] LQIUDVWUXNW~UiIN LQIRUPIFL)
QDJ\REE H]pUW HJI\ |[VV]HKDQJROW D 1+JJ VpJHNHW LVP
KDWiVD W~OPXWDWQD D] HJ\HV UHQGV]HUHN OHiOOiVi
HPEHUL pOHWHW N|]YHWOHQ+O QHP D]JRQEDQ LQGLUF
IHQ\HJHWQH HJ\ LO\HQ DNFLYy
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2. FEJEZET
70/7(5+(/e6(6 ,1)250%$7,.%$, 7TE0$'E62.

$] LQIRUPDWLNDL WIiPDGiIVRN iOWDO RNR]JKDWY NiUF
NI[YHWNH]WHWpVUH MXWRWWDP KRJ\ D 'R6 WIiPDG
LQIUDVWUXNW~UiMiUD NRPRO\ YHV]pO\W MHOHQWHQHN
V]I&NtWHWWHP

(J\ LQIRUPDWLNDL UHQGV]HU IHOHWWL XUDORP PHJV]HL
PpJLV DNNRU QHP pUL PHJ D EHOHIHNWHWHWW PXQNiW
FPOSRQW UHQGV]NUBHEEVVEMHEE P&N|GPpVNPSWHOHQQpP )
UHQGV]HUHN YpJHV HU IRUUIVRNNDO UHQGHONH]QHN D
D YiUKDWy WHUKHOpPVW pV D NLV]JROJiIOiVXNKR] V]*NV
ILJ)JHOHPEH NHOO YHQQL $] HVIN|]SDUNRW ~J\ DODNt
FV-FVWHUKHOpPVW NLV]ROJiOQL HVHWOHJ PpJ WDUWD
UHQGV]HUW HQQpO D WHUYH]HWW PD[LPiOLV IRUJDOR
UHQGV]HU OHODVVXO V]pOV VpJHV HVHWEHQ SHGLJ DN
P&N|GpVNPSWHOHQVpPJ QHP LV PLQGHQ HVHWEHQ V]*NVy
annyirD OHODVVXO D P&N|GpV KRJ\ D IHOKDV]QiOyN W&Ug
-DNRE 1LHOVHQ A8VDHIM EW\&(QNJQOHHEWMHI@ IS5 %as OLOOH L
NXWDWiVDLUD WiPDVINRGYD PHJYL]VJiOWD D] HOIRJEC
DONDOPD]iVRN HVHWpPQ (V]JHULQW

f V YDJ\ U|YLGHEE YiODV]LG HVHWpPQ D IHOKDV]QiO
tJ\ D UHQGV]HUQHN D] HUHGPpQ\ PHIJMHOHQtWpV
YLVV]DMHO]pVW QHP NHOO SURGXNiOQLD

f V DODWWL YiODV]LG N HVHWpQ D IHOKDV]QiOy PpJ
LQGRNRODWODQXO PHJ]DYDUQiIN GH PiU pU]JpNHC
UHQGV]HUQHN PpJ QHP V]*NVpJHV D ODVVXOiVUyO Y|

f V D] D KDWiU DPLW PHJKDODGYD D IHOKIOV]QiOy P
IRJODONR]QL YDJ\LV HOYHV]WL pUGHNY BWWLD L
YiODV]LG QpO PiU IRQWRYV NLMHOH]QL D YiODV] YiU}
D] pUGHNO GpVW

$ IHQWL DGDWRNEYO OiWKDWy KRJ\ KD HJ\ PHIJWiPDGRW
KRJ\ D YiODV]LG PLQGHQIpPOH ILI\HOPH]WHWpV PHJMH
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PIVRGSHUFHW DNNRU D IHOKDV]QiOyN QHP IRJMiN PHJY
HO i0O D] D KHO\]HW KRJ\ Ecsdk Bsdam G B \O HWD PN PG/ILNVEi P
IXQNFLRQIiOLVDQ P&N|GpVNPSWHOHQQpP YiOLN QHP NpSH

$ 'R6 'HQLDO RI 6HU Y-LAFHIO \WNAHD/G iVJRW iV V]ROJiOWDW,iV
WiPDGiVRNQDN pYSEIBYHMYQH D KDWiVUD pStWHQHN 1RKEC
sziPRV HJ\pE PyGV]HUUHO LV HO OHKHW pUQL IL]JLNE
WiSiUDPHOOiIWiV PHJV]*QWHWpVpLJ DJRQEDQ D V]DNLU
DJRNDW D PyGR]DWRNDW QHYH]L DPHO\HN D FpOSF
P&N|GPpVNPSWHOHQVPJIJHW (]JpUW YpOHPpPQ\HP V]HULQW
W~OWHUKHOpPVHV WiPDGiV NLIHMH]pV
$ 'R6 WiPDGiVRN VLNHUHV NLYLWHOH]pVpKH] D WiPDGyQ

f D FPOSRQWQIO QDJ\REE HU IRUUIVRNNDO NHOO UHQ
f D FpPOSRQW YDODPHO\ KLEIiMiW NHOO NLKDV]QiOQLD

$ WiPDGiV LUIQ\XOKDW D FpOSRQW KiOy]DWL IRUJDC
UHQGV]HUpPEHQ P &N R OUDOW B WO DOPMNYi®DN W~OWH
$ KDJ\RPiIQ\RV 'R6 WiPDGiVRN VRpO® RXZWHRMN |M HW VO B Q
WiPDGMiN iOWDOIEDQ HJ\ AIHOW|UW  PHJIHOHO DG
YpJSRQWRW KiOy]DWUD N|W|WW V]iPtWyJpSHW KDV]Qic
KHO\HWW QDSMDLQNEDQ VRNNDO HOWHUMHGWHEE D] H.
WiPDGiVL PyGV]HU DPHO\HW D A'LVWULEXWH®@k HORV]
QHYH]*QN (NNRU D W~OWHUKHOpVUH LUIQ\XOy SUYEiO
KiOy]DW ~J\QHYH]HWW ERWQHW VHJtWVpJpYHO YpJ]LN

$ IHMHJHWEHQ EHPXWDWRP D W~OWHUKHOpPVHV WiPDGi|
OHKHWVpJHV PyGV]HUHLW $ OpWH] UHQGV]HUWHFKQLN
OHKHWVpJHV RV]WiO\R]iVL PyGV]HUW DPHOO\HO D W~OYV

21 7~-OWHUKHOpVHYVY WiIiPDGiIiVRN W|UWpQHWH

$] HOV MyO GRNXPHQWIiOW W~OWHUKHOpVHV WiPDGiV
7ULQRR QHY& SURJUDP VHJtWVpJpYHO OHJDOIEE Vil
DGDWIRO\DPPDO HJ\ 8QLYHUVLW\ RI OLQQHVRWD V]
Q\LOYiQRVViJRW V]HU] DoNOFNyYHW N H EtahdH majrl

NJ[YHWNH] QDSRQ D] $PD]JRQ D %X\ FRP D &11 pV D] H%
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500 000, az Amazon 600 GROOiIU NiUUyO V]iPROW EH $ WIiPDG
IHEUXdQ D ='"1HW pV D] ( 7UDGH I[80)]HOpUKHWHWOHQQp Yi
$ NJ]YHWNH] pYHNEHQ IRO\DP-QWRWEE W|[iPWEQNVRHIN NDME
EHQ N|]YHWNH]JHWW HJ\ RO\DQ HVHPpQ\ DPHO\HW VRND(
HOV FVDWIMigZODNi SWD.OWP @DKHO\L RURV] NLVHEEVpPJ WL(
a] pVIW | YIiURV 7DOOLQ P$x0Re IHNP OWINP &K iB/R UGNERQWR
iWKHO\H]WpN +DPDURVDQ XWFDL ]D YVidtiltakioZdttz @setU WHN N
miatt. +DPDURVDQ D] pV]W iOODPL LQWHUQHWHYV LQIUDVW.
indultak. [61]

$] DNFLYN N|JHO NpW KpWQRD IRREYW D\ WAHQODNWNVLVBEE D W
YROWDN U|YLGHEEHN NHYHVHEE PLQW SHUFLJ WDUW
HON*O|QtWKHW WIiPDGIVEYO RO\DQ YROW [@2PAz yuiQi
DNFLypUW D] pV]W V]DNHPEHUHN 2URV]RUV]iJRW WHWYV
IRO\DPDWRVDQ WDJDGWD 6]iPRV RURV] IYUXPRQ MHOH(
V]*NVpIJHVY ~WPXWDWyN $ WiIiPDGiVRN HJ\ UpV]H DXWRP
DIRQEDQ D] DNWLYLVWIN iOWDO Np]JL ~WRQ YpJUHKDMW
NpW pY P~-OYD LVPHUWH HO D A1DVL  QHY& RURV] LIM
LQGtWRWWIN D WiPDGIiVW . RQV]WDQW\LQ *ORV]NRNRY V
UiIDGiIVXO VHPPL WIUYpPQ\WHOHQW QHP FVLQIOWDN FVDN
DPLW D]RN QHP Et[B8/DN NLV]JROJIOQL

$ ""R6 WIiPDINVIRINIODWD VRUIQ NHW &M NW HHAKIQ RHDMMJI LiU D
WiPDGiVL PYyGV]JHU PLQGLJ DODSRW V]J]ROJIOWDW D N
PHJIHOHO HQ D] HJ\PiVW N|YHW ~MDEE pV ~-MDEE WIiPDG
PHIJLVPpWOLN GH LQNIiEE IHO*OP~®MiNWV HWRPHWNH\WH YIHH
WHFKQROyYyJLD IHMO GpVpPYHOLWUKRID WMRRDQiVHRN HJI\UH
ViYV]pOHVVpPJIJHO HJ\UH QDJ\REE NIiURNDW RNR]JQDN

$] DOIEEL WIiEOQOI]JDWEDQ |VV]HIRJO DO WDW DOJ i E®V@DYOIDID IFR.
~M PHFKDQL]PXVW YDJ\ VSHFLiDQhow Mpi®SREQWRRMEW DU W D
PYHN HOHMp[e4 B5] (RKKHIVORNDW KDV]QiOWDP IHO
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WIiEOi]DWOpNH]HWHY '""R6 WiPDGiVRN V]HUNHV]WHWWH D V]HU]

"TWXP &PpOSRQW /HtUIV
| H E U| Yahoo!, Amazon, $] HOV NHUHVNHGHOPL
Buy.com, eBay, CNN, | YpJUHKDMWRWW DNFLY
ZDNet, E*Trade okozott.

RN W |{ ROOT DNS szerverek| $] LQWHUQHW DODSV]RO
ROOT'16 VIHUYHUHN NLHV
J\DNRUODWLODJ D WHOM
PHJEpQXOQD

2003 2Q0LQH IRJDG (J\ RURV] FVRSRUW RQO
szerverei WiPDGRWW SpQ]JW N|YHV
ILIHWHWW DQQDN V]JHUY
P&N|GpVNpPpSWHOHQQp Wi
SpQ]V]HU]pVL FpO~ WiPD

| HE U ROOT DNS szerverek| $ PIVRGLN QDJ\ WiPDGiV
5227 VIJHUYHUE O NHW
P&N|GPpVNPSWHOHQQpP LV

iSUL| eV]W NRUPiIQ\] $] HOV iOODPRN N|]JWL

szerverek
MisO | *U~] NRUPIQ\]| $ GRW]pW IHJ\YHUHV NR(
szerverek NDSFVROyGy NLEHUWIiPD
2010. Paypal, Mastercard, $] $QRQ\PRXV QHY& V]HU
december Visa 33D\EDFN" DNFLyMD NHUH

V]iPOiLQDN EHIDJ\DV]Wi\
DDoSDNFLYN QDJ\ Q\LOYiQ
GH NHYpV NiUW RNR]JWD N
HO UHW|UpVH

22 7T~-OWHUKHOpVHYVY WiPDGiIiVRN EHVRUROIVD

$ J\DNRUODWEDQ QDJ\RQ V]HUWHiJD]y D W~OWHUKHO
HOMiUiVRN N|UH H]pUW FpOV]HU& D] LQIRUPDWLNDL

rendszerezni 6WHSKHQ 0 6SHFK\B6pB]5XED Wi WHEHWHOL KiOy]D
WiPDGIVRNUD NRQFHQWUIOW pV NpW | WiPDGiVL RV]WiC

48. oldal



DOl azonosité: 10.17625/NKE.2012.008

f 6iYV]pOHVVpJ W~OWHUKHOpV
f (U IRUUIV W~OWHUKHODpV
$ ViYV]pOHVVpJ W~OWHUKHOpPV D] HOIUDV]WiVRV LOOHW
PtJ D] HU IRUUiIV W~OWHUKHOpPVEH | NpQW D V]iQGpNRV
HOMiUiVRN NHU*OWHN (] D EHVRUROIVL PHWYGXV
OHHJ\V]PUBMIGIVL PyGVJHUHN NDWHJyULILW tJ\ D NpW
DPL PHJQHKH]tWL D WiMpNR]yGiVW
-HOHQD OLUNRYLHA6pVHROWE WHBLKHUVHQ W|EE RV]WiO\W
f $XWRPDWL]iOiV IRND N pfdllesenppOt@nai. RPDWD Y D J\
f .LKDV]QiOW VpU<OpNHQ\VpJ HJ\ VSHFLiOLVDQ D
VpU«OpNHQ\VpJ NLKDV]QiOivVD YDJ\ SHGLJ D Q\HUV H
f JRUUiIVFtP OpWH] VpJH D WiPDGiV DGDWIRO\DPD KDF
7iPDGiV DGDWIRO\DPiQDN GLQDPLNiMD V]JHULQW
$ WiPDGiV DGDWIRO\DPiQDN WLSLHiOiWDPIKS/ML YW |+
MHOOHP] HJ\HGL VDMiWRVViJRN
f $ WiPDGy iJHQVHN iOODQGyYViJD D W@ ®gdiy pJSRQ\
FVHUPO GQHN
f EOGR]DWRN WtSXVD D YpJSRQWRQ IXWy DONDOPD]
SHGLJ LQIUDVWUXNW~UD
f $ WiPDGiV KDWiVD D] iOGR]DWUD YpJOHVUddY iWPHC
VIROJIiOWDWiVL VILQWHW FV|[NNHQW
(] D WD[RQYPLD UpV]OHWHVY PHJtWpOpVHP V]HULQW W-
IRQWRV HOHPHN LV 3W®PO®RINDBODWURO\DPIiQDN GLQDFPF
HVHWOHJHV XJ\DQD] D WiPDGiVL PyGV]HU HQQHN D] R
VRUROKDWY SXV]WiQ D WiPDGy V]iQGpNiWyO 1+JJ HQ 3
WiPDGiV KDWiVD D] iOGR]DWUD QHP tWpOKHKiMetPHI RE
FVINNHQW  WiPDGiV N+OV N|UsOPpQ\HN IHQQiOOiVD
P&N|GPpVNPSWHOHQVpPJIJHW LV
$ IHQWLHNHQ NtY+O PpJ VRN PiV RO\DQ RV]WIiO\RJiVL
W~OWHUKHOpPVHV WiPDGiVRNNDO IRJODO®R]J@RDNiVH]HN
UpV]KDOPD]DLW NpSH]JLN (PLDWW HONpV]tWHWWHP VDMi
RNR]y WiPDGiVL PYyGV]JHUHN NDWHJRUL]iOiViKR] &pORP
V]iP~ RV]WiO\ pV H]HNHQ EHO<O NDWHJIYULIN VHJtW\

mechanizmust alkossak.
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23 'R6 WiPDGiIVRN I WtSXVDL

$ '"R6 WiPDGiV YDOYMIEDQ QHP HJ\ NRQNUpW HOMIiUiV K
HOpPUQL NtDIQVWRGPDWDWIiV Q\~M WP\H KONV PHR K VBV t$V NDQ
NLYLWHOH]pV QDJ\RQ VRN PLQGHQW O 1+JJ YiOWR]KDW |
PyGV]HU LV $ VIDNLURGDORP UHQJHWHJ IpOH WiPDGiVL
UHQGV]HUPQHN N+O|QIpOH HOHPHLW YHV]LN FpOED H]p
PYGVJHUHN UHQGV]HUH]pVpW NDWHJIRULJiOiVIW $ C
YHV]pO\IRUUiIVRN LVPHUHWPEHQ D YpGHNH]pV LV VRNND
$ 'R6 WiPDGiVRNDW KiURP | NDWHJYULIED VRUROWDP

f A+DJ\RPiIQ\RV" 'R6 WiPDGiV DPHO\ VRUIQ D WIiPDGYy
UHQGHONH] INMOISIRVJ@WIWD LJ\HNV]JLN D FpPOSRQW H
7THUPpV]HWHVHQ D WiPDGy HU IR FipADSR@W AHJ RUHO

f (ORVIWRWW 'R6 WiPDGiV '"R6 DPHO\ VRUIQ D WIiPD
YpPJSRQWRW KDV]QiO D FpOSRQW HU IRUUiVDLQDN \
EIUPLO\HQ FpOSRQW W~OWHUKHOKHW PLYHO D
|[VVIHDGYGQDN tJ\ SXV]WiQ D] HOHJHQG V]iP~ V
gondoskodni.

f SHIOHNWtY YtDDDoH UNVVR W & W (NNRU D WiPDGy QDJ\V
KiOy]DWL YpJSRQWRW KDV]QiO DPHO\HN IHOHWW (
(]JHN D] ~J\QHYH]HWRV/PHBANENNWEEBRNLHYH YDOyYV V]RO
NLV]ROJiOy VIHiFRMWM]RSIHN]IN PHJ pV LUIQ\tWMIN iwW D
D FPOSRQW LUIQ\IiED

$ 'R6 WIiIPDGiIVRN VRUIQ D V]iPtWyJpSHV KiOy]DWRNI
PHJEpQtWIiViUD HilpUW D FpOKiOy]DWRQ YDJ\ FpOV]i
W~OWHUKHOpVpUH FVDN D KiOy]DWL NRPPXQLNiFLYy H
PHIJFpPOJRWW UHQGV]JHUHOHPHN V]iPRVViJD MHOHQW V
NRQNUpW UpV]HJI\WVpJHNUH ERQWDQL D NDWHJIRUL]iOiVW
KiOy]DWL NiUW\INDW N+O|QE|]] FpOSRQWQDN WHNLQWEF
WHFKQROYJLIN V&U&Q YIOWR]QDN pV tJ\ UHQGNtY«O VRN
Az informatLNDL UHQGV]HUHN |VV]HNDSFVROIiViUD UpJyWD

¢ PyGV]JHUW A5HIOHFWLYH  YDJ\ A$PSOLILHG 9HORQYE PplV ¥ M & HORHO
QpKiQ\ pYUH YLVV]DWHNLQW WiPDGiVL Py@¥]tyN DD RIQHIDQOM OHI\WQHDC
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NeO|QE|] UpWHJPRGHOOHNHW H]pUW D WiPDGKDWy HO
PRGHOOHNHW KDV]QiOWDP IHO

24 5SpWHIPRZHM OEHVRUROIV DODSMDL

6]iPtWyJpSHV KiOy]DWLL OHM MBRIWBM®Y J\iUWDQDN  (JHNQ
HVIN|]INQHN HJ\eWW NHOO P&N|GQL*N HJ\PiVVDO pV D P}
NRUIQ IHOPHU.-OW DRJYDBYiQ\PYBIYDODSYHW MHOHQV
QHKH]HQ HOPpPJtWKHW NL PLYHG®okkal Yystsakbalk @t aDL YiC
VIDEYiQ\RVtWiV IRO\DPDWD $ MHOHQOHJL OHARDJI\REE
internetet + DONRWY HVIN|]IN PRKOBPVEWHN]NLGROJIR]yL
HI\eWWP&N|G GH MyO HOYiODV]WKDWYyY IXQNFLYNDW F
UpWHJIJPRAHHOWHW V]RNiV 'R' UpWHJPRGHOOQHN LV ¢
ILQDQV]tUR]y 86% 9pGHOPL OLQLV]WpPULXPD Y HWWS\WH WWH G
IHMOHV]WHWPDHIGWRRIBBPOWD V]DEYIQ\ED D] ,62 ,QW
2UJDQL]DWLRQ QHY& V]JHUYH]HW $ V]DEYiQ\ D] 26, 2SFt
NDSWD pV -62D]RQRVtWyYDO yWD OpWHILN $] 26
NRPPXQLNiFLYV HVIN|]IN IXQNFLRQIiOLVY UpWHJIHLQHN
WHFKQROYJLDL NpUGPVHNEHQ W~O]JRWWDQ PHJIN|WQj
UHIHUHQFLDPRGHOO V]HULQW D KiOy]DW HOHPHLW OF
PLQGHQ UpWHJ HJ\ MyO GHHIQEBEHOWH]HND GRWRXQUNOCO
VIRPV]pGRY UpWHJHNNHO NpSHV $ UpWHJIHN NJ|]|WW
LQWHUIpV]HKN DN NG FPKODAUREF LNHHHV]W.O IRO\VLN OLQGH
HO ] UH pS*O V]ROJIOWDWIiIVRNDW Q\~MW D I|O|WWH YD.
YHV]L D V]RPV]pGRV UpWHJHN iOWDO Q\~-MWRWW V]RC
UHQGV]J]HUHN HVHWpPQ PLQGHQ YpJSRQW HJ\ DGRWW Up
YpJSRQW D]JRQRV UpWHJIpYHO NRPPXQLNIiO $] 26, UpWt
VRNDN V]JHULQW W~0O VRN PHJQHKH]tWYH D WHOMHYV
IVVIJHYRQQDN W|E8BDHWYWHIHWD LV YDQ SpOGD KRJ\ HJ
ERQWDQDN SpOGiXO D] (WKHUQHW HVHWPEP® HJ\DGDV
MAC* DOUpWHJIUH

%9 Logical Link Control.
31 Media Access Control.
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$ APDJDVDEE" UpWHJHN IHOp KDODGYD D IHOKDV]QiO\
NRPPXQLNiFLYyV N|JHJKH] NHU*O+QN HJ\UH AN|JHOHEE
IXQNFLyYyL D] DODFVRQ\DEE UpWHJHN IHO O NH]J]GYH
JLILNDL UpWHJ

$] IWYLQQL NtYiQW LQIRUPIFLYW ELWHNUH ERQWRWW C
IRUPIWXP~ MHOVRUR]DWWi V]LPEYyOXPRNNi DODNtWMD
W|IUWPQLN D IRIDGRWW ILJLNDL PHQQ\LVpJHN iOWDO
KRUGR]JRWW V]JLPEYOXPRN NLQ\HUpVH PDMG ELWVRUR]D
$GDWNDSFVRODWL UpWHJ

A THOHWWH WDOQy POKVD Wy & 1O W adaxokB WO ®|WIWLNDL UpWHJ
WRYIEEtWKDWy GDUDERNUD ERQWMD H]J]HNHW D] DGDWI
PDMG WRYIEEtWMD D IL]JLNDL UpWHJ V]iPIiUD OHIJMHJ
DGDWNDSFVRODWL UpWHJHN N|]|[WW HOpJ VIRURV NDSF\
IXQNFLYW HJ\ UpWHJINpPpQW GHILQLIiOWD

+iOy]DWL UpWHJ

$ KiOy]DWL UpWHJ IHODGDWD D NRPPXQLNiFLYV DGDWHC
MXWWDWiVD D KiOy]DWRN N|]|WW (KKH] V]*NVpJHV HJ\
VHItWVpJpYHO PHIJKDWIiIUR]KDWY D FpOiOORPiV KHO\H D
FVRPDJRN PHJIHOHO LUIQ\ED W|UWpQ WRYIEEtWIiVD
I1DSMDLQNEDQ D OHJQDJ\REE HOWHUMHGWVpPJQHN |UYI
Internet Protocol (IP).

6]i0O0OtWiVL UpWHJ

$ IHOHN N|]WL DGDWIRO\DPRW V]DEiO\R]]D V]*NVpJ H
JRQGRVNRGLN D FVRPDJRN VLNHUHV iWYLWHOpPU O (KK
KDV]QiO D IHOV EE UpWHJHN V]iPiUD WUDQV]SDUHQV Py
9LV]RQ\ UpWHJ

.pW HI\PiVVDO NRPPXQLNiOy UHQGV]JHU DONDOPD]iVDL
NDSFVRODWRW )HODGDWD OHKHW PpJ D] DIRQRVtWIiV pV
OHIMHOHQtWpVL UpWHJ

$ NLPHQ *JHQHWHNHW DEV]WUDNW IRUPIWXP~Yi DODNtW
W|P|UtWpVL IXQNFLY LV

$ONDOPD]iVL UpWHJ

/JHKHW Yp WHV]L D] DONDOPD]iVRN V]iPiUD D KiOy]DWL V]
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$ 'R6 pV '""R6 WiPDGiVRN NDWHJIRUL]iOiIVKR] QWP KDV]Q
OHJIHOV UpWHJ IXQNFLYMD QHKH]J]HQ HON+*O|QtWKHW
IVVIHYRRY®P D EHVRUROiIVRNDW HOYpJH]QL $ V]iOOtW
NDSFVROYGLN HJ\PiVRR]UDPOP® 78®¥RIWRNROOSIURVRN \
HI\eWWP&N|GQHN HJ\PiVVDO H]pUW HPHKHW]DW VWM
VRURORP NHW $] |VVJHYRQiV D]pUW LV LQGRNROW

J\HQJHVpJpW NLKDV]QiOy WiPDGiVL PYGV]JHUHN VHJtWYV
IRUJDOPDW W~OWHUKHOQL tJ\ PLQGNpW UpWHJHW pULQ
HON|[YHWHWW W-~OWWSHKHIOPVYNDNWPRDEOARNRUEDQ D Ui
NDSFVROYGKIDM]HN LQNIiEE ]JDYDUiIVQDN WHNLQWKHW N
LVPHUWHWHP NHW PLYHO QHP iOWDOIQRVY MHOOHJ& Ui
WHFKQROYJLD LVPHUHWPQ DODSXOYy NLIHMHJHWWHQ D
WiPDGiVL PyGV]J]HUU O ,0\HQ PYyGRQ D N|YHWNH] UpW
DODSMiQDN

f J)LILNDL UpWHJ

f $SGDWNDSFVRODWL UpWHJ
f +iOy]DWL UpWHJ

f SONDOPD]iVL UpWHJ

U HOPpOHWLOHJ PLQGHQ WIiPDGiIiVWtSXVEDQ OHKHWYVp,
KDV]QiObDWD D J\DNRUODWEDQ QHP KDV]QiOMIN D] |VV]H

25'R6 WiPDGIiIVRN

$ 'R6 WiPDGiVRN QDSMDLQNEDQ PiU NHYpVEp J\DNRULD!
tiPDGiVL IRUPIN VRNNDO KDWPpNRQ\DEEDN UiDGiVXO D
N|JQQ\HEEHQ PHJV]HUH]KHW N $ NODVV]LNXV 'R6 WiPDGi
D] DNFLy NLYLWHOH]pVpKH] HOHJHQG HU IRUUIVVDO
iOWDOIEDQD]WYHNYQPDW IHOHWWH $ WiPDGiVL PyGV]H
NLYLWHOH]KHW

32 TCP: Transmission Control Protocol.
%3 UDP: User Datagram Protocol.
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'R6 WiPDGiVRN |]DYDUIiIV D IL]ILNDL UpWHJEHQ

$ ILJLNDL UpWHJEHQ NLYLWHOH]HWW WiPDGiVRNKR]
KR]]ilpUpVUH YDQ V]*NVpJH D WiPDGy@dvanikus vgyO |QE|]
RSWLNDL FVDWROiV~ KiOy]DWRN HVHWPpPEHQ H] iOWDOIl
LJpQ\HO D WiPDGyWyO DPL D OHEXNiV YHV]pO\pW KRUG
LO\HQ WiPDGiVL PYyGVIHUHNHW QHP KDV]QeégyGibsh $ UiG|
PiV D KHO\JHW D UiGLYKXOOiPRN XJ\DQLV iWKDWRO
V]yUiVN|U]HVREEGINDXN D FpOSRQW pG i®& H WARNDBIJY i W VG i \KWV F
PHJYDOyYVtWy HVIN|]IN HOKHO\H]pVpUH -HOHQOHJ D O}
KiOy]DWL IXQNFLYyNDW EL]WR8eWlyVPMHERQGKY DEyG D W D
Wireless LAN® D WRYIEELDNEDQ :/$1 (] HJ\ QDJ\WHEHVVpJ&
ELIWRVtWy IHMOHWW PRGXOiFLyV PyGVIHUHNHW V]yUWwW
PHJ]IDYDUiIVD YLV]RQ\ODJ HJ\V]HU%WIY EDH JRDGWR WY $]
NJUQ\pNL IUHNYHQFLDViIYRNDW KDV]QiOMD DPHO\HN KD
PiU DODSKHO\]HWEHQ LV QDJ\REE PLQW D] HQJHGpPO\N]\
VIpOHVViY~ YDJ\ FV~V]y ]DYDUiV PHOOHWW OHKHWVp
SURWRNROORNUD VSHFLIOLV ]DYDUiIVW LV YpJH]QL |
FPOLUIQ\RVDQ FVDN+GH]QDVPREN DEEGHNDSEYRIDML pV t.
WHOMHV tW RImgrtikts@nYcpNNHEIQW HQL OLYHO D] DGDWiWYLWH
H]pUW LO\HQ HevhFaWekes KerddWRYpLON H O p Q H hanBm [d3ak RdyiRkisD
Up¥dp PHIJYIiOWR]WDWiVD $ NHUHW VpUWHWOHGOQVpIpW
VHItWVpJpYHO HOOHQ UJLN H]pUW KLEDMDYtWiVUD QLG
NeOG IpOQHN D WHOMHV NHUHWHW PHJ NHOO LVPpWH
IRUPIWXPD V]iQGpNRVDQ RO\DQ KRJ\ DJRNDW D IHMOp
OHKHVVHQ WRYIEEtWDQ L 3Waddy EthierhetM BN Q QDN PHJIIHOH

¥ QVWLWXWH RI (OHFWULFDO DQG (OHFWURRQEND(GIL\QHIHIUYN i §]E HID
V]iPtWyJpBHN®HWpPQ IRJODONR]JLN ~M WHFKQROYJLIN V]IDEYiQ\RVtW
® 3 :/$1 V]DEYiQ\FVDOIG GHILQLIiQMD AQMQ IUD R|WAVF Ly QGIWW LW H
DJRQEDQ HQQHN KDV]QiODWD QHP WHUMHGWHW®&NIHO M HHJO W &V
NeO|QE|]] PHJROGiIVRNDW MHOHQWHQHN
¥ QGXVWULDO 6FLHQWLILF DQG OHGLFDO LSDUL]RWQXR\R PHD\W @ WH O
EHWDUWiIVD PHOOHWW V]DEDGRQ IHOKDV]QiOKDWyY IUHNYHQFLDWDU
" &\FOLF 5HGXQGDQF\ &KHFN D N+<OG pV D FtRNDAOWNIfBYHD\WWG WH ADHIF (
KLEDIHOIHG NyG $ N¢OG D NpSJHWW &5& pUWPpNHWWRH @O bRNJHDGBLR ¥
DGDWRNEYO HO iOOtWMD XJ\DQH]W D] HUHGPpPQ\W QPPMGI\|W\LINHY HW
DNNRU D] iWYLWHO VRUIQ VpU-OWBND& B G VW R R Q WD Jédy il NJ JIDHIQN R
YDOyV]tQ&VpJ PHOOHWW D] iWYLWHO KLEDPHBEBWHDIMWRIOW $ H pV
Q PiU KLEDMDYtWy NYyGROiIVW )(& KD¥]RLEQMD NQDDPNOOEV]RIRR
MDYtWDQL LV NpSHV
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KiOy]DWED (QQHNDKNRHDGMWNDWPQW. PiOLY KRVV]D N|U-OEH!
WHKiW ELW ]DYDUiIViKR] HOHJHQG DNiU ELW WDU)\
HNNRU D &5& pUWpPNH KLEiV OHV] tJ\ D NHUHWHW D N+O
KiOy]DWRN iOWDO KDV]QiOW PRGXOiFLYN DGDWiWYLW
KDWpNRQ\ViJD D N|YH\68H] NpSSHQ DODNXO

WIiEOi]DW E ]DYDUIVL KDWpNRQ\ViJ pUWpNHN )RUUIV VLJ

.YyGROIV OD[LPiOLV | %LW V]LPEy| +DWpNRQ\V
csomaghossz

BPSK*® 12000 bit| 1 1:12000
(1500byte)

QPSK® 12000 bit| 2 1:6000
(1500byte)

CcCkK*® (5.5Mbps) | 12000 bit| 4 1:3000
(1500byte)

CCK (11Mbps) 12000 bit| 8 1:1500
(1500byte)

[IWKDWyYy KRJ\ KD gDID\HDWy BJ\\DGDWiIWYLWHO NHUHWV]
PHJIHOHO LG EHQ HJ\ V]JLPEYyOXPQ\L LG UH NDSFVROMI
HITHNWtY WHOMHVtWPpPpQ\FV|NNHQpVW OHKHW HOpPpUQL

VHEHVVpJ& KiOy]DWRNQIiO pUKHW HO PLYHO HEEHQ D]
LG QDJ\ tJ\ D] ELW PHJYIOWR]JWDWIiViKR] HOHJHQG

QDJ\REE iIWYLWHOL VHEHVVPJQpO V&U&EEHQ NHOO ]DYD
HO MHOHQW VHQ D QDJ\REE iWYLWHOL VHEHVVpPpJ D Il
ELIWRVIWRWW QDJ\REE ELW V]LPEYyOXP pUWpN PLDWW
lehet kisebb.

$] LOV\HQ ]DYDUyYNpV]*OpN PHJYDOYVtWKDWYy LQWHOOLJH
FVDN D WpQ\OHJ V]*NVpJHV LG N|]INEHQ NDSFVROMD EH
HJ\ iIWODJRV NHUHWLG QNpQWL DXWRPDWLNXV EHNDSF)
OHKHW KLV]HQ D NHUHWILJ\HO HOHNWURQLND KHO\HW

% BPSK: Binary Phase Shift Keying.
%9 QPSK: Quadrature Phase Shift Keying.
0 Complementary Code Keying.

55. oldal



DOl azonosité: 10.17625/NKE.2012.008

$ PiVLN HJ\W]JHU&VtWpVL OHKHW VpJ D ]JDYDUW ViYRN V
25000+] VIYEDQ FVDWRUQIW MHO|OWHN NL D :/$1 iOWD((
220+] ViYV]pOHVVpJH PLDWW W|EE FVDWRUQIW LV iWIR.,
csatorna helyett kevesebbeiP D]W QD J\ReBSENRGIWY MUQL D OHIHGpVK
$ NHUHVNHGHOPL IRUJDORPEDQ NDSKDWy :/$1 1DYDUy
DQ\DJDL V]JHULQW QHP D KiOy]DWRN PHJ]IDYDUIiViUD Nj
OHKDOOJDWiV PHJDNDGIO\R]iVD (]W D FpOW LJ\HNH]Q|
NJUIHWpPpEHQ PLQGHQ RO\DQ UiGLYyV NRPPXQLNiFLYW F
IUHNYHQFLDWDUWRPIQ\EDQ IROGBIM 06D NOWR UW D UR\CR i
KDV]QiODWD D YRQDWNR]y V]IDEIiO\RN EHWDUWIiIVD PHO
ezeknek HJIHOHO |JDYDUyNpV]«OpN KDV]QiODWD QHP LOO
DGYWHOMHVtWPpPQ\ pV VSHNWUXPKDPDWNEGWD EW QHFE VDRJ]\R
EHUHQGH]pVHN KDV]QiODWD MRJV]DEIiO\RNED *WN|]LN

'R6 WiPDGiIVRN D] DGDWNDSFVRODWL UpWHJEHQ

Az ilyen WiPDGiVL PyGV]HUHN QHP WHNLQWKHW N W~OViJR
OHKHW D OHJN|QQ\HEEHQ YpGHNH]QL D VKiMDBD®y ORNI
OHKHW VpJHL DJRQEDQ WIiJDEEDN PLYHO KHO\L KiOy]D\
KioOy]DWL IRUJDOPiIQDN ILJ\HOpVH pV D] tJ\ Q\HUW D
PHJKDWiUR]JRWW ]DYDUy DL @ pROSHR 6 My N INFO Bp@BRQ iRIN L |
V]pW NHOO YiODV]WDQL D UiGLYyV pV D YH]JHWpNHV KiO
DGDWNDSFVRODWL UpWHJ 0$& DOUpWHJIH N+O|QE|] Np
OHJJ\DNUDEEDQ KDV]QiOW /$1 PHJROGIV D] (WKHUQHW |
A :/$1 KiOy]DWRN PiVRGLN DGDWNDSFVRODWLlazUpWHJp
HV]N PHIJIHOHO IHGpO]JHWL ORJLNIRPDO\ NHHQ OW ¥ plIpE HO!
OHKHW PHJIHOHO DGDWRNDW D W|EEL HV]N|] V]iPiUD |
PDJIiQDN D KiOy]DWQDN D P&N|GpVpW EHIRO\IVROQL $

*]JHPPYGEDQ P&NHGQMNSRQWL HV]N|]ARBFRHMVVIRUYW] G|W
NOLHQVHNE anPvagy i JDMQUDQJI~" NOLHQVHNE O IHOp.
A$G KRF B&hiO9LYWO D OHIJHOWHUMHGWHEE D] $3 N|Up V]
H]pUW D OHJW|EE DGDWNDSFVRODW lezUppMeEhalizaQst P & N | G
pULG@WYDUyY HV]N|JNpQW EiUPLO\HQ :/$1 DGDSWHU YDJ\
DONDOPDV tJ\ D NRQNUpW PHJROGiIVRN V]iPD D OpWH]

V]iJUD WHKHW  (J\ HV]N|]W HRe¢ySRpNHMH B W RN Q |]+%L [DY
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FPORNUD DODNtWRWWDN iW $ A)RQ %RPE~ HJ\ KRUGR]k
JRQHUD QHY& FpJ $FFHVV 3RLQW NpV]«OpNpQ DODSV]LN
V]iPiUD YpJH] :/$1 V]ROJIOWDWIiIVW RO\DQ PYyGRQ KRJ\
RVIWMD PHJ D ILJHW V ¢J\IHOHNNHO D EHYpWHOE O &
UpVIHVHGQHN $ PHIJRVIWIVYRNWMPINSHBRLOH® N3 |[QtWL |
VDMiW KiOy]DWL IRUJDOPiIW D ILJHW V «J\IHOHN IRUJDOP
OHW|OWKHW |LUPedDAPH HDW [ONMUKHRQ $ OHKHW VpJHL VRI
- NpSHV D %HDFRQ )ORRG WiPDGIiVL PNGW ] B QWHUIO\QLD
- NpSHV $XWKHQWLFDWLRQ )ORRG WiHD Ri&vNJ| p \DHP L Y
YiOKDW OHKHWHWOHQQp
- D "HDXWKHQWLFDWLRQ '"HDVVRFLDWLRQ $WWDFN
HOWiIYROtWKDWY D NJUQ\H] :/$1 KiOy]DWRNUyYO
- HPHOOHWW PpJ QpKiQ\ WHUYH]pVL KLEiUD pS+O V
YDODPLQW D EHKDWROWHQ@GVWINHEN HOOHQL WHYp
HVIN|]WIiUIEDQ V]JHUHSHO
A firmware Linux DODSRNRQ Q\XJV]LN Q\tOW IRUUIVNYG~ tJ
folyamatos lesz.
7iPDGiVL PyGV]JHUHN D :/$1 KiOy]DWRN DGDWNDSFVRODW
Association Flood
Az AP-N Q\LOYIQWDUWMIN D KR]]JiMXN NDSFVROYGRWW NOL
7iEQI]DWEDQ $ WiPDGy KDPLVtWRWW FVDWODNRI]iVL «]H
D] $3 QHP NpSHV ~MDEE[@OLHQVHNHW IRJDGQL
EAPOL-Start Attack
Al ($3 ((WHQVLEOH $XWKHQWLFDWLRQ 3URWRFRO H.
seJtWVpIJpYHO D NOLHQVHN NpSHVHN PDJXNDW D]JRQRVt\
EAPOL-6 WDUW ¢]HQHWWHO NH]GL PHJ D IRO\DPDWRW (UUL
NLKtYiV DPHO\ VRUIQ WHUPpV]HWHVHQ HU IRUUIVRND
V]iPiUD $ NOLHQV QHP YIODV]JRO D NLKtYiVUD tJ\ H]JHN
LG NRUOIW W~OOpSpVH XWiQ VIDEDGXOQDN IHO .HOO
6WDUW ¢]HQHW HON+*OGpVpPpYHO D WiIiPDGYW/QQHIRJODOKDW N

“1 Access Point.
“2 |ntrusion Detection System.
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RTS Flood

5iGLYV KiOy]DWRN HVHWpPQ IHOOpSKHW SUREXQQPINVHIH WV
HOOHQ D VIDEYiQ\ VSHFLIiOLV D GReduektGo Bémtip HW HW
LOOHWYH DIW HQXHGPMUHWR & HOQE& *]HQHWHNNHO YpGHI
DNNRU NH]GKHWL PHJ VDMiIiW DGDWFVRPDJMiIQDN N«OGp\
WiPDGiIiVL PyGV]J]HU KDW]J®  DODYWWSMRUIQLW 576 NHUHWHNN
:/$1 KiOy]DWRW tJ\ OHIRJODOYD PDJIi@p Ngyanez DGiVL
PHJYDOYyVtWKDWy D] 576 *]HQHWUH YiODV]XO DGRWW &7¢
Authentication-Failure Attack

$ :/$1 KiOy]DWRN NOLHQVHL HJ\ KLWHOHVtWpVL IRO\DPD
iOODSRWED $ WIiPDGiVL PYyGV]JHU HQQHN D FVDWODNR]
LUIQ\XO pV NpWIpOHNpPpBSWMI® OFy NDL]Y BW HQOHH|KEHND A$XW K
J)DLOHG" ¢]HQHWHNHW N+OG D KiOy]DW WDJMDL V]iPiUL
csatlakozni az APKR] $ PiVLN PYyGV]J]HU IRUGtWRWW HNNRU D V
KDPLVY KLWHOHVtWpVL ¢« ]JHQHWHW N«OG D] $3 V]iPiUD D
klienst. [72]

Disassociation Flood

A WiPDGy HOV OpSpVEH@QezDdBt@QKR2AOtVKIMI3ekbt] ntal az AP
QHYpPEHQ D NDSFVRODW ERQWIiViIiUD V]JROJiOy *]HQHWHNF
IRIDGYD ERQWMIN D NDSFVRODWRW tJ\ p2KiOy]|DW P&N|C
Beacon Flood

A WiPDGy KDPLV %HDFRQ *]HQHWHNHW Neck& hi@RLNEHQ
(PLDWW D PpJ QHP FVDWODNR]RWW NOLHQV QMPtMXGMD
csatlakozni sem tud. [73]

$ :/$1 KiOy]DWRN PHOOHWW D YHJHWpNHV KiOy]DWRN L
UpWHJEHQ $] LO\HQ WiPDGiVL PyGV]H Weqedtnokd mivéV HN L Q W
H] HOOHQ OHKHWVpJHYV D OHJN|QQ\HEEHQ YpGHNH]QL LC
,G QNpQW D]RQEDQ D WiPDGYQDN PHJpUL D NRENi]JDWR
OHKHWVpJHVY DNiU D W|EEL YpJSRQW KiOy]DWL IRUJDC
KDWpNRQ\ DNFLy LQGtWiVD LV /HKHWVpJHV RO\DQ I

® EHMWHWW WHUPLQIiO KLGGHQ WHUPLQDO HJ\ N|FSRQWL HJ\V|
YPWHON|U]JHWpPQ NtY«O KHO\H]JNHGLN HO 1tJ\+BJDRi¥ JNIGNVDWS i QB PN WWKH
PiIVLN WHUPLQiIiO LV DGQL NH]G D] D N|]SRQWL HJ\VpJQpO *WN|]pVW
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FPOKiOy]DWED NtYeOU O EHMXWWDWQDN HJ\ NiUWHY
LG SRQWEDQ PHJEpQtWMD D] HJpV] UHQGV]HU P&N|GpVp
'R6 WiPDGiVVDO (PLDWW p UIEHIRHE EW WH KW & WHQH WD WH
P&N|GKHO\L KiOy]DWRN WiPDGiVL IHO*OHWHLW D] DOND(
MAC flooding

Az Ethernet switc! HV]N|]IN PLQGHQ FVDWROYMXNRQ ILJ\HOLN
WDOIiBEKDIRQWRFtOPHEW pV D NHUHWHN LUi@akétiazD VRU
DGDWRNDW OLYHO D VZLWFK HJ\LN FVDWROyMiUD HJ\ F
HVIN|]INHW IHO NHOOHWW NpV]tWHQL DUUD D] iOODSRW!
is e0 IRUGXOKDW 6SHFLIiOLV DONDOPD]iVRNNDO OHKHYV
DPHO\HNEHQ D IHODGyY 0$& FtPHKHOMDHW® WRW] H O 8H® OrHi &
JHQHUIOYRWHBEEEHWHOLN D] DGDWRN WiygROHWWDO VPR
SLOODQDWWyYO NH]GYH D VZLWFK PiU QHP WXGMD WF
iWNDSFVRDIKAIIPYGED (] D]]JDO MiU KRJ\ YDODPHQQ\L E|
WRYIEEtWMD D] |[VV]IHV NLPHQHWONFLAQQ\MIWEWHQ/ HEL\] W
HJ\UpV]W OHODVVtWMD D KiOy]DW P&N|GpVpW PiVUpV]IW
D WHOMHV KiOy]DWL IR4JIDORP OHKDOOJIDWIiViW

'R6 WIPDGIDRNOY]DWL UpWHJEHQ

$ KiOy]DWL UpWHJ D KHO\L KiOy]DWRN ad Jti mas®RJWND S F
FtP]pVL PYyGRN PiU QHP D KiOy]DW IL]JLNDL KDQHP LQ
DONDOPD]JNRGQDN $ KiOy]DWL UpWHJEHQ NLYLWHOH]H
KiOy]DWRNEyYyO tJ\ QpSV]HU&VpJ*N MyYDO QDJ\REE PLQ\
PyGV]JHUHNp $ WiPDGy HJ\HWOHQ YpJSRQWEYO RO\DQ Ki
IHOGROJR]iVIW D FPOSRQW QHP NpSHV YpJUHAXDMWDQ]
WiPDGy YpJSRQW iOWDOIEDQ HJ\ MyO PHJYiODV]WRWW

“ +i0Oy]DWL NDSFVROYHV]IN]]

® $] (WKHUQHW WtSXV~ KiOy]DWRN D] *]HQHW\WJHWMRVNHO®H W pB$RHK
NeOG|WW DGDWKDOPD]W HOOiIWMD D FtPJHWW DM QRY DV EMFYD]GIWW H
DJRQRVtWyMiQDN YL]VJiODWiYDO PLQGHQ YpJ®&RBaVnemOaB@PWL KRJ
HJ\WW]JHU&HQ ILJ\HOPHQ NtY+O KDJ\MD (]RWDQH EHWrhReBI$EE D]RQR V1t
PRGHUQ (WKHUQHW KiOy]DWRN PiU NDSFVROyN DAY ] pMZQ MWK HK CDVA 1B O
NpSHV D 0$& FtPHN DODSMiQ N|]JYHWOHQ+O D FtP]HWWQHN N OGHQL
“$ 0%$& FtPHN WiUROQIiViUD V]R OJiQaddressalylé/NanoyHCAN). & RQWH QW

“ +8% KiOy]DWL HOHP D NiEHOHNHQ NHUHV]W+.O OiWV]yODJ FV
YpJSRQWRNDW N|WL HJ\ N|]|V KDV]QiODW~ VtQUH PiV QpYHQ EXV]UL
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WiPBDGY\HQ PYGRQ PHJQAYHIORV 5RHETUKHHW &~ FVRPDJRNDW N
V]iPiUD HVHWOHJ HU VtWHWW  YDJ\ UHIOHNWtY Py
PHIJVRNV]RUR]YD $ WIiPDGy VYpJSRQWRN V]iPiWyO p\
ViYV]pOHVVpPJIJW O 1¢JJ HQ D FpOSRQW ViYV]pOHVVpJH W
VIROJIOWDWIiVRN DQQ\LUD OHODVVXOQDN KRJ\ D QRUF
YiOIZ®

Ping of Death Attack

(J\ UpJL WIiPDGiVL PyGV]HU DPHO\QHN Q\LOYiQRVViJUD
rendsHUEHQ KDPDU PHJV]*QWHWWpPN D VpU<OpNHQ\VpJ
VDMiWRVViJD PLDWW pUGHPHVY D SUREOpPPiYDO IRJODON
(FKR 5HTXHVW ¢]HQHWHW KDV]QiOMD pV V]ILQWpQ D F
HUH G P p Q \\Wgrantibss thinden, BSD TCP/IP protokolpV SLQJ SDUDQF
PHJYDOyYVtWiVW KDV]QiOy RSHUiFLYyV UHQGV]HUW pULQ
elterjedt rendszert $ WiPDGiV VRUIQ D] A(FKR UHTXHVW  FVRPD
65535 byte-ot DPL HOPpOHWLOHJ OHKHWHWOHQ KLV]JHQ D F
NRUOIWR]RWW $]RQEDQ D] ,3 FVRPDJRN PpUHWH QDJ\R
PIVRGLN UpWHJIpEHQ KDV]QiOW SURWRNROMDKDHOPHN P
* ]HQHWHW V]iOOtWy ,3 FVRPDJRNDW D WRYIEEtWIiVEDQ
NLVHEE UpV]HN bi&jd alfxD JR&@AMV M D |V V |Mindéhiedyes-iMeRy O
IUDJPHQW UHQGHONH]LN HJ\ FtPPHO )UDJPHQW 2IIVHW
UpV] D WHOMHV FVRPDJRQ §£HEOG KRDI KRI@WE) IKEE Xi GI\O
HIW QHP HQJBBKEWNpiH YDQ RO\DQ *]JHQHWHW N+OGHQ
tJ\ D J)UDJPHQW 2IIVHW PH] NHW WHWV]pV V]IHULQW iOC
Q\tOLN DUUD KRJ\ RO\DQ FVERPDJREMWH VA pW MW@ DX HOU
kezd GLN YLV]RQW D IUDJPHQW YpJH PiU W~OQ\AOLN D C
KLEiV 7&3 ,3 VWDFN A(FKR UHTXHVW  ¢«]HQHWHLW NH]HO
tJpXIITHU W~OFVRUGXOiV N|¥YNNN\RP QN B HBRHIG B pEp\@ | L

$ SXIITHU W~OFVRUGXO0OiV D PRGHUQ V]iPtWyJpSHV UHQGYV
QDJ\RQ VRN WiPDGiVL PyGV]HU DODSMiW NpSHI]L

“ 078 OD[LPXP 7UDQVPLVVLRQ 8QLW D OHJQDJ\R¥EE] HWKBDQHWEI
KiOy]DWRN HVHWpPQ SpOGiXO E\WH
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Teardrop Attack

+D HJ\ URXWHU RO\DQ ,3Y FVRPDJJDO WDOIONRI]LN
FPOKiOy]DWRQ HQJHGpPpO\H]J]HWW PD[LPIiOLVY NHUHWPpULI
GDUDEROQLD IUDJPHQWIOIiV $] ,3 FVRPDJ IHMOpFH XJ
HVHWpPEHQ NLYpYH D )UDJPHQW 2IIVHW ,GHQWLILFDW|
JUDJPHQW 2IIVHW DGMD PHJ D UpV]FVRPDJ KHO\pW D
HI\WWpJHNEHQ 1RUPIiO HVHWEHQ D] HJ\PiV XWiQL UpV]F)\
HIJ\PiV XWiQUD NHU<OQHN iWIHGpV QpON«O OLYHO D
IHOGDUDEROW FVRPDJRNDW H] D IHODGDW D FtP]JHWWU
RO\DQ FVRPDJRNDW JHQHUIOQL DPLN PiU D N @GpVNRU
VRURQ N|GHDWM®H] NH]GHWH iWIHGpVEH NHU<O D] HO ] F
hJ\HVHQ PHJYIiODVIWRWW FVRPDJRNNDO HJ\ HO ] FVRP
SURWRNROO IHMOpFH LV IHOOtUKDWyY tJ\ NLMiIWV]KDYV
pUJpNHQ\ RSHUiFLYV UHQGV]HU HVHWpPEHQ DN8U YpJWHO
Land Attack

$ WiPDGiV Q\LWRWW 7&3 SRUWRN HOOHQ LUIQ\XO YDJ\L
P&N|G 7&3 V]JROJIOWDWIiV $ PyGV]HU OpQ\HJH D] KRJ\
FVRPDJRW N+OG° D/&BOGRIDWQDN DPHO\ KDPLVtWRWW ||
SRUW FtPPHO UHQGHONH]LN $ /$1' DONDOPD]iVD VRUIQ
XJ\DQD] D] iOGR]DW ,3 FtPH D IRUUIiYyeMkRp@iBtRUW FtF
VIROJIOWDWIiV FtPpYHO tJ\ D FpPOSRQW iOWDO N+<OG|W
VIROJIOWDWIiVKR] $] HUUH pU]JpNHQ\ UHQGV]HUHNEHQ
P&N|GpVNpSWHORRVpIJHW RNR]

Bonk Attack

A] HOMiUiV KDVRQOy D 7HDUGURS $WWDFNKR] GH LW
iWIHGpVHNHW WDUWDOPD] KDQHP D WHOMHV FVRPDJ
iOGR]DW D] ,3 FVRPDJ HOV GDUDEMiIQDN IRJDGiIVDNRU
ami eleggQG D WHOMHV FVRPDJ WiUROIiIViKR] $] HJ\HV GD
WHU*OHWHQ W|UWpPpQLN PHJ D FVRPDJ KHO\UHIOOtWiVD
NHJGHWH H]JHQ WHU<OHW KDWiUDLQ NtY«O HVLN DN
PHPYULDWHU*OHWHNHW LV IHO*OtUKDW DKRO PiV 1RQ\
(QQHN D SXIIHU W~OFVRUGXOiIVQDN EXIIHU RYHUIORZ I

¢ 7&3 NDSFVRODW IHOYpWHOpPQHN HOV OpSpVHNpPQW DIWH]GHPpQ
V]iQGpNiW
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AVpGHNH]pV PPGYW]|BIWAIGHONH]pMPBNOWJQ NN SBVRARODWRN
VIROJiOy RSyP@ashelPHIQ|YHOpPVH LOOHWYH D 6\Q &RRNLH
$ PHPYULDPpUHW Q|YHODpYV koazel DP ¥ ¥ GHVNHY HN@ SFHWD/MND J H W
PHIJROGIVVWodkied \QDV]QiODW [B2E %|WRMtWiPDGiVL PyGV]HU
YpGHNH]pV LV UpJyWD LVPHUW DDR6 WiPIMXVRNpWRWR Q'
sikerrel alkalmazViN D] HON|YHW N

UDP Flood Attack (Pepsi attack)

$ P&N|GpVY KDVRQOyYy D 7&3 6<1 IORRG DWWDFNKR] GH HE
KDV]QIiOQDN D EpQtWivVUD $] 8'3 SURWRNROO QHP KEC
KDQGVKDNH PHFKDQL]PXVW H]pUW KDPLVtWRWW IRUUI
7&3 HVHWpPEHQ D NDSFVRODW IHOpStWpVpKH] V]*NVpJ
KDPLVtWRWW FtPPHO QHP PHJROGKDWYy $ FVRPDJ E
VIROJIOWDWiV HOLQGXO D VJHUYHUHQ N]JNOAVDAH &9 p JHE
IRJODOYD PDMG D YiODV] HO iOOtWiVD XWiQ D KDPLVtV
Tipikus PYGVHIUHY VIHUYHUGLDJQRV]JWLNDL V]RQ8OWDWIiVF

'R6 WIiPDGIBR®ONDOPD]iVh UpWHJEH

$ WiPDGiV VRUIQ D WiPDGy JRQGRVDQ PHJYiODV]WRWW
WiPDGiVL PyG VN b WY MO LHQGV]HUHNEHQ WDSDV]WDOKE
KDV]QiOMD NL (J\ NpUpV HON+OGpVH VRNNDO NHYHVHE
HO iOOtWDQL +D D YDOYGL YLOIJEDQ P&N|G WHOHIRQF
KRJ\ D NpUGH] QHN HJ\V]HU&EE IHOWHQQLH D NpUGpVW
NpUGpVUH DGDQGY YiODVIW $ QpSV]HU& :RUOG :LGH
tartalmakat naM DLQNEDQ PiU OHJW|EEV]|U GLQDPLNXVDQ D
iOOtWMiN HO YDODPLO\HQ DGDWEI]JLVEYyO Q\HUYH D V]eN
P&YHOHWUH NpQ\V]HU+O D NLV]JROJiOy DNNRLUWFpOQRMNK I
EiIUPLO\H@zeNOHIHEB®YHQ P&N|G DONDOPD]iV PHJIHOHO D
NpUpVpQHN HO iOOtWiVD pV HON<OGpVH VRNNDO NLVH
YiODV]*]HQHW JHQHUIOIVD

 $ 6\Q &RRNLH HOMiUiV VRUIQ D AIpONpV]" NDSFVR@MWMRN iOOD:
SDUDPpWHUHNHW D YiODV]*]JHQHWEH NyGROMPJIVt]QD®IWIRIY IRUIQF
DNNRU D VJHUYHU HEE O HO WXGMD iOOtWDQL DpV]KNWHE M \VS/IpUP®E
HOOHQ U]pVpUH NULSWRJUIILDL PyGV]JHUHNHW KDV]QiOQDN
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1pKiQ\ HJ\W]HU& SpOGD LO\HQ WtSXV~ WiPDGiVRNUD

Email flooding

$ WiPDGy D MPpR'SR@avVqiPiUD QDJ\ PHRIGHWPEHI ¥ SHFLIOL
FPOSRQW KLiQ\RV ViJ B DKIRWPLHRIGI MNEKVDVIIW ¥ Bl O SIRVQ M/s ®GE H p
HOHNWURQLNXV OHYHOHN V]iPiUD NLVPPUHW& WiUROYNI
D FPOSRQW KiWWpUWiUIiQDN PHJW|OWpVH DPHO\ D WR
HVHWEHQ DNiU D WHOMHV RSHUiIFLYV UHQGV]HU P&N]|
QDSMDLQNEDQ HJ\UH W|EE NpUHWOHQ OHYpO pUNH]LN
P&N|GQHN "VLE®IDHWYH YtUXVV]&U DONDOPD]iIiVRN (J\ LO\
NLIHMHIJHWWHQ D V]ROJiOW Déwelekkel \ H{Q\ plL® HE HRIS W IORADHDUL
PYyGVIHU YROW D OHYpOERPEARpPpUHDME M| WPUPRYHWW iC
WDUWDOPD]y-BRIFEHOKDNV]9OL6DWD (J\ W|P|UtWHWW iOOR
FVDN ~J\ KDMWKDWy YpJUH KD D VJHUYHU YLYM{DiOOtW
IXWWDWMD YpJLJ D WHV]WHW +D D W|P|UtWHWOHQ
UHQGHONH]pVUH iOOy VIDEDG PHPyULD DNNRU D V]HUY
V]*NVpJHV KHO\HW H]HQ YLV]RQW W|EE QDJ\ViJUHQGGH
PHQQ\LVpJ& OHYpOOHO IHQQWDUWKDWY H]szBrvéP HPyULD
HU IR UdibiglaD K D [84y N

'HEV]JHUYHU WiPDGiVD

Egy webNLV]ROJiOy iOWDOIEDQHPDLIGCPEBAQ]iOMD| GD] SpOGiQ
SURFHVV] YDPIPIWIiOSRQW D W~O]RWW LIJpQ\BH¥pWHO F
WiPDGy HJ\LGHM&OHJ VRN SpOGiQ\W KR]Dsuk @HW UDHV PV I\
LQGtW HO NLV VHE HRK I REH JDPMVRQ D] |VV]HV UHQGH
processzt tJ\ D W|EEL IHOKDV]QiOy QHP NpSH\Ekkr ALV]ROJI
VIHUYHU HU IRUUiIVDL QLQFVHQHN W~O]RWaIdQa OHWHU
OiIWRJDWYNQDN PpJLV YiUDNR]JQLXN NHOO

(J\ LOV\HQ WiPDGiVW NLYLWHOH]QL QRUYWRMOR'RW P WG N PHAL
FVDN KHO\WHOHQ+O NRQILJXUiOW NLV]ROJiOy HOOHQ OH

6073 6LPSOH ODLO 7UDQVIHU 3URWRFRO $] HOHN®BR QUNXW DOMI Yk
YpJ] VJHUYHU N|]JWL NRPPXQLNiFLYyW PHJKDEMIQ RYP GI@MDMY /HtUiVD
6SDP D NpHBW VRQ ED @uildirNDON ROPD]RWW NLIHMH]pV HUHGHWLO
QHYH $] HOQHYH]pVW D ORQW\ 3\WKRQ WiUVXOPMWOMHINION DY pr¥® I G |
OHJLQNIEE -FHWD W tWSQW D Y H Q Chfipl/MMW. ybutibé Ndi/@afch?v=BIWk5bGno58
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26 '"'"R6 WiPDGIiIVRN

$ ""R6 WiPDGiVRN YDOYMIiEDQ HJ\HWOHQ GRORJEDQ N+O|
WiPDGy QHP HJ\HWOHQ YpJSRQWEYO LQGtWMD DNFLyM
egyszerre sok OHKHW OHJ PHP\® W|EE '#R6 'LVWULEXWHG 'HQ
NLIHMH]pVEHQ D A'LVWULEXWHG  V]y D] HORV]WRWW

GHILQtFLYMD OpWH]LN $QGUHZ 6 7DQH@EHDXP pV ODDUW

A$] HORVIWRWW UHQGV]HU D] |QiOOy V]iPtWyJpSHN RO\D
HJI\HWOHQ NRKHUHQV UHQGV]HUQHN W&QLN ’

(] D GHILQtFLY NpW N|YHWHOPpPQ\W WiPDViletve 4QiOO0y \
IHOKDV]QiOyMD V]iPiUD HJ\HWOHQ UHQGV]HUNPQW IX
P&N|GpVUH OHJ\HQ NpSHV (KKH] WHUPPV]JHWHVHQ D] \
iOOMRQ HJ\ LO\HQ UHQGV]HU $ NpV EE EHPXWDWRWW [
N[YHWHOPpPQ\HNQHN tJ\ QHP YpOHWOHQ KRJ\ D QHY-l
WiPDGiVRNNDO $ PyGV]JHUHN J\DNRUODWLODJ 'R6 Py
PHJHJ\H]LN D] RWW YpJJHWW EHVRUROiIVVDO D WiPDGi\
WiPDGy YpJSRQW MHOHQWL

""R6 WiPDGiDRKiOy]DWL UpWHJEHQ

$ WiPDEBWAV]HUHN OpQ\HJpEHQ PHJHJ\H]JQHN D 'R6 WiP
PYyGVJHUHNNHO D]JRQEDQ LWW HJ\ LG EHQ VRN YpJSRQW
QHKp] PHUW D WiPDGy YpJSRQWRN D KiOy]DWRQ V]pWV
KiOy]DWL IRUJDORPEYO NLV]J&UKHW N W~OWHUKHODpV!
NpQV\HOPHWOHQVpPJIJHO LV MiU (J\UpV]W D V]&UpV MH(
LJpQ\EH D KiOy]DWL HVIN|]I[NEHQ PiVUpVIW D NLV]&U
EHNHU*OQHN D QRUPiO IRUJDORP DGDWDL LV

DDoStiPDGiVRON DONDOPD]iVL UpWHJEHQ

$ VIROJIOWDWiVW Q\~MWy DONDOPD]iVW HIJDOG EBQ\QDJ
PHQQ\LVpJ& YPIJSRQWWDO OHKHWVpJHV DNiU HJ\ OHYHO
KDV]QIOKDWDWODQ OHYHOHNNHO +D D FpOSRQWRQ Np
DNNRU D KDWDOPDV OHYpOW|PHJ iWYL]VJiIiOiVD D SUF
NLV]ROJiOy IHOGROJR]iVL LGHMH RO\DQ GUIPDLDQ PHJC
OHiIOOiIVVDO
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$ONDOPD]iVL UpWHJEHQ NLYLWHOH]HWW +773 WiPDGiV

$ +773 +\SHUWH[W 7UDQVIHU 3URWRFRO D ZHEROGDC
SURWRNROO WDOiIQ D OHJV]pOHVHEE N|UEHQ KDV]QiO\
kliens-V]JHUYHU PRGHOOW N|YHW WUDQ]DNFLy DODS~ $ N
vaJ\ HIJ\pE HOpPUKHD] RERMMHMWYMPW+ 85/ 8QLILHG 5HVRXUF
D VIJHUYHUQHN D V]JHUYHU SHGLJ D YiODV]*]JHQHWPpPEHQ
iOWDOIEDQ VRNNDO U|YLGHEE PLQW D YiODV] YDJ\L
aszimmetLNXV P&N|GpV& ODQDSViJ HJ\UH W|EE ZHEHV V]F
NpUpV NLV]ROJiOiVD VRUIiQ YDODPLO\HQ DGDWEIJLVW |
H]iOWDO H[WUD V]ROJIOWDWiVRNDW EL]WRVtWYD D IHOK
lehet a DUWDORPEDQ YpJ]JHWW V]DEDGV]|YHJHV NHUHVpV
QHKH]HQ RSWLPDOL]JIiOKDWY OHNpPUGH]pVW NHOO YpJUH!
+D D WiPDGy NpSHV LO\HQ VRN HU IRUUIVW LJpQ\O N
YpJSRQWUYO HJ\ LG EHQ HON.OGHQL D NLV]ROJiOy V]iP]
NLV]JROJiOy DGDWEI]JLV NH]JHO MpQHN 6]pOV VpJHV HVHW
YHIJHWKHW $ KHO\]JHWHW V~O\RVEtWMD KRJ\ HJ\ +773 1|
nagyon U|YLG LG DODWW VRN LV HON*OGKHW EHO OH
WHOMHVtWPpQ\& V]iPtWyJpSHN KDV]QiODWD PHOOHWW L)
$ VIROJIOWDWiVRN iOWDOIEDQ DV]JLPPHWULNXV P&N|Gp\
PLQW D YiODV]W HO iOOtWDQL tJ\ N|JQQ\& OHIRJODOQL
V]iPtWiVL NDSDFLWiV

$ WiPDGiV DNiU HJ\ FFIRO|GID@ ERW|OWpVpPpYHO LV NH]GHP
HJ\ LG EHQ QDJ\V]iP~ YpJSRQWRQ HOLQGtWYD NRPRO\
WiPDGiVUD DONDOPDV OHKHW D] DOIEEL NyG

<html>

<head>

<title>DOS«</title>

<script type="text/javascript">

function Tolt()

{
sSearch =",

for (i=0; i<7; i++)

* Hypertext Markup Language.
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sSearch+= String.fromCharCode(65+Math.floor(Math.random()*27));
sSearch="http://www.aldozat.valahol /k ereso ?keresd="+sSearch;
document.getElementByld("dframe").src=sSearch;
var tt = setTimeout("Tolt()",1000);
}
</script>
</head>
<body onload="Tolt()">
<iframe id="dframe" src="about:blank" width="600"
height="600"></iframe>
</body>

(J\ HKKH] KDVRQOYy WHUPpV]HWHVHQ MyYDO NLILQRPX
ellen csaknem lehetetletn'Y pGHNH]QL URSSDQW QHKp] D URVYV]
PHIN*O|QE|]JWHWQL D QRUPIO +<]HPV]HU& IRUJDORPWYO
DJRQRVtWDQL D] DGRWW WiPDGiV HOOHQ PiU OHKHW
PHIROGIVW MHOHQW D] HORV]WRWW | WSk 8- N W ~ U D
KDV]QiODWiYDO D KiOy]DWEDQ HORV]WRWW WIiPDGy Yp.
IVVISRQWRVtWD® IQ DJWiPDHBWABWE RWQHWHN WHUMHGpPVpY
egy HORVIWRWW UHQGV]HUW NpSH]JQHN tJ\ PLQGHQ FpOS
WiPDGKDWQDN

27 5SHIOHNWtY )PBDo ¥ tWHW®iV RN

A "'R6 WIiPDGiVL PYyGV]HUHN WRY iBDE BHMI® DGR W MHO
SRUIQ PiV AiYpIBWRQWERNIDMHYH]IHWW UHKOWMNIWEQBN DM C
WiPDGYyNpQW YDJ\ LQNIHEHNHMWI\Y MpNSBWYWRNDW QHP V]:
elegeQG D] QWHUQHW VDMiIWRVVIJDLW PHJIHOHO PyGRAQ
VRUIQ D WiPDGy JRQGRVDQ PHJYIODVIWRWW DGDWIRU
WiPDGIVEDQ UpV]W YHY iUWDWODQ YpJSRQWRNDW KI
adatforgalmatgenelOMD QDN H]pUW D WpQ\OHJHV WIiPDGy NLV]&L

 $ FDFKH VIHUYHUHN HJ\ ZHEKHO\ WDUWDOPIW RFHWWDN i@ ® DDV yK |
KiIWWpUVJHUYHUHNUH $ FtPIHOROGIV pV D KiOy]DRWMLG KDWY OKRRPI\P B J
NOLHQVHN NpUpVpW PLQGLJ D KR]]JiMXN OHJNH HD HEEGH VO H U K i D}
WHUKHOpVW D V]&N NHUHVIWPHWV]HWHN NLDODNXOiViW

58 YJeUW|N NODV]WHUHN RO\DQ UHQGV]HUHN EBEHOYHNBHYQpSD V
I[IVVIJHNDSFVROiIVIYDO DODNXO NL D IHOKD\WQWiI OyWWLRIi UPQXHVPEE ¢
elosztott rendszer.

69. oldal






DOl azonosité: 10.17625/NKE.2012.008

FtPWDUWRPIQ\ED WDUWR]y ,3 IRUUIiVAZORb4NY haVE&W W D OPLC
VIROJIOWDWY EH LV WDU[B6/BODtY RM@MDLWN DY N D BWH B \W X (
VDMiW KiOy]DWEyO VDMiW KiOy]DWED LUIiQ\XOy ,3 FtPKD
sem lehet teliesen megoldo&.iDGiVXO *DIBIOHPHQWIOiVD QHP N|WHO
FVDN D VIROJIOWDWY KR]]iiOOi&v&yRenDLN KRJ\ DONDOPD
A6PXUI" DWWDFN

OLQGHQ ,3 KiOy]RyY roaNcaStp\WWHIIEANPH DPHO\UH «]HQHWHW
hiOy]DW |VV]HV YpJSRQVDMD KildyY DV tWHKDGNWY HUJD]GiMD D
iOOtWMD EH KRJ\ H] D FtP N*«OV KiOy]DWRN LUIQ\IiEyO
pPUNH] D KiOy]DW EURDGFDVW FtPpUH V]yOy FVRPDJUD
A6PXUI DWWDWN D\GRRUKQEDVDQ NRQILIJXUIiOW QDJ\ ViYV]p
WD UWD OP D] ykedsOty D)W RQW FtPpW KDPLVtWYD IHODGYNp
FtPpUH HEEhN telBests [HQHWHNHW Ne+OKGB QD WD PV VHHD YpJISF
YiODV]RO (FKR UHSO\ *]HQHWHSHW N*OGYH D FpPOSRQW
$ WiPDGiVL PyGIVPHO® HNMH ¥pW D] HOV LPSOHPHQWIFLYyW
QHYH DODSMDQPNDIWDIEE WIUWPQHOPL MHOHQW VpJH Y
NHU+<O KiOy]DWL ~WYiODV]WyN PiU J\iULODJ ~J\ NRQILJX
LO\HQ MHOOHJ& PYyGV]HUHNHW

TCP Syn+ACK Attack

$ WiPDGiV QDJ\RQ KBV RQPORGDWIi®DGiVKR] Dée®@enDQ HEE
QHP D FpOSRQW V]iPiUD N*OGLN D NDSFVRODW IHOY|
VISRQWQDN 7HUPpV]HWHVHQ D FVRPDJ IRUUIiV ,3 FtPH

tartalmazza. AN FVRPDJUD YiODV]XO NHOSYWHEK lcdonadi JIDOIEE
amelyeW D FpOSRQW NDS PHJ $ PyGV]HUQHN NpW QDJ\ HO

f D FPOSRQW V]iPiUD pUNH] FVRPDJ HJ\ VHPOHJIH\
FVRPDJV]&U N QDJ\ YDOyYV]tQ&VpPJIJIJHO iWHQJIHGLN

f D] iUWDWODQ YpJSRRWEQHNRRFRDNRMINEOG OLYHO D
QHP pPUNH]LN PHJ D KiURPXWDV MEKIRBIY WY ROVY F
OHJDOIEE KiURPV]RU ~MUDN+OGL D]W WHKiW D WIiPL
D FPOSRQW QpJ\ FVYRPDJRW NDS D] HU*NtWpV PpUWp

©5)& SBHTXHVW IRU &RPPHQW $] LQWHUQHW DODSYHW PHJROGIVDL
. (J\ YDOYV LO\HQ PyWVRBOWIHUDAD@i QY YHWNH] FtPHQ ROYDVKDWy
http://www.grc.com/dos/drdos.htm
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WHV]L D UHIOHNWtY '""R6 WIiPDGiVRNKR] $] 8'3 HVHW
KDPLVtWKDWYy HJ\ FVRPDJ IHODGYMiQDN ,3 FtPH $] iOGF
,3 FtP PH] EH D YiODV] QHP D FVRPDJRW WpQ\OHJHVHQ
iOGR]DWKR] IRJ HOMXWQL $ YiODV] iOW DO VEIPPQ® GAyQYDN
MyYDO NLVHEE ViYV]pOHVVpJUH YDQ V]*NVpJH D N+OGpVl!
(J\ '16 A$” UHNRUG OHNpUpVpKH] D NJ[YHWNH] E\WH Pp

10 iEUD '16 NpWHWKDUN SURJUDPPVPHNpPVItWHWWH

$ E\WH NpUpVUH YiODV]XO D N|YHWNH] FVRPDJ pUNH]L

11 iEUD '16 YiODNVYKDUN SURJUDPPDO NpV]JtWHWWH D V]HU]

$ YiODV] PpUHWH E\WH OHWW SHGLJ H] QHP LV H.
EHMHJ\]pVUH. BRDWANRPIN D NpUpV pV D YiODV] N|]WL
PDMGQHP KDWV]RURYVY DGDWORQJBORPOHRQH UDBOD\GW K
VIHUYHUHN FVRPDJMDL QHP V]&UKHW N PLYHO H] D Kit
IHQWL SpOGIiEDQ HJ\ Q\LOYiQRV '16 VIHUYHU iOWDO JHQ
$]RQEDQ OHKHWVpJHV RO\DQ '16 EHMHJ\]JpVHNHW LV N
IXQNFLYYDO QHP UHQGHONH] 7:7 UHNROQGIIW|EB NjBD VH\
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PpUHWBIUD LV Q|WHARGOWUIQ\~ HU VtWpVW MHOHQW YD
192NELW V IHOW|OWpVL LUIQQ\DO UHQGHONH] WiPDGy |
WHNLQWKHW OBLBMHVYVPGDWIRUIJDOPDW NpSHV JHQHUIO
(EEHQ VHJtWVpJpUH D QHP NHOO N|UsOWHNLQWpPVVHO
YDQQDN DPHO\HN HOIRJDGQDN pV YpJUHKDMWDQDN OH
LV $] LO\HQ ARSHQ UHVROYHU QpYHQ LVPHUW V]JHUYHU

$ONDORDPpWHIERHQLWHOH]HWW UHIOH®MWtY '""R6 WiPD

$] DONDOPD]iVL UpWHJEHQ P&N|G SURJUDPRNDW LV OHI
PLQG|VV]H D] AiUWDWODQ" YpJSRQWRNDW NHOO UiYHQQ
N OGMHQHN RO\DQ PHQQ\LVpJ& NpUpVW DPLQHN NLV
elpJWHOHQHN 1\LOYiQRV KiOy]DWUyO B\ ptlUK HDW O HHIWL E E
KHO\HQ P&N[®ROXOWDWiV D] HOHNWURQLNXV OHYHOH]
OHJNLIL]JHW G EE

EPDLO WiPDGiV

$] HOHNWURQLNXV OHYHOHNHW WRYIEEtWopl)6@¥3 6LPS
HJ\W]HU& SiUEHV]pGHV PyGV]HUW DONDOPD] D OHYHO!
*]JHQHWYiOWiV PXWDW EH

HELO tamado

250 Hello 3e44bd93.adsl.enternet.hu [62.68.189.147], pleased to meet
you

MAIL FROM: bill.gates@microsoft.com

250 2.1.0 bill.gates@microsoft.com... Sender ok

RCPT TO: george.w.bush@whitehouse.gov

550 5.7.1 george.w.bush@whitehouse.gov... Relaying denied

RCPT TO: bill.clinton@kewl.hu

550 5.1.1 bill.clinton@kewl.hu... User unknown

$ YDVWDJtWRWW VRURNEDQ ROYDVKDWY s]HQHWHNHW D
72 7 XWiQ DGMD PHEFtP]HW®GPHSDGIVD XWiQG | V@HWLH O H
KHO\]JHWEH NHU-O

f DIRQQDO HOOHQ UL]]H -KRagy D FtP]JHWW OpWH]LN
f iIWYHJ\H D OHYHOHW HOKHO\H]]H HJ\ IHOGROJR]iVL
KRJ\ D OHYpO-&lp]EHVtWKHW
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$] HOV OHKHW VpJ PHJOHKHW VHQ HU IRUUIV LJpQ\HV
VIHUYHU DNWXiOLV WHUKHOWVpPJpW O [1+JJHWOHQ+O D]F
PIVRGLN OHKHW VpJ D OHYpO EHpUNH]pVHNRU NHYHVHE|
YiUDNR]y VRU IHOGROJR]iIVDNRU D V]DEYiQ\QDN PHJIHOF}
KRJ\ OHYHOH Np]JEHVtWKHWHWOHDQ

$ KDJ\RPiQ\RV HPDLO '""R6 WiPDGiVRN HOOHQ PiU OpWH](
'16 ILJ\HOpV IHNHWHOLVWiN D]JRQEDQ D UHIOH[LY HOY,
YPGHWW V]JHUYHU LVz djan.ONNY® OMiIPRIGIVYBIUHNHW KDV]C
PHJWiPDGiViUD DPHO\HN iWYHV]LN D OHYHOHW PDMG
FtPJHWW PHJOpWpW $ WiPDGy KDPDVEW® SR\ \\N SIBRYLH @ |
OHYHOHNHW D VJHUYHUHQ QHP OpWH] HPDLO FtPUH
PUWHVtWpVW D FPOSRQW V]iPiUD N+OGL HO MHOHQW V V
+D HJ\ LO\HQ WiPDGiVUD ERWQHWHNHW pV QDJ\V]iP~ |
YpPGHNH]pV PHJOHKHW VHQ QHKp]lp YiOLN $ OHYHOH]
NRQILIJXUiOiVD PLQGHQNpPSSHQ FV|NNHQWL D] ,LO\HQ D
azonban 3 HOHNWURQLNXV OHYHOH]pV J\HQIpHAMPW B VD K HY [F
DPLYHO PLQGHQNL QDSRQWD V]HPEHVsO

28 ''R6 WiPDGiVRN HOOHQL YpGHNH]pV PyGV]HUH

$ "R6 WiPDGiVRN HOOHQL YpGHNH]pV HOV OpSpVH D W
VIHULQW H] QHP PLQGLJ HJ\pUWHOP& PLYHGChoGy PHIJWiP
YDODPL QLQFV UHQGEHQ D UHQGV]HU P&N|GpVpYHO $ F
HVHWHN G|QW W|EEVpJpEHQ QHP N«OV WiPDGiVQDN N|
YDODPHO\ HOHPH HOURPOLN D NRPPXQLNiFLYyV FVDWR
leIDVVXO D EHOV YDJ\ D N+OV KiOy]DWL HOHPHN KHO\\
WHOMHVtWPpPQ\ $] LV HO IRUGXOKDW KRJ\ D QRUPIOl
pPUGHNO GpV RNR]]D D SUREOpPPIW QRYHPBHD PiVR(
Netrisk DDR6 WiPDGiVUyO V]iPROW EH pSSHQ DNNRU DPLN
EL]WRVtWiV NBBJOSN XIDNWRULWV]DEiO\R]iV VIHULQW QRYHPE
YROW OHKHWVpJHV EL]WRVtWYW YiOWDQL D JHi&MDUP& N
FpJ KLYDWDORVDQ YOHPYy Y MPKEOWB EWDN D IHOIRNR]JRWW
DOXOPpUHWH]HWW NDSDFLWi{V~ YROW D EL]JWRVtWiVL DO
$ WiPDGiV WpQ\pQHN IHOLVPHUpVH WHKiW D] HOV OpSp
NH]GHQL D] LO\HQ HVHWHNEHQ V]RNiVRV HOMiUiVRNDW
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KDWiUR]QL D WiPDGiV PyGV]HUpW XJ\DQLV FVDN HQQI
YiODV]OpSpVHNHW PHJWHQQL (]JHO E YHEEHQ D] pU
IRJODONR]JRP DKRO |VV]HI\&MW|WWHP pV NDWHJRUL]JiOW
$ PiU PHILQGXOW '""R6 WiPDGiVRN HOOHQL YpPGHNH]pV Ny
SUHYHQWLtY YDJ\[BHDNWtY PyGRQ

A SUHYHQW!tYDRMGD/ ]SO KRJ\ D FpPOSRQW LJ\HNVILN PH
EHN|[YHWNH]WpW YDJ\ SHGLJ SUYEIiOMD IHQQWDUWDQL
DODWW $ WiPDGiV EHN|YHWNH]WpW WHUPpPpV]HWHVHQ VR
J\HQJH SRQWRNDW OHKHW PHJHU VtWHQL YDJ\ LVPHUW
OHKHW VpJ | NpQW D 'R6 WiPDGiVRN HOOHQ OHKHW KDW
pS+O YDODPLO\HQ UHQGV]HUKLED NLKDV]QiOiViUD $
OHJW|EEV]|U D AQ\HUV HU V]DN’ PYyGV]HUpW N|YHWLN
FPOSRQWQDN DPL QHP LJpQ\OL UHQGV]HUKLED NLKDV]
NLRV]WiVL YDJ\ HU IRUUiV VRNV]RUR]y PHFKDQL]PXV VI
HU IRUUiIV NLRV]WiVL PHFKDQL]PXV D PHJOHY HU IRL
IHOKDV]QiOyN V]iPiUD DOORNIOQL D WiPDGyN HO|O SHG
SUREOpPPiIW D MRJRVXOW IHOKDV]QiOyN D]JRQRVtWiVD M
DONDOPD]iVRN V]LQWMpQ D]JRQEDQ D V]iPtWyJpSHV Ki
DNDGiO\DL YDQQDN 0tJ D] DONDOPD]iIVRN HVHWPpPEHQ
LGHQWLW\ WKHIW VHJtWVpJpYHO NpSHVHN D WiPDGyYN
HVIN[]IN VILQWMpQ VRNNDO HJ\W]HU&EE GRBOJWNHVURERQ 1
FVRPDJV]HUNH]HWHW KDV]QiO DPLQHN PLQGHQ HOHPF
WiPDGiVRN DPHO\HN D KiOy]DWL HU IRUUIVRN WHOMHV |
YpGKHW N NL D] HU IRUUiIV NLRV]WiVL PYyGV]HUHNNHO
megfHOHO yYLQWPpP]NHGpVHN P[BEYWPWWH Q@ HOPMD & | BNV RO ¥
D N[YHWNH] N

f KDPLVtIWRWW IHODGyYyL FtPPHO UHQGHONH] FVRPD.
filtering);

f PLQGHQ RO\DQ KiOy]DWL V]ROJIOWDWiV OHWLOWIiVD
LUIQ\iEYO QHP V]*NVpJV]HU&

f UHGXQGiV LQIRUPDWLNDL HV]N|]IN EHV]HU]pVH

(JHN D PyGV]JHUHN D]RQEMDQ EG®DR~ELMQDROVHI\UH W~O0K!
NDUDNWHULV]WLNiM~ WiPDGiVRN HOOHQ KDWiVRVDN
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$ PIVLN Py@AEHURUUIV VRNV]RUR]P PHPOBQLRANXVGHMpUH
HU IRUUIVRNDW IRJODO DPHOO\HO RSWLPiOLV HVHWEH
VHP PLQGHQ HVHWEHQ Q\~MW PHJEt]JKDWYy YpGHOPHW
EHV]HU]pVH DQ\DJLODJ NRPRO\ WHUKHW UyKDW D SRWH
NpSHVY EHYRQQL ~MDEE HV]N|]|[NHW D WiPDGiVED

A UHDNWtY AYGNDWWD]iVDNRU D FpOSRQW D]JRQRVtWMD
PHJIHOHO PyGRQ UHDJIiOYD NpSHV D]W PHJIiOOtWDQL
WiPDGiV PyGV]HUpW D WIiPDGIiVEDQ UpV]W YHY YpJSR
HVIN|]INNHO UHQGHONH]QLH DPHO\HNNHO H]JHN D YpJSR
$ NpW PyGV]HU HJ\*WWHVHQ LV DONDOPD]KDWyY V W H]
.LYiOy SpOGDOFEDWHEHN|YHWNH]JHWW D %HW&ULV QHY&
HOOHQL '""R6 WiPDGiV HVHWH RNWYEHUpPEHQ LVPHUH
N[YHWHOWHN D &RVWD 5LFiEDQ P&N|G FpJW O QHP Il
KDV]QiOKDWDWODQQi WpWHOpPW KHO\H]WpN NLOiWiVED

HJ\HG+O VRN PiV IRJDGYLURGIW LV PHJFpOR]JWDN PiVL]
%RRNPDNHUV QHY& IRJDGYLURGD YROW $NMGBVEDN RO\I
%HW&ULV pV D RHOWBIWAWIN D QpKiQ\ H]JHU GROOIiUF
NLILJHWpVpW (UUH YiODV]XO D WiPDGYyN W~OWHUKHOW
KDV]QiODWiYDO $ &DQ%HW YHV]WGe0\D@IBHOM o B&CrisD O D W W
pedig napi 100 EHYPWHONLHVpVW VIHQYHGHWW HO $ NpWw |
PUGHNHVHEE N XJ\DQLV IHOYHWWpN D KDUFRW pV Ej
NHUsOW GH YpJeO VLNHU+OW OHJOHYpON EH MU R B BoyNoDW N
~J\ JRQGROWIiN KRJ\ VDMiW HU E O LV NpSHVHN W~OpO(
RO\DQ HU V YROW KRJ\ QHP FVDN D V]JHUYHUHLN KDQH
VIROJIOWDWY KiOy]DWD LV P&N|GNKVYDYS WIHNHQWp Y HI WV
NLpStWHWWHN HJ\ SURFHOHQGG&RHUW DIUKRISEDQ DPHO\ I
VIHULQW HOpJ HU IRUUIVVDO UHQGHONH]HWW DKKR] |
KiOy]DWL IRUJDOPDW OLQW NLGHWIPW G F\EROWI@H /O X PUE
HVHPpPQ\HN VRUIiQ D UHNRUG DGDWiW Y A Hogyhlolk HEHV V p
V]&UpVpPpKH] V]*NVpJHV UHQGV]HU NDSDFLWiViW IRO\DI
FVDWIiUR]iV XWiQ D WiPDGiVRN PHJV]&QpoHo, hSZeRQEDQ [
EIUPLNRU IHOEXNNDQKDWRWW HJ\ ~MDEE SUYEiONR]y H.
(JPUW VDMiW HU E O QHNLIOOWDN D WiPDGyN XWiQ Q
SUYEIONR]iV XWiQ VLNHU+<OW LV DJRPBVtWDQLXN HJ\ RUF
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$ &DQ%HW IHOMHOHQWpPVW WHWW D %HW&ULV SHGLJ
NHTCU-nak®* DPHO\ D] RURV] KDWyViJRNNDO HJ\*WWP&N|GY
WDJ~ OHWWRUV]iJL EDQGiW LOOHWYH KiURP RURV] IL
ELIWRVtWRWW iN[@] % BERRWINRWKRL]RQ\tWiVL HOMiUiVD X'
PLQGKiUPDQ IHMHQNpPQW pYX|UW|QE*QWHWpPVW NDSWD
A fenti esetMyO PXWDWMD KRJ\ PHNNRUD YHV]pO\W MHOHQ
W~OWHUKHOpPVHV WiPDGiV V]pOV VpJHV HVHWEHQ DNiU
ERWQHWHNNHO DNiU W|EE KpWLJ LV IRO\DPDWRVDQ P&
LQWHUQHWHY V]ROJIiOWDWIiVL NpSHVVpJH tJ\ VRNDQ LQ
WDUWRP NLHPHOQL D]JW LV KRJ\ D ""R6 WiPDGiVRN HOO|
D] HJ\HG-OL PHJEt]JKDWy PyGV]HU XJ\DQLV D] HU IRU!
PYGV]JHUHN EiUPLNRU KDWiVW DOPHIMIIOB\®@YN H UK IR UL i W
UHQGHONH]JLN (QQHN LOOXV]WUiOiViUD YL]VJiOMXN PFH
FPOSRQW DGDWiWYLWHOL NDSFVRODWIQDN W~OWHUKH
ERWQHWHW KDV]QiO DPHO\QHN WD JBbkDiendélkpDekV ViY ~ |
128NELW V iWODJRV IHOW|OWpVL ViYV]pOHVVpJIJHO (] D
EHFVOpY D WHFKQROyYJLD IHMO GpVSpOWHP@YRSOWLEDI
KR]]ilpUpVL KiOy]DWRN NLDODNXOiViYDO pV WpUQ\HUpV,
QDJ\WIJUHQGL XJUiV 1AV VHYONp O HVOKHWW~OWHUKHOPpVp
NOLHQVVMWRPRMIDMWEDQ iEUIJROWDP N+O|QE|] FpOSRQWHF
WiPDGiVL PYGV]HUHN [+JJYpQ\pEHQ

WIiEOi]DWGDWKiOy]DWL '"R6 WiPDGiVRN VLNHUHV NLYLWHOH]pVpK

7iPDGiVL Py TCP SYN FLOOD S5HIOHNW1tY 7 SHIOHNWtY
&pOSRQW HU Vt\| FLOOD HU V HU VtW
%pUHOW Y
P 16 4 3
(2 Mbit/s)
%pUHOW Y
P 64 16 11
(8 Mbit/s)
EWODJRV L(
_ 781 195 131
szerver (100 Mbit/s)
Gyors internetes
Y 7812 1953 1303
szerver (1 GB/s)

% National High-Tech Crime Unit.
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[iIWKDWy KRJ\ D QPHHR D/G-ROW WIHORMPpWHOHNQHN PHJIHOHO
NLIHMHJHWWHQ J\RUW%QW N iWHNDWOHWKBW pV HU VtWHWOH
PyGV]HU PHOOHWW LV NHYHVHEE PLQW WDJEyO iOO
YpJUHKDMWIiViKR] $ FPOSRQW OHKHW VpJHL D SUHYHQV
URVV]LQGXODW~ DGDWIRO\DP V]&UpVpUH YDJ\ SHGLJ
NRUOiIWR]YyGQDN $] DGDWIRO\DP V]&UpVH QHPa PLQGHO(
UHIOHNWtY '16 WiPDGiV HVHWpPQ H] VDMiW P&N|GpVpQHN
WpWHOpPW MHOHQWL $] HU IRUUiIVRN PHJQ|YHOpVH
NJOWVpJYRQ]DWDL LV YDQQDN $ WiPDGYyQDN H]]HO V]
W~OWHUKHOpPYV IHQQWDUWIiViUD

f OHJQ|YHOL D WiPDGIiVEDQ UpV]W YHY NOLHQVHN V]i
SRQWRVDQ QHP LVPHUW GH GHUtWHWWHN PiU IHO
ERWQHW WXODMGRQRVD V]DEDGRQY E M VHIOHW HDN WiR B
20\DQ NOLHQVHNHW YiORJDW EH D] DNFLYED DPHO\
0iVLN KDWpNRQ\DEE '""R6 WHFKQLNiW YiODV]W $ W
'16 WiPDGiV HU VtWpVL pUWpNH iWODJRV '16 UHN
eONpSJHOKHW N RO\DQ VSHFLiOLV '16 UHNRUGRN
KDWpNRQ\DEEDN SpOGiXO H[WUpP KRVV]~ 7:7 EHMH.

$ UHDNWtY PYGV]JHU LG QNpQW QHKp]J]NHVHEE GH PLQGH
HOOHQL WiPDGiV VRUIQ DONDOPD]RWW HU IRUUIV VRNV]
D YHVIWHVpJHNHW GH D WHWHPHYV EHYpWHONLHVpV D]
YPGHOHP PHIJW|UKHW KD D WiPDGy UHQGHONMH]LN D 1
WiPDGiVRN FVDN D WiPDGy IHONXWDWiVD pV VHPOHJHVt\

29 |YHWNH]WHWpPVHN

&pONLW&]pVHLPQH®HPHUJHWDBWDR D 'R6 pV ''R6 WIiPL
DONDOPD]RWW WiPDGiVL PyGV]JHUHNHW pV D] LURG
EHVRUROiIVRNDW OLYHO ~J\ tWpOWHP PHJ KRJ\ D] LURG
QHP IHGLN OH WHOMHVHQ D] iOWDODP HOYiUW N|YHW
PyGVIHUW GROJR]JWDP NL $ W~OWHUKHOpV HnjdilaP DGiVR
,62 26, V]DEYiQ\ iOWDO DMiQORWW KiOy]DWL UpWHJIHN
WiPDGIiVW NLYLWHOH] DGDWIRO\DP NHOHWNHBVL LOC
NI[YHWNH] KiURPI¥RH RRzsohan® \ E D
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f 'R6 NHYpV V]iP~ WiPDGy YpJSRQWEYO NH]GHPpQ\H]H

f ""R6 HI\LGHM&OHJ QDJ\V]iP~ YpJSRQWEYO NH]¢
adatfolyam);

f BHIOHNWtY ""R6 HU VtW NpQW KDV]QiOW AiUWDWOI
YpJUHKDMWRWW WIiPDGiV

OLQGHJ\LN RV]WiO\RQ EHO+0O KiURPIpOH PHJFpO]JRWW Up'

f Adatkapcsolati;
f +iOy]DWL
f $ONDOPD]iVL

$] tJ\ NLDODNtWRWW NLOHQF DORV]WiO\UyO PHJIiOC
J\DNRULVIJIQDN DODNXOiVD DUUD PXWDW KRJ\ D OHJ
PYyGVJHUHN D '""R6 pV D UHIOHNWtY '""R6 DPHO\HN D KiO
YpPGHNH]pVW HUUH FpOV]HU& RSWLPDOL]IiOQL
5iPXWDWWmKiOy]DWL UpWHJEHQ NLYLWHOH]HWW UHIOF
OHJQDJ\REE YHV]pO\IRUUIVW PLYHO D WiPDGYN HEEHQ
pV HPLDWW QHKH]HQ V]&UKHW YpJSRQWRN VHJtWVpJp
*\DNRUODWL SpOGIiQ NHUHV]WeO EHPXWDWWDP KRJ\
DGDWIRO\DP VRNV]J]RURVD OHKHW D] HJ\WW]JHU& '""R6 WIiPL
botnetek ellen is sokkal nehezeBb YpGHNH]pV
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3. FEJEZET
BOTNETEK

. XWDWiVDILPHYiROIDStWRWWDP KRJ\ D] LQIRUPDWLNDL L
NRPRO\ JRQGRNDW pV tJ\ MHOHQW V DQ\DJL NiUW L\
WiPDGiVRN %L]JRQ\tWRWWDP KRJ\ D] LO\HQ WiPDGiVR!
PYGRQ D IHQ\HJHWpV PHJV]*QWHWpPVPYHO OHKHW IHOC
W~OQ\RPy W|EEVpPJpEHQ HJ\ IHUW ]|WW V]iPtWyJpS H]pl
YPGHOPPQHN HU VtWpVpKH] V]*NVpJHVQHN WDUWRWWDP
PHIJLVPHUpPVPW $ QDJ\V]iP~ IHUW J|[WW YpJSRQW DNNRU
N[]SROW®Q\tWiV DOi NHU-O D] LOVHQ KiOy]DWRNDW D V]D
-HOHQOHJ D OHJW|EE W~OWHUKHOpPVHV '""R6 WiPDGiVW
IRQWRVQDN WDUWRWWDP H]JHN PHJLVPHUpVpW )HOWpPW
meghaWiUR]KDWYy D N+]GHOHP HOOHQeN H]pUW PLQGLJ I
PyGV]JHUUHQ OHKHWVpJHV

(EEHQ D IHMHJHWEHQ EHPXWDWRP D ERWQHWHN P&N
WIUWpPQHWpPW IHOKDV]QiOiVL WHU*OHWHNHW k@ XWYEE
WHYpNHQ\VpJHN EL]JWRVtWKDWQDN OHKHW VpJHW D ER
IHONXWDWiViUD 6]LQWpPQ D IHONXWDWiV OHKHW VpJH ¥
JPpSHN N|J|[WWL KLHUDUFKLD PHJLVPHUpPVH LV sRaYHO D]
WiPDGYyWyO KDWiVRV PHJROGiV OHKHW $ WHFKQROY]J
HV]N|[][NHW DONDOPD]y PHJROGiIVRN LV OpWUHM|KHWQH N
HVIN[]IN YHV]pO\H]WHWHWWVpJpW LV

31 3iUKX]DPRV HORV]WRWW UHQGV]HUHN

$ V]iPtWiVWHRKQINCEDYPHUW IRJDORP D] AHORV]WRW!
VIVWHP DPHO\EHQ D IHODGDWRW QHP HJ\HWQHN V]iPt
DONRWJ\PHVWYO DNiU QDJ\ WiN RQWiWFBG NOSYUKX]DPRVD
LG EHQ GROJR]QDN D IHODGDWRW IHORVIWYD HJ\PiV I
QDJ\REE WHOMHVIWPPQ\UH OHKHW@HNP HN\YSRIV B NV | ifPLt U\
NDSDFLWiw+WyJpS KLV]HQ D] DONRWYHOHPHN V]iPiW HC
EHIRJODOY pS*OHW PpUHWH D WiSiUDPHOOIW.WanQHKp]Vp
DJRQEDQ HJ\ QDJ\ KiWUIiQ\XN QHP PLQGHQ IHODGDW R
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UpV]IHODGDWRNUD tJ\ D] DONDOPD]iVL WHU<OHW+N HU
*WHPH]pVH LV ERQ\ROXOWDEE PLYHO D UHQGV]HU HO
VILQNURQL]iOQL D YpJSRQWRN iOWDO HOYpJJHWW IHOD
UpV]IHODGDWRNDW NL NHOO RV]WDQL

AZiQWHUQHW WHUMHGpPVpPYHO HJ\UH W|EE V]iPtWyJpS ND
V]iPtWyJpSHN WHOMHVtWPpPQ\pQHN pV D NDSFVROYC
ViYV]pOHVVPIJpQHN Q|YHNHGpVpPYHO KDWDOPDV V]iPtw
IHOKDV]QiOiVD VRNDN ILJ\HOPpW IHONHOWHWWH 9DQQD
LV GH WHUPpPV]HWHVHQ D] iUQ\pNRV ROGDO NpSYLVHC
V]iPtWyJpSHN |[VV]JHNDSFVROiViYDO OpWUHM|Y KiOy]DWR
Az olyan +ta IHOKDV]QiOy WXGWD -QfONADy PHSHNHW | [DAPW O\H N
PVIJUHYpWOHQ+0D LVJiP\HWKIPEMN V]OHQJ A]JRPEL’ QpYHQ
HOQHYH]pVsN D URERW V]yEyO V]idRDYEHRVIRWD OA E R W
NHOHWNH]JHWW KiOy]DWRW SHGLJ ERWQHWQHN QHYH]L!
KDV]QiOMiN W~OWHUKHO p W\ \|WEPHDICEOIRRNDL QG tWININD VV
HEEHQ D IHMH]HWEHD WPNDUOKID\ERWQHWHN WHNLQWKHW
OHJIRQWRVDEE HVIN|[JHLQHN DPLQHN RND D VHJtWVpJs
V]iPtWiVWHFKQLNDL HU IRUUiIV V]iPtWiVL NDSDFLWiV
DGDWRN V®NDViJD

32%$ ERWQHWHN P&N|GpVH pOHWFLNOXVD
(J ERWQHW iOWDOIEDQ QpJ\ QDJ\ HJ\VpJHW WDUWDOPD]

f $ ERWQHW WXODMGRQRVD DNL D] LUIQ\tWiVW YplJ]
V]IiPtWyJpSHNQHN V$HPPWQ\YWY\ V]HPpOSHWMgYyAERWKH
AERWPDVWHU  QpYHQ LVPHUWHN
$ ERWQHW WDJMDL YDJ\LV D IHUW J|WW V]iPtWyJpS#H
$ ERWPDVWHU pV D ERWQHW N|]JWL NDSFVRODWRW |
HOMXWWDWY NRPPXQLNiFLYV ~WYR@an@ol (CBHO\HW
FVDWRUQIQDN LV QHYH]QL

f Drop server, aERWQHW iOWDO J\&MW|WW DGDhahNRN WIiUR
DPHO\KH] D ERWQHW WDJMDL pV D ERWPDVWHU LV K

®$ AKHUGHU" PDJ\DUXO ASivdieRdmi aka utaV, hddy & bometat ikkbll terelgetnie
valakinek.
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$ ERWPDVWHU NpWIpOHNpPpSSHQ MXWKDW HJ\ P&N|G ERV
egyHW YDJ\ HOUDERO HJ\ PiU OpWUHM|WWHW $ ERWQHMW
WRYIEE iOWDOIEDQ QHP\PRERW® HNWSHIYHWFLNOXVD D] DOI
[94]

7HUMHGpPVL Ii]LV

$ ERWQHW V]HUYH] MH LJ\HNV]LN PLQpQJRW\EHRE Q\J XQ VW
programot, vagy malwar®y (KKH] YIiOWR]DWRV WHFKQLNINDW KD
FVDWROiIVDNpQW N«OGL D E|QJpV] SURJUDPRN EL]JWRQV
MXWWDW EH ZHEROGDODNUD YDJ\ DNiU D] RSHUIiFLY
DXWRPDWLNXVDQ WHOHStWL IHO EOWDOIEDQ H] D IliJLV
WHOHStW DPHO\ HJ\ HO UH PHJKDWIUR]JRWW KHO\U O
IXQNFLRQDOLWIiV~"*NOLHQVSURJUDPRW

JHUW ]p¥L Ii]L

(EEHQ D Ii]JLVEDQ W|UWPpPQLN PHJ D WpQ\OHJHV ERWQHMW
PHJ WHUPpV]HWHVHQ D YtHIXW@OUWHAMEPREAUGRRN] tXJ\DQ
PYGVIHUHNHW KDV]QiOMD PLQW D YtUXVRN $ NpW OHJC
programNyG EL]JRQ\RV UpV]HLQHN D GHWHNWiOy PHEKDQL]P:
YDJ\ D URRWNLWWLQJ UHQGV]J]HUDGPLQLV]JWUIFLYV MRJF
UHQGV]HU EHW|OWpVpQHN NRUDL V]IDNDVI]IEDQ $ THUW
NOLHQVSURJUDP P&N|GpVH NpV EE LV UHMWYH PDUDGN
P&N|GpVL LGHMpW

9H]pUO & FVDWRUQD NLpStWpVH FVDWODNR]IV

$ IHUW J|WW V]iPtWyJpSHN D & FVDWRUQD KDV]QiODW,i
N|IJSRQWL YH]pUOpV BRWPRDWIWHRYHMHIDV]HUUH NpSHV

V]iPtWyJpSHNHW YH]pUHOQL UpV]*NUH IHODGDWRW DGGQ
VIHPSRQW D] KRJ\ D NRPPXQLNiFLYy QHKH]J]HQ OHJ\HQ |
W~OpOpVL LGHMpW KRVV]DEEtWMD PHJ

7iPDGy li]LV

(] D YpJV lilLV D ERWQHW DNWtY P&N|GpVpPQHN LGHMH
'R6 YDJ\ ""R6 GH DNiU FVDN YDODPLO\HQ AEpNHLG V~
DKRO D OHIJN|QQ\HEEHQ pV]OHOKHW N D ERWQHWHN pV
P&N|GpVeN EHV]*QWHWKHW

®$] LOV\HQ XWyODJ OHW|OW|WW SURJUDPRW AV]iOOtWPiQ\QDN" SD\(

83. oldal



DOl azonosité: 10.17625/NKE.2012.008

3.3 Botnetekt |[UW peQ HW

7XGRPiIQ\RV FpOODO LQGXOW D 6(7,#+RPH SURMHEW
Q\RPDLQDN IHONXWDWiViUD LQGXOW $ 6(7, HIJ\ EHW&V
,QWHOOLJHQFH " V]DYDN NH]G EHW&MpPE O NHOHWNH]HW
NXWDWiVW $ W|EE V]i] UIGLYWiIYFV QDSRQWD N|U-OEHO
DPHO\ HOHP]pVpKH] V]XSHUV]iPtWyJpS WHOMHVtWPpQ\

rendszerbeQ WHUQHWHQ NDSFVROYGyY N|[UsOEHO+<O PLOOLY V
WXODMGRQRY pSSHQ QHP KDV]QiOMD PiVUD OHJYDOyVt
QpKiQ\ SHUF IHOKDV]QiOyL LQDNWLYLWiV XWiQ EHNDSFV
YpJH] PXQNiW $ WHUYHN V]JHULQW DOWWYI™F4]H& QA W)
UpV]HFVNHJ\RUVtWY pV *WN|]WHW EHUHQGH]pWIiWDO V
LV LO\HQ KDWDOPDV PpUHW& HORV]WRWW V]iPtWyJpSHV
(JHN D SURMHNWHN WHUPpPpV]HWHVHQ D IHOKDV]QiOyN W.
NLKDV]QiODWODQ HU IRUUIVRNDW D]JRQEDQ YDQ HJ\ Pi
HORV]WRWW UHQGV]JHUHN NOLHQVSURJUDPMDL WHOHStV
QpON+O LV D]-B®DPYRMNMDW IDPQHN YtUXVDL PiU OHIHNWHW
HD RV]WiO\R]QL VIHUHWQpPQN D URVV]LQGXODW~ DONDO
SDUDPpWHU DODSMiQ W|UWpPQKHW IHUW ]JpVL PyGV]HU Y
$ IHUW ]pVL PyGV]HU VJHULQW HJ\ URVV]LQGXODW~ NyG

f 3DVV]tY YDODPLO\HQ KRUGR]y AYtUXVJD]GD  iOW
NyGRNUD HO VIJHUHWHWWHO KDV]QiOMiN D AYtUX
V]iPtWyJpS WRYIEEL V]iPtWyJpSHNHW NpSHV PHJIHU
NyGRW HOHLQWH iOORPIQ\RNED NpV EEKWMOBIW WIR C
iOGR]DWKR] DQQDN ALPPXQLWIiViwW~ SHGLJ YDOD
NLNHUsOQL PDJXNDW KDV]QRV WDUWDORPQDN iOFi]

f $NWtY DPHO\ HVHWEHQ D NiURNR]y NyG VDMiW PDJC
(KKH] iOWDOIEDQ D FpPOSRQW UHQGV]HUpPEHQ WDOIC
NL DPHO\ VHJtWVpJpYHO D WIiYROL V]iPtWyJpS UiY
SURJUDPNYG YpJUHKDMWiViUD $] LOVHQ WtSXV~ SUF
arra is, hogy ezeMyYD O IHM O H W Vok] Biit Y+ BEKNQL]P X V

KezdeWEHQ D URVV]LQGXODW~ NYyGRN FpOMD FVXSiQ D Nil
tartalom - ASD\ORD@GWDXOIEDQ iOORPIQ\RN W|UOpVpW PHJYiC
PHJIHOHO HO UH SURJUDPR]RWW IHOWpPpWHOHN WHOM
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kifinomXOWDEE HOMiUiVRN DPHO\ VHJtWVpJpYHO D] iOGR
WiPDGy V]iPiUD HOpUKHW Yp YiOW tJ\ WHOMHY HOOHQ L
Kiwvy DMWyW Q\LWRWW D V]iPtWyJpSHQ UiDGiVXO PDJi
WUYBDYQDN LV NH]GWpN QHYH]QL D J|U|J|N iOWDO 7U
HPOpPNH]YH

$ NH]JGHWL SUYEIiONR]iVRN %D&EWDXHN |IKCHPDU BNJRRBWND\
LOV\HQ DONDOPD]iVRN HUHMpW D]JRQEDQ NRPRO\ FpOR|
mivel D ITHUW ]J|WW JpSHNHW HJ\HQNpQW NHOOHWW LUIC
PUGHNpPEHQ NL NHOOHWW DODNtWDQL HJ\ RO\DQ FVDWR!
V]iPtWyJpS PHQHG]VHOKHW V]iP Xiletv® alKeleex@W NLR
HUHGPPQ\HN EHJ\&MWKHW N

$] LO\HQ IHMOHWWHEE EDFNGRRU SURJUDPRNDW D AUF
AERW " NLIHMH]pVVHO V]RNWiN HPOHJHWQL D EHO O-¢N
AERWQHW D] HOIRJDGRWW PHJQHYH]pVH

$ ERW DONDOPD]iVRN IHMO GpVH VRUIQ D FHQWUDOL]iO
VRNDN iOWDRO\BR HOtB XV~ DONDOPDPV QD N URKSN %@ W H Q/HY
SURJUDP D] ,QWHUQHW QpSV]HU-& RDNY®ID VD R VAR O\
WHNLQWYH HJ\ N|]]JSRQWL V]JHUYHUUH NDSFVROyYyGy NOLI
HOV VRUEPBHR]HB& pJH]KHW P&YHOHWHNHW VHItWHWW
URVV]LQGREDW~QDN

$ NH]JGHWL WUyMDL IDOy SURJUDPRN HJlat pratesAshp UEHQ |
LQGtWRWWDN HO D JD]GDJpSHQ DPHO\ HJ\ 7&3 SRUWRW
NPpUPpVHNHW $mditRHPYy PROW HJI\W]HU& GRORJ D IHUW ]|V
OpQ\HJpEHQ YDNRQ NHOOHWW D WHO MiD\G RQ BRI W H Q
a NHUHVpVL SUYEIONR]JiVRNDW D] DNNRULEDQ GLYDWE
KDWpNRQ\ViJJDO YROWDN NpSHVHN PHJDNDGIO\R]QL

$ N[YHWNH] PpUI|<EGNQY PHIMHOHQW D 6XE6HYH& WUyMD
YIOWR]DWD YROW DPHO\ HJ\ ,5& VJHUYHUUH MHOHQW
HON|YHW N|QQ\HQ PHJWDOIOKDWWD ,QQHQ GERWiOKDW
OpWUHM|WWH LV

$] HJ\ pYYHO NpV EE WHUMHG *7 %RW PiU D ERWQHW
WiPDGiVL FPORNUD LV |H®BOEEVIVPOGL YV R/NHD YWV O HIKPH W B W W

®7IRC: Internet Relay Chat.
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NpV EEL QDJ\PpUHW& ERWQHWHNHW OpWUHKR]QL NpSH\
D] ,5& SURWRNROOW & FVDWRUQDNpPQW DPHO\QHN RNI
PHJYDOyVtW KBIW HWiHBBQ

2002-EHQ HJ\ AVG" IHG QHY& RURV] SURJUDPR]y Q\LOYiQ
SURJUDP IRUUiIVNYGMiW DPLQHN VHJtWVpJpYHO PLQGH
LIJpQ\HLQHN PHJIHOHO SURJUDPNYG NLDODNtWiVD $] 6
kpVIWHWHWW KRJ\ KDVRQOyY PYyGRQ NpV]tWVpN HO PXC
PHIMHOHQ $JR%RW PiU D PRGXODULWIVW LV EL]WRVtWI
PRQROLWLNXVY NyGNpQW pUNH]WHN KDQHP HJI\PiVW DU
NpV]tW WHWYDEKDWRWW $] HOV PRGXO FVDN D] ,5
PHFKDQL]PXVW pV D WiYROL KR]]ilpUpVW EL]WRVtWy

OHW|OW|WWH pV DNWLYiOWD D N|YHWNH] PRGXOW DI
DQWLYtUXV IRO\DPDWRN OHiOOtWiVD YROW (] D PiVRG
KDUPDGLN PRGXOW DPHO\ D WpQ\OHJHV IHODGDWRW Y
NRUOiIWR]WD D] iOGR]DW OHKHW VpJHLW D IHUW ]pV HO
KRQODSMDLQDN OHWLOWIiViYDO $ VDMiW WHVWUH V]D
NHWWHYV pV KiUPDV PRGXORNDW PyGRVtWDQL tJ\ QHP
NpV]VpJ D KDV]QiODWiKR] %iU D] $JR%RW PpJ ,5& & F\
DUFKLWHNW~UiM~ YROW GH PLQGHPHOOHWW Q\LWRW
WHUMHGpPVpKH] PiU IHOKDWI®i@MVOD ]| DW RIN\IOGIKB@JIY pIHL)
IiIMOFVHUPO UHQGV]HUHN SpOGiXO .D]JDD *URNVWHU V
2004-EHQ MHOHQW PHJ 3RO\%RW Dy&EW FROW RRW DLV
NOLHQV DPHO\ PLQGHQ IHUW ]JpVNRU iWDODNtWRWWD D
tJ\ FVINNHQWYH D YtUXVLUWY SURJUDPRN KDWpNRQ\ViJi'
$] HJ\UH IHMOHWWHEE ERW DONDOPD]iVRN PHIJMHOHQp
iGHMH HOHMpPpQ NH]GWHN RO\DQ HOHNWURQLNXV OH>
KDOiORV iOGR]DWDLUyO V]yOy KtUHNHW WDUWDOPD]W
URVV]LQGXODW~ NyYyGRW WHOHStWHWW D V]iPtWyJpSUH
QpYUH NHUHV]WHOW ERW NOLHQV PLQGHQ NRUIEELQIO
WDJMDL D] HHRQNH\ QHY& 3 3 IIMOFVHUpPO SURWRNROOI
UiDGiVXONVEWWNRVtWiVVDO $ NOLHQVHN NpSHVHN YROWD
peGLJ HIHNHW D] iOORPiQ\RNDW DNWtY YpGHOHPPHO LV |

% p2pP: Peer to Peer.
%9 SSL: Secure Socket Layer.
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PHJIHOHO YLVHONHGpPVL PyGRW KDV]QiOYD W|OW|WWH
""R6 WiPDGiVW LQWp]HWW D OHW|OW HOOHQ $ 6WRUP |
adaW RN YDQQDN HJ\HV IRUUIVRN QpKiQ\ HJHU PiVRN Qpt
SRQWRYV V]iP D WLWNRVtWRWW NRPPXQLNiFLYy PLDWW QH
$ ERWQHWHN WHUMHGpPVH NRPRO\ IHQ\HJHWpVW MHOH
KpWN|]QDSL pOHW HJ\UH W]|EE azXiQteirfetep,Mami BaRYQBIR Ot W K L
NpQ\HOPHW GH HJ\EHQ QDJ\REE 1¢JJ VpJHW LV MHOHQ
IHOILJ\HOW D] LQJ\HQ PHJV]JHUH]KHW V]iPtWyJpSHV ND
D]yWD PLQGHQ IHOKDV]QiOy VIHQYHG D N+O|QE|] WpPi
(J\UH LQNIiEE HO WpPUEH NHU<OQHN D NDWRQDL pV QHF
NDSDFLWiV~ ERWQHW VHJtWVpJpYHO |VV]HKDQJROW
LQIUDVWUXNW~UD HOOHQ DPHO\ UHQGHONH]LWYLQWHUC
WDSDV]WDODWDL DUUD XWDOQDN KRJ\ D ihtétheteHUHV [V
YpJUHKDMWRWW '""R6 WiPDGiVRN LV

34%$ ERWQHWHN DONDOPD]iVL WHUOHWHL

+D HJ\W]HU D ERWQHW LUIQ\tWyMiQDN VLNHU<OW OpWUH
ioOOy ERWQHWHW DNNRU WHUPpPpV]HWHVHQ DJW'KDV]QiO«
HJ\PiV HOOHQ YtYRWW YLUWXiOLV KDUFiQ IHO+O QpKiQ\
ERWQHWHN N|UsO NRPRO\ *s]JOHWHW V]L KD $"RIONDD WD ]
SRWHQFLIOEDQ $] LQIRUPiIFLYV LQIUDVWUXNW~UD IHMO
IHJ\YHUW OiWWDN D V]iPtWyJpSHV KiOYy]DWRNEDQ DPH(
DQ\DJL UilRUGtWiVW PpJLV NRPRO\ NiURNDW NpSHV RNR
1pKiQ\ DONDOPD]iVL WHU*OHW

f SGDWORSIiV

f (ORVIWRWW W~OWHUKHOpPVHV WiPDGiV ''R6
f pUHWOHQ OHYpPON+OGpV

f GHNOiIP PDQLSXOiFLyN

f *PSHVIWHWW MHOV]yIHOW|UpV

¢ KDFNHU HOQHYH]pVW HO VIHUHWHWWHO DJJDWI®iN YoH WRMIHL GE X
PULQWHWWHN V]HULQW D KDFNHU OpW QHP HJ\H®O GpEWW|RO/HA!
6RN KDFNHU V]i0OO FVDWIED D URVV]LOQGXODW~ $SERW|/DPRNEMW |
YpJUHKDMWYyYNUD WDOiQ VIHUHQFVpVHEE HOQHYH]pV D FUDFNHU V]y
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$GDWORSIiV

5pJL N|]JKHO\ GH LJD] D] LQIRUPiIFLY pUWpPN $ PHJIH
V]iPtWyJpSHNHQ UHQJHWHJ RO\DQ V]HPpO\HV DGDW WI
NpV]SpQJUH LV WXGQDN YiOWDQL +D HOWHNLQWQN L
DGDWDLQDN PHJV]HU]pVH LQWHUQHWHY EDQNL KR]Jilp!
UHQJHWHJ PYyGRQ SURILWiOKDW D WiPDGy D] DGDWRN
NH\ORJJHU DONDOPD]iV DPL D OH*W|WW ELOOHQW\&NHW
UHQJHWHJ KR]]ilpUpVL DGDWRW NpSHV EHJ\&MWHQL (]t
DNiU GLUHNW PO BRIQLQGUSHRIWp WHKHW N

2006-EDQ NRPRO\ FVDOiVVRUR]DWRW N|YHWWHN HO D] RQ
ZHEROGDORQ $] H%D\ UHJLV]WUIOW IHOKDV]QiOyL D
WiUJ\DNDW DPLUH PiV IHOKDV]QiOyN OLFLWiOQDN PDM
WiUJ\DW 7HUPpPV]HWHVHQ D YiViUOyQDad inferietévRVDQ N
IHOKDV]QiOyL QHYHN P|Jp E~MYD |DMODQDN D WUDQ]DN
D] H%D\ D AIHHGEDFN VFRUH" QHY& PpU VHoR EMazUHQ G H (
pUWpPN D YiViUOYN pV D] HODGyYN YLVV]DMHO]pVHL DODS
pV NpW UpV]E O iOO D IHOKDV]QiOy WUDQ]DNFLYLQDN
YDJ\ QHIJDWtY YROWIEYyO NpS]HWW V]i]DOpNRV pUWpPNE O
HJ\ HODGY pV PLQpO QDJ\REE D YHY HOpJHGHWWVpJL F
PHJYiVIUROW WHUPpPN D KLUGHWHWW PLQ VpJEHQ HO LV
(]JHO pOWHN YLVV]D D WiPDGYyN ERW VHJtWVpJAYHO UHJ
FHQWHY DXNFLYNDW KLUGHWWHN PHJ D QHYsNEHQ DPL
YiVIUROWDN OHKHW VpJ YDQ DJRQQDOL iURQ HOYLQQL I
YLVV]DMHO]pVHNHW DGWDN HJ\PiVUyO $ WDSBD&V]WDOW
UHQGHONH] IHOHWWL SRJLWtY YLVV]DMHO]pVVHC
PHJEt]JKDWYQDN WHNLQWLN $PLQW D ERW HOpPUWH H]W |
EHUHQGH]pVHNHW iOWDOIEDQ 03 OHMiWV]yND&% NHGYH
HOOHQPUWpPpNHW D]JRQEDQ VRVHP NDSWD PHJ D WHUPp
ezeketD] HODGYNDW D]JRQEDQ D ERWQHW VHJItWVpJpYHO Q
~M DJRQRVVIJRW pStWKHWWHN $] H%D\ UHJLVJeA/UiFLyKF
DJRQEDQ D EHJ\&MW|WW EHMHOHQWNH]pVL DGDWRN VHJ
D FVDOyYN UH@GBHONH]pVpUH
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$] DGDWORSiIVRN YHV]pO\H YpOHPpPQ\HP V]JHULQW W-~OP
illetve az eltulajdon WRWW DGDWRN pUWPpPNHVtWpVpE O V]iUPD
PHJVIHUJHWW DGDWRN N|J]YHWHWW IHOKDV]QiOivVD MyYD
HIJ\pE WIiPDGiVL PYGV]J]HUHN NLLQGXOiIVDNpQW DONDOP
GRNXPHQWIiIFLY VRN pY PXQNiMiW WHKHWL VHPPLVVp H.
HOOHQL NRPSURPLWWiOy DGDWRN PHJV]HU]pVpPYHO p
LQIRUPiIFLYN LV PHIJVIHUH]KHW N DPHO\HN HJ\pENpQW
KR]]ilpUKHW N

""R6 WiPDGiVRN QHP NDWRQDL DONDOPD]iVD

$ ""R6 WIiPDGiV VRUIQ D WiPDGy HJ\ LG EHQ QDJ\V]iP
IHOKDV]QiOYD RO\DQ PHQQ\LVpJ& DGDWRW N<OG D] iO¢
NH]JHOQL tJ\ P&N|GpVNpPpSWHOHQQpP YiOLN $ P&N|GpVNy
MHOHQW WpQ\OHJHV OHiOOiVW D IXQNFLRQIiOLV P&
QDJ\PpUWpPN& ODVVXOiV D YiODV]LG HOIRJDGKDWDWOD
LG EHQ UHQJHWHJ YpJSRQW YHV] UpV]W D WIiPDGIVEL
FVRPDJV]&UpV WiPDGy YpJSRQWRNQM M JDKHGIHNW O H Q¥ LIX
(J\ KDWiVRV WiPDGiV OHERQ\ROtWiViKR] QHP LA/ V]*NVp
MHOHQOHJL KiOy]DWL VQWK]ifD HWDIEHNO REO0 D HRW QHW
JPSHQNPQW UHQGHONH]pVUH iOOy IHOW | QooMbit/s VHEHVV
ViYV]pOHMOyJRWRW W~OWHUKHMODQL M# OHWRNWHDHQQF
PpUHWHOHQW ILJ\HOHPEH YpYH DJW KRJ\ SpOGiXO D 6W
1IDSMDLQNEDQ D] LO\HQ MHOOHJ& WiPDGiIVRN V]LQV
YHV]pO\HVVpJeNHW WHNLQWYH SHGLJ WDVOHQY @H W O/YiPVYi
$ OHJW|EE '"R6 WiPDGiVW QHP jD SpQDM]HDWPNOPRWLPIC
M|YHGHOPH] «]OHWiJ OHKHW HJ\ WiPDGiVRNDW YpJUHKD
D NpUGpV KRJ\ HJ\ LOVHQ WiPDGiV PLO\HQ PYGRQ YiOW|
ILJHWQL pUWH" 1pKiQ\ LVPHUWHEE PyGV]HU

f RQNXUHQFLD P&N|GpVPpQHN HOOHKHWHWOHQtWpVH
f =VDUROIV
f 7iPDGy NDSDFLWiV EpUEHDGIVD
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.RQNXUHQFLD P&N|GpVpPQHN HOOHKHWHWOHQtWpVH

Az elektronikustpV D]JRQ EHO-<*O L keréskeld)ew Egyr® rayydbl forgalmat
ERQ\ROtW OH $] LQWHUQHWHY WDUWDORPV]JROJIOWDWIi
PHIN|JHOtWHWWH V W HO LB7K®JI\WVDV DU QHN MY SLDFp)\
NLPOHJHWW YHUVHQ\EHQ SUYEiOMiN UpV]HVHGpPVsNHW I
Q|YHOQL $] *J\IHOHNpUW YtYRWW KDUFEDQ NRPRO\ Sp
HJ\ KRVV]DEE LG UH P&N|GpVNpSWHOHQQpP YiOy ZHER
NRQNXUHQFLD VDMiIW MDYiUD IRUGtWKDWMD (J\ ""R6 Wi
D] HON|YHW QpO LV VRNNDO QHKH]JHEE D]RQRVtWDQL
=VDUROIiV

$] HO] SRQWEDQ IHOVRUROW YHV]pO\HN HOOHQ QHP
WiPDGIMRNDMNHUHVHQ NLiOOy LQIRUPDWLNDL KiWWpU |
NHU.O (J\ WiPDGiVVDO PHJIHQ\HIJHWHWW FpJ NpW GROJ
WiPDGiVW D PHJIHOHO yYLQWPpP]JNHGpVHN PHIJWpWHOH P
iOWDO NpUW YiOWViJGtMDW

$ NRUIEEDQ PiU LVPHUWHWHWW RQOLQH EXNPpNHUHN
OHNDSFVROIiVIYDO PHJV]&QW D]JRQEDQ H] QHP MHOHQ\V
IRUPD D]yWD LVPHUHWOHQ OHQQH M~QLXVIiEDQ tW
E&Q|] W PHUW Q\DUIQ PHJ]VDUROW QpKiQ\ RQOLC
YLOIJEDMQRNViIJ LGHMpQ $ PHJJVDUROW ROGDODN HJ\ |
MXWWDWYD D] HON|YHW W DNL OHEXNiVD9WiQ OHW|OW
7iPDGy NDSDFLWiV EpUEHDGIiVD

$ JVDUROiIVRN YpJUHKDMWIiIVD PLQGLJ MHOHQW V NRFNi]
SpQJ]*J\L NDSFVRODWQDN NHOO OHQQLH DPL Q\RPR]yL
VRNNDO NpQ\HOPHVHEE PYyGV]HU D] DPLNRU D ERWPDV\
(NNRU D WpQ\OHJHV WiPDGiVW YpJUHKDMWYy pV D] iOGR
tJ\ D OHEXNiV YHV]pO\H LV FV|INNHQ

/IPWH]QHN RO\DQ PHJUHQGHO N LV DNLN QHP NtYiQQDN
HVHWeNEHQ WHOMHVHQ PiV PRWLYIFLYW NHOO NHUH)
ILJ\HOPpQHN IHONHOWpVH HJ\HV iOODPRN NDWRQDL H
LQIUDVWUXNW~UiIMIiQDN PHJJ\HQJtWpVH D KDFNWLYLVW
*J\eN V]iPiUD D V]pOHV N|U& Q\LOYiIQRVVIJ EL]WRVtWiVD
NRFNi]IDWWDO MIiUQDN D ERWQHW ¢]HPHOWHW L V]iPiUD
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(J\ ""R6 WiPDGiV NLYLWHOH]pVpUH DONDOPDV ERWQHW
,QWHUQHWHW E|QJpV]YH N|QQ\HQ pV J\RUVDQ UiDNDGKD

12 iEUD '"R6 VIROJIOWDWIiV KLUGHWPRWHUH\ IRWKW] [DHNERONG D& R Q

$ IRUXP [DNQHW UX ROGDORQ HJ\ GLYLQRUXP QHY& IHC
VIROJIiOWDWIiViW yUiQNpQW YDJ\ QDSL N|OWVpJJH
PUGHNpPEHQ HJ\ SHUFHV WHV]WSHULYGXVW LV EL]W
JVINEDPDFVNiW

$ "R6 WiPDGiVRN NLHPHOW V]HUHSHW MiWV]R#%WDN
pVIWRUV]iJL ]JDYDUJIVRN Q\RPiQ HJ\HV pV]W V]JHUYHU
DNFLYNEDQ LOOHWYH M~OLXVL *U~]LD HOOHQL RL
NDWRQDL DNFLy DODWW ERWQHWHNU O NLLQGXOy ''R
VIHUYHUHNHW V]LQWHW OHYBWUUR]IWIN RIURV] LQWHUQHW
PHIMHOHQWHN D '""R6 WiPDGiVRNDW YpJUHKDMWDQL NpS
HUHGPPQ\HNHW OiWYD NLMWHOWQWKH) H GRIMHW NNH U 1HPD
YDOyYV]tQ&VpJ V]HULQW |U|NUH LVPHUHWOHQ PDUDG T
NDSFViQ HIJ\H\WRORQ] pDAPNHW HPLVWiW tWpOWHN HO KROF
QHP YROW IHOHO V D] |VV]HV WiPDGiVpUW $ W|UWpQp
D] LOQWHUQHWHQ HON|YHWHWW ''R6llaW iPDISiagBN EHYF
IHJ\YHUWIUiED LV &KDUOHV : :LOOLDPVRQ D] (J\HV+OV
HJ\ tUiVOgDOPHOOHWW V]iOO VtNUD KRJ\ D] 86$% KDGVH
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botnetekre, amivel azZQ WHUQHWHQ NpSHV OHKHWQH AV] Q\HJERPI
KDJ\RPIQ\RVY KDGYLVHOpVKH] KDVRQOyYDQ D YLUWXiOLV
JIUNY]JRWW KDGHU V]JHPOpOHWPYGMD KHO\HWW NRUV]HU

.pUHWOHQ OHYpON+<OGpV

-HOHQOHJIL IHOPpPUpVHNazp\ VEHE Q8 W D BN WWIRIM N XV O
N|[JHO-aWDUWR]JLN D NpUHWOHQ OHYpO QpSMJBJUKEE QHY

13 iEUD .pUHWOHQ OH-YHONN | WR® DCYmmtouch Software Online Lab)

%iU D] iWODJ V]iPtWyJpSHV IHOKDV]QiOyW LUULWiOMD D
DNLN V]iPiUD KDV]QRVQDN ELJRQ\XO D OHYpO WDUWDO
NLNeOG|WW NpUHWOHQ HOHNWURQLNXV OHYpOUH MXW
PLQW D ILJHWHWW ZHEMWWKINMHG HOHpVRNNDO ROFVYEE LV
N|U|N V]iPiUD PiV UHNOiIPOHKHW VpJ QLQFV LV OpYpQ
V]ROJiIOWDWiV D OHJW|EE RUV]iJEDQ LOOHJIOLV 8J\DC
V]iPiUD D NpUHWOHQ OHYHOHNEHQ UHNOIPR]QL ,YHV]pO\I
D ]JViN PHJWDOiOWD D IROWMiW ,00HJiOLV OHYHOHN
WHUPpPNHNHW SRWHQFLDQ|YHO, iléivd UrHHN N [KUDG IMVH GDHK][KKHY
VIROJIOWDWiVRNDW HJ\HWHPL GLSORPD 3K' IRNR]DW K
MyWpNRQ\ KDWiWIADQDYIREBH BRWQHW OHNDSFVROIVD
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OLFURVRIW iOWDO YH]HWHWW DNFLyYy NHUMKWRpSHEKQ VLNH!
ERWQHWHW DPL D WHOMHYV NpUHWOHQ OHYpOIRUJDOPD
$ NpUHWOHQ OHYHOHN QHP FVDN WHUPpPNHNHW UHNOIF
FVDOiIVRN HON|YHWpVpUH LV 5HQGNtY«O HOWHUMHGW
aPHO\HNEHQ YDODPLO\HQ MzakOUKDQ JD/GRVDYERIWDV B3O QY N«
WHYpNHQ\VpJHW E+QWHW MRJV]DEiIiO\ V]iPD XWiQ |
NHUHWPEHQ NpUHWGQHQR HIH YDH G IR MWNHHTF Liil DRMEW@EGR D W R N
NHYpVVp KLKHW W|UWpQHWHW DGWDN HO EHE|UW|Q]|W
iOGR]DWQDN NHOOHQH NLYIiOWDQLD HJ\ NHYpV SpQ]
EHE|UW|Q]|WW V]HPpO\ V]DEDGXOiVD XWiQ WHWUPpPV]HW
NH]GHWL EiUttN-HW |UR\Q\@®PDWRVDQ YIiOWRJWDWMIN D]
HVHPPQ\HN 1+JJ8¥pQ\pEMQQXiUL +DLWL I|OGUHQJpV XWi
PHIMHOHQWHN D] HVHPpQ\UH KLYDWNR]y OHYHOHN
OtELDL HVHPpPQ\HN XWiQ LV KIDADI\ HG]EpQWHPQDL B D DNDK
YROW H] D WHYpNHQ\VpJ KRJ\ QpKiQ\ NDODQGYiJ\y HPE
HDWHUV FRP N*O|Q WUYIHDV]REIW LV «]JHPHOWHW D] iV
[102]
A 2000-espYHN HMOHHIMMWP N H-@ndBG XBIPYDJ\ AK\SH[IDIPG GXPS
QpYHQ LVPHUW FVDOiIVRNDW NRPRO\DEE PpUHWHNEHQ
iUIRO\DPRN PDQLSXOiOiViEHYODISRONHIS WVDMBHL FpJ
MHOOHP] HQ NLV YLV]RQ\ODJ LVPHUHWOHQ FpJHNU O
EHQQIHQWHY LQIRUPiIFLYNNpQW IHOW*QWHWHWW KDPL
N|V]|]QKHW HQ VRNDQ NH]GLN YiVIUROQL D UpV]YpPQ\HNH)
FVDOy SHGLJ MHOHQW V KDV]JRQQDO DGKDW W~0O D ELUW
$ NH]J]GHWL LG NEHQ HJ]JRWLNXV RUV]IJRNEDQ <]HPHO
NpUHWOHQ OHYHOHNHW D]JRQEDQ D N+O|QEfttitadii NHWHO'L
$ PIVRGLN JHQHUIFLYEDQ PHJLQGXO/WtJD WDRAVR/IDMWN RYQ C
VIHUYHUHN KDV]QiODWD D]JRQEDQ D ERWQHWHN MHOH
OLYHO D OHYHOHN N<OGpVpW KDWDOPDV PHQQ\LVpJ&
WiPDGiIVRNKR] KDVRQOyYyDQ H]JHN VHP KHO\H]JKHW N HJ\t
YpJSRQW AHOHVLN" WLOWYOLVWiUD NHU«O U|JW|Q DNW
$ NpUHWOHQ OHYHOHN N|UH NLE Y«OW HJ\ QDJ\RQ IRQW
WHUMHG YtUXVRNKR] KDVRQOyDQ D ERWQHWHN LV L.
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KiOy]DWED $] ~M WDJRN IHUW ]pVpW LV D OHYpOKH] Pt
VSHFLIiOLVDQ EHIOOtWRWW ZHEROGDODNUD PXWDWy OLC
$ NpUHWOHQ OHYHOHN HJ\UpV]W IHOHVOHJHVHQ IRJODO
PiVUpV]W NRPRO\ NRFNi]JDWRW LV MHOHEQW OHWBHM|E&
PHJOHKHW VHQ SULPLWtY PyGWVYHUMUHGLN UyEGRNRMDL N
DGDWORSiIVRNKR] LV NLYiOy NLLQGXOy SRQWRW MHOF
NRPSOH[ LQIRUPDWLNDL WiPDGiV VRUIQ D FpPOSRQW GH
NDSKDW HJ\ OHYpON+OGpVL DNFLYy

S5HNOIiIP PDQLSXI0K Faugl N

AZiQWHUQHWHQ IRQWRV EHYpWHOL IRUUiIV D] RQOLQH U
rekiPEHYpWHOHLN QDJ\ UpV]pW HEE O V]JHUJLN $] RI
UHNOiIPRNNDO V]HPEHQ D] RQOLQH UHNOiPRN KDWpNRQ\
UHNOiPRNDW PHIJMHOHQtW V]HUYHU NpSHV PpUQL D UHN
NDWWLQWYN V]iPiw LV tJ\ D KDWpNRQ\ViJ VKLQWH D]R
ZHEROGDODN DPHO\HN DODFVRQ\ iWNDWWLQWIiVL pUWp
D KLUGHW V]HPSRQWMIiEyO NHYpVEp YROWDN pUWpN
PHIMHOHQpPVPUH ILJTHWHWW |[VV]HIJHW OHFV|NNHQWHWW!¢
D] iWNDWWLQWiVL DUIQ\W PLQpO PDJDVDEEUD WRUQIiV\
PHIMHOHQ +]O HWnta BeOGIEHANSEHSE LY WRYIEE HU VIWHWWQpN
D UHQGV]HUHN D PpGLXP V]iPiUD QHP D KLUGHWpPV PH,
KLUGHWpPVUH NDWWLQWYN XWiQ DGWDN MXWDOpNRW 7t
NDWWLQWYNDW VWDWLV]WLNDL PyGVJHUHNNHO NLV]&UW
Ezekre aPRGHOOHNUH LV DONDOPDV D ERMAQIE BN M O \WIDC
DONDOPDV SURJUDP VHJtWVpJpYHO D ERWQHW YDODPH:!
ROGDODN OHW|OWpVpUH PDMG D KLUGHWpPVUH ANDWWI
EHYpWHOWAJBBOEXNIQLXWiQ VLQFV N+O|Q|VHEE JRQG |
HJ\WW]HU&HQ ~MUDNH]GKHW PiV QpYHQ D] HJpV] IRO\DPD!
%iU D UHNOiP PDQLSXOIiFLYN OiWANJ@GIBVWY RAVD N DU & HWG N \
VIROJIOWBWRDDMNN NiUW GH D] LO\HQ FVDOiIVRN KDWiV
HOV UH JRQGRQWHIUNHWHY WDUWDORPV]ROJiOWDWYNQD
EHYpWHO EL]JWRVtWiVD KLV]HQ D OiWRJDWyYN PiU PHJV
LQIRUPiFLY VIDEDGRQ KR]JilpUKHW (PLDWW D WDUWDO]|
D] LO\HQ HO ILJHWpVHV UHQGV]HU& V]IROJIOWDWIiVRN QH
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WHU*OHWHW OHV]iPtWYD (QQHN N|V]|QKHW HQ D OHJW
SUYEIiO D P&N|GpVpKH] V]*NVpJHVY EHYpPWHOKH] MXWQL
D OIWRJDWYy KHO\HWW D] LQIRUPiFLY HO iOOtWiViKR]
7HUPpV]HWHY RNRNEYyO D KLUGHW V]HUHWQp KD EHIH!I
EHYpWHOpPQHN HPHONHGpPVH LJD]JRO KRVV]DEE WiYRQ
PHVWHUVpJHVHQ HOWRUJtWMiN D FVDOYN DNNRU D WH
YHWHWW EL]DOPDW iVViN DOi D KLUGHW N V]HPpEHQ t
OpWpPW YHV]pO\H]WHWLN

*DSHVIWHWW MHOV]YyIHOW |UpV

(J\ YPGHWW V]iPtWyJpSHVY UHQGV]HUEH EHMHOHQWNH]C
OHKHW (] D OHJW|EE HVHWEHQ HJ\ IHOKDV]QiOyL QpY p
W|UWpPQLN QRKD UHQGHONH]pVUH iOOQDN IHMOHWWHE
iOWDOIQRV (J\ WiPDGYQDN WHKiW FVDN DQQ\L GROJD
PHJKDWiUR]]D HJHNHW (KKH] VHJtWVpJeO KtYKDW NpV] V
MHOV]DYDN J\&MWHPpQ\HL PHJSUYEIOKDWMD D IHOKLE
DPHQQ\LEHQ NpSHV NDSEWRODWED |MWE+HOQ N pYHD B UYE
IVV]HV OHKHWVpJHV NRPELQiFLYW EUXWH IRUFH $ ERV
DNFLy D IHOW|UW JpSHNUH' \EHODRESMWKNIWN NB\ORILX
WXODMGRQRViIQDN MHOV]DYDL +D RO\DQ UHQGV]HUU O
PHJ D ERWQHW iOWDO EHJ\&MW|WW DGDWRN N|]|WW DN
DXWRPDWL]iOW V]yWiUDV WT?P DOEH KWW GLQFGA WFD@D U \ $ DOV
KDV]QiOW MHOV]DYDN V]yWiUDL LQJ\HQH&khe. OHW|OWKH\
$] XWYyEEL LG NEHQ HJ\ ~M DJJRGDORPUD RNRW DGy W
VHIJtWVpIJpYHO D WLWNRVtWRWW MHOV]DYDN QDJ\ViJU
NRUV]HU& RSHUiIFLYyV UHQGV]HUHN D IHOKDV]QiOyN MHC
VDODPLO\HQ HJ\LUiQ\~ KDVK DOJRULWPXV VHJItWVpJpYHC
SHA- D EHPHQHWL MHM®MR NEH E HHQJ \DI IM HCRM Y Ey\WDi = ELQ
V]iPRW iOOtW HO DPHO\ XJ\DQD]RQ MHOV]YyEyO PLQGHQ
PWpNHW iOOtWMD HO D]JRQEDQ FVDN D KDVK pUWpN LV

" H\ORJJHU RO\DQ VSHFLiOLVY DONDOPD]iV DPHO\ D}0CEHRI\BWWIiPt
D ELOOHQW\&]HWHQ EHYLWW DGDWRNDW PDMG DHRWPOW D W iNPrDQ@BWY
MHOV]DYDN pV HJ\pE EL]DOPDV DGDW ORSiViUD KDV]QiOKDWy

? 6]lyWiUDV WiPDGiV RO\DQ SUYEIiOJDWiVRQ DODMKO®Y]DWPNGSVl ER i
QHP YPOHWOHQV]HU&HQ KDQHP YDODPLO\MQ J\DNRULViJL VWDWLV]
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YLVV]D $] HOQHYH]pV D GDUIiOW K~VRV pWHOUH KDVp

OHKHW YLVV]DiOOtWDQL D MHOV]yW PLQW D KDVpEyO |
UHQGV]JHUEH HJ\W]HU& KR]J]ilpUpVW V]JHUH]YH pV N-O
NLKDV]QiOYD KR]]JilpUKHW D W|EEL IHOKDV]QiOy NJ]\
MHOV]DYDLQDN KDVK pUWpNHLW WDUWDOPD]y iOORPiQ)\
VRNiLJ FVOIWWUY HU EUXWH IRUFH PyGV]HUpW KDV]QiC
MHOV]yUD OHIXWWDWWiN D KDVK DOJRULWPXVW PDMG
WDOIOKDWY pUWpPNHNNHO $KRO HJ\H]pVW WDOIiOWDN R
vot D MHOV]y (] D IRO\DPDW PHJOHKHW VHQ LG W UDE
HI\HQNpQW NLSUYEIiOQL $ IRO\DPDW MHOHQW VHQ IHO
WIiEOiIN VHJtWVpJpYHO DPHO\HN HO UH JHQHUIOW K
PHQQ\LVpPJEHQ pUWHOHPV]HU&HQ HJ\ 5DLQERZ WIiEOi]D!
KDV]QiOKDWYy OLQpO QDJ\REE HJ\ 5DLQERZ WIiEOD DQQ
YLV]JRQW HJ\ LO\HQ WIiEOi]DW HO iOOtWiVD UHQJHWHJ L
NpV]HQ H O prtekndten. MOLF]LHO iOOtWiVKR] V]*NVpJHV LG D |
YHY V]iPtWyJpSHN V]iPiQDN Q|YHOpVpYHO FV|NNHQWK
VHItWVpJHW MHOHQW UiIDGiIVXO D KDV]QiODWipUW VHP I

35 % RWQHW DUFKLWHNW-~UIN

AcKLWHNW~UIQDN D V]iPtWyJpSHV KiOy]DWRN HVHWPpEH
HJ\PiVKR] NDSFVROyYGiViQDN PLO\HQVpJpW QHYPMLN OH
I|lOpPUHQGHOWVpJL YLVIRQ\DLW .pW QDJ\ DUFKLWHNW~U|

f &HQWUDOL]iOW N|]SRQWL YH]pUOpPV& ERWQHW

f '"HFHQWUDOL]iOW HJ\HQUDQJ~ 3 3 ERWQHW
$ N|JSRQWRVtWRWW YH]pUOpV& ERWQHWHN HVHWPpPEHQ
YpPJSRQWKR] NDSFVROYGLN pV RQQDQ YiUMD D] XWDVt\
HVHWpPQ PLQGHQ NOLHQV HJ\HQUDQJ~ tJ\ EiUPHO\LN Nj
V]iPiUD

&HQWUDOL]IiOW ERWQHWHN

(] HI\W]JHU&VtWL D SURJUDPNYGRW D]RQEDQ HJ\EHQ V]
KLVIHQ D YH]pUO V]iPtWyJpS NLLNWDWiViYDO D ERWQHV
LV D OHEXNiVW NRFNi]JWDWMiN DPLNRU EHMHOHQWNH]Q
PpJ QDSMDLQNEDQ LV JRPEVDHY KODV]EROYWRAW (OpJ N
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f $ & VJHUYHU IRUJDOPIQDN ILJ\HOpVpYHO PHJKDWiIL
KRVV]DEE WiY~ PHJILJ\HOpVVHO PRQLWRUR]KDWy D

f $ ERWPDVWHU HVHWOHJHV y¥®mOE BQ W DiWi VN L\K] DR/t MD?
jelentkezik betHOIRJKDWyYy D IHOHO V

f $& VJHUYHU OHNDSFVROIiIVIYDO D ERWQHW VHPOHJE

f $] LVPHUW IHUW ]|WW YpJSRQWRN PHIJWLV]WtWKDW)

$ NHJGHWL ERWQHW NOLHQVHN iOWDOIEDQ D & V]JHUYH!
YH]pUO FVDWRUQD NLpStWpVpW (] D PyGV]JHU KDPDU |
YROW D] DGRWW ,3 FtPHQ WDOIOKDWY YpJSRQWRW
LUIQ\t WKDWDWODQQi YiOW $ IL[ ,3 FtP KDV]QiODWD NL)
HNNRU HJ\ ORJLNDL WDUWRPIQ\QpYKH] UHQG H®&W ,3 FtF
kezdeti& V]HUYHU OHNDSFVROIViIW N|YHW HQ HJ\ PiVLN V
ERWQHW LUIQ\tWiVD $ GRPDLQ QHYHN UHJLV]WUiOiVD I
NHU+O D]JRQEDQ PHJpUL PLYHO HJ\ KiOy]DWL YpJSRQW
mint amennL LG EH HJ\ '16 UHNRDIGi OWIVWVitBAD)QY HY BODP L O\H Q
RUV]IJEDQ WDOIiOKDWY IHOV V]LQW& GRPDLQ 7RS /HY
YpJJHWW HJI\H]NHGpVWHLWEHORIN]JTPtWMDLY ][ WUiIWRUD QH|
LJDJROy RNLUDWRW HJ\ GRPDHQQHN HVMHIHYPWHIKHISDH WG
ERWPDVWHUHN V]iPiUD

$ PIVLN PHJROGIiV D] LQJ\HQHV '<'16 V]JROJIOWDWY DNL
RO\DQ GRPDLQ DPHO\KH] J\RUVDQ YiOWR]y ,3 FtPHNHW
GRPDLQ PDQLSXOiFLyV HOMiUiV D IDVW I0X[ DPHO\ HJ\H
W|EE H]HU ,3 FtPHW UHJLV]WUIO D '16 VJHUYHU SHGLJ [
[105] $ IDVW IOX[ NLYiOyDQ DONDOPD]KDWY FHQWUDOL]Ji
LGHMpPQHN PHJQ|YHOpPVPUH LV

$] ,5& FVDWRUQIW KDV]QiOy ERWQHWHN KiWUiQ\DLQDN |
ZHEHV & FVDWRUQiW DPHO\EHQ D NOLHQVHN D ZHER
+\SHUWH[W 7UDQVIHU 3URWRFRO SURWRNROO VHJtWV|
(O Q\H D] KRJ\ VRN NOLHQVW NpSHV NLV]ROJIiOQL PLY
SURWRNROO D NOLHQV pV D VIHUYHU N|]|[WW FVDN D W]
D] DGDWNDSFVRODW (J\ WUDQ]DNFLY D ERWQHW HVHW|
LJpQ\HO tJ\ U|YLG LG DODWW EHIHMH] GLN +iWUiQ\D |
NOLHQV WXG NDSFVRODWIHOYpWHOW NH]GHPpQ\H]QL
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$ GHFHQWUDOL]iOWViJ pV UHGXQGDQFLD PLDWW UHQGHF
ERWNOLHQVHN IHMOHV]WpVpYHO IRJODONR]y SURJUDP|
PHIMHOHQWHN D 3 3 HOYHQ P&N|G & FVDWRUQIW KDV]C(
D ERWPDVWHU EiUPHO\LN WDJ V]iPtWyJpSUH NpSHV EHM
UpV]pUH IHODGDWRNDW NLRV]WDQL (] D WXODMGRQVilJ
Qp]YH QHP FVDN NpQ\HOPHV pV ELIWRQVIiIJRV GH EL]RQ\
NHOO YpGHOHP QpONeO EIUNL iIWYHKHWL D ERWQHW F
FVDWRUQIW D] LOOHWPNWHOHQHN HO O YpGHQL NHOC
NULSWRJUIILD

+D D GHFHQWUDOL]iIiOW IHOpStWpVKH] PpJ KR]]iDGMXN
QHKHJ]HQ ITHOGHUtWKHW PHFKDQL]JPXVW NDSXQN H]lpL
P&N|GpVpU O pV PpUHWHLU O QLQFVHQHN WHOMHVHQ

5iDGiVXO D] ~MDEE JHQHUiIFLYVY SURJUDPNYGRN NpSHV
IXWWDWy N|UQ\H]J]HW HJ\ YLUWXiOLV JpS LO\HQ HVHWE
SURGXNIOMIN D P&N|GpV IHOGHUtWpVpKH] iIOWDOIEDQ
VIDNpUW N PLYHO LWW W|EE OHKHW VpJ YDQ D P&N|GpV
A gyakran emlegetett Storm botnet [106]&N|GpVH VRUIQ W|EE LJHQ P!
PHIJROGIVW LV DONDOPD] %iU J\DNUDQ QHYHI]JLN IpUHJ
RO\DQ PLQW D]JRNp OHJWpPpYHV]W OHYpPOEHQ pUNH]LN

WHOHStWpVUH SpOGiXO D] DPHULNDL 1)/ V]H]RQ F\
HOHNWURQLNXV OHYHOHNEHQ WHUMHGW HlpUW LQNiI
QDJ\EDQ KR]]iMiUXOW D IHOKDV]QiOyN WXGDWODQVi.
ILJ\HOPH]WHW GLDOYJXVDEODNRQ LV NHUHV]W<O NHO
WHOHStWpVHNRU VWE« -&§ OLFUWRWBMWHRRNV]LQGXODW -
SURJUDPMLYNWPVH HOWIYROtWRWWD D 6WRUP NyGMiW
UHGPRQGL FpJ EHV]iIiPROYMDpSHW LBQW QMHWW +D HKKF
KR]]IiDGMXN D]pVOHIH UiV® LVHER SIHLM F LWW W WQG VIHUHN KDV]
OIWKDWHOKRIDDJIJ\ D IHQ\HIHWpV $ OHJQDJ\REE ERWQHYV

MDQXIiUMIEDQ HOpUWH D107]PLOOLYVY GDUDEV]iPRW

$ GHFHQWUDOL]IiOW ERWQHWHN P&N|GpV*NHW D QpSV
SUYEIOMiND LEHLNW/RIQWLiJUYyO SHGLJ D WLWNRVtWRWW NRPP
D Q\tOW IRUUiIVNYG~ 2SHQ66/ ELIWRVtW $ WLWNRVtWIiV
YLVV]DIHMWpVH D MHOHQOHJL HV]N|]IN VHJtWVpJpYHO

IHOGHUtWpV LV PHJOHKHW VHQ QHKp]NHV B6]JHUHQFVpU
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WpQ\OHJHVHQ iWYLWW DGDWRN LVPHUHWH OHKHWVp.
DONRWQL DPHO\HN NpSHVHN NLV]&UQ lejte® bdthptQ\OHJIH\
NRPPXQLNiFLYyW

3.6 6 S H F L bothetek

$ YtUXVIHUW JpVHNHW pV HJHQ NHUHV]W+«O iWWpWHOHVH
V]iPtWyJpSHN SUREOpPPiIiMDNpQW LVPHUW+N $ OHJ~MDE
IHQ\HIJHWpVHNHW WHOMHVHQ PiV WHU*OHWHNUH LV I
SIUKX]DPRVDQ HJ\UH HU VHEE D] LJpQ\ D QHP V]iPtWyJp
HOHNWURQLNDL HV]NJ|]IN KiOy]DWUD NDSFVROiViUD LV
N|V]|]QKHW HQ HUUH D OHKHW VpJ LV PHJQ\tOW D]RQEI
KLEDOHKHW VpJHN V]iPD LV PHJQ yWD UREEDQIiV
PRELOWHOHIRQRN D] ~J\QHYH]HWW ARNRVWHOHIRQRN
V]iPtWyJpSQHN PLQW WHOHIRQQDN HQQHN PHJIHOHO
rendszerek jelentek meg. Az IDC adataV]HUL QW XWROVY QHJ\HGpY|
PLOOLY RNRVWHOHIRQW DGWDN HO DPL D] HO] pYL I
jelent. [108] $ MHOHQOHJL OHJQDJ\REE SLDFL UpV]HVHGpV&
*RRJOH iOWDO IHMOHV]WHWW $QGURLG DPHO\ PiVl
UpV]JHVHGPVVHO UHQGHONH]HWW 6DMQIiODWRY PYyGRQ L
QHP WHV]WHOL EL]WRQViJL VIHPSRQWEYO D] DONDOPD]i
SURJUDPRNDW NpV]tW N [HDgV¥ RRIP--OFHOB\RQWWMHD NpV]tWH
SURJUDPRN YHV]pO\H DEEDQ LV UHMOLN KRJ\ QHP FVDN
KR]]ilpUQL GH DNiU D PRELOWHOHIRQ KiOy]DWRN U]|Y!
KDQJIWYLWHOL V]JROJIOWDWIiViKR] LV tJ\ NpSHVHN DNiU
$ PRELO HV]INJ|]IN PHOOHWW QHP V]DEDG HOIHOHMWN
NpV]*OpNHNU O VHP -0JDNHOHVODIPMD/EWN EOXI®OWDWIiVDL N|])
W|EEV]|U NHU<«O EH D] LQWHUQHWHY NDSFVROYGiVL OHK
URXWHUHN LV VDMiIW RSHUiIFLYV UHQGV]JHUUHO UHQGH(
NOLHQVVp YIOKDWQDN

eUGHNHV SUREOpPIiW MHOHQW D ERWQHWHN NDWRQDL
lOHJIOLY WHYpNHQ\VpJ DPLW HJ\ UHJXOiIULVY KDGVHU
N|UsOPpQ\HN N|]|[WW D]J]RQEDQ IHOPHU+*OKHW D OHIRJOD
ODNRVVIJ iOWDO ELUWRNROW MDYDAXK RW)| EHWNH]G p ViH
adhatfeKDWDOPD]iVW
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A t +RQYpGHOPL pUGHNE O D t EHNH]GpVpPEHQ
HOUHQGHOKHW

) HOHNWURQLNXV KtUN|]JO EHUHQGH]pV KDV]QiODWUD Y
PHOO ]pVH’

7HUPPV]HWHVHQ HK ety &hedNWpGWYJ DUHQGHONH]]HQ LQIR
OHIRJODOKDWY ERWQHWHNU O DPLKH] YLVIRQW NRPRO\
6]DNpUW N V]JHULQW D] LQWHUQHWHQ WDSDV]WDOW NtQ
NRPRO\DQ YHV]L D ERWQHKHW KDMM i DINMVUQDIN KRJI\ Pil
VDMiW NDSDFLWiVRNNDO YDJ\ D OHIRJOD[DIRDWY NDSDFL

3.7 [YHWNH]WHWPpPVHN

JURGDORPNXWDWiV VHJtWVpJpYHO IHOPpUWHPa® ERWQF
VDMiWRVViJDLW LOOHWYH PHJKDWiUR]JWDP D &HOKDV](
IHOKDV MDH@INOLHWHN iOWDO NLIHMWHWW KDWiVRN YHV]pC
D ERWQHWH Ne te/tbiviazNoly@WHO OHP] NHW DPHO\H8h VHJItWV
KiOy]DWRN HJ\pUW H O Fo&H QO D RS R/AR WM EDM QMORUA 2P y G V | H U
LUIQ\tWiVL &RPPDQG &RQWURO & FVDWRUQD P
PHJV]*QWHWpPVpW WHNLQWLN HOV V]iP~ IHODGDWQDN
HOYiJKDWYN D N|]SRAVCE RHFRTQLYRKMRN YL]VIiODWIiY
NIYHWNH]WHW pV Wka Mehiika tiohpoB eskiekb#S pOGiX0O D 3 3 DOD
DUFKLWHNW~UQN PH \PHHWY BB QVtWKDWyY H]pUW FpOV]HUG&E
IHONXWDWiViwW D WHYpNHQ\VpJeN PLDWW NHOHWNH]HWW
,URGDORPNXWDWiV VHIJtWVpJpYHO PHJIiOODStWRWWDP }
MXWQL WiPDGy ERWQHWHNKH] LOOHWYH D]JW LV KRJ\
DNLN D] LO\HQ HV]N|]IN WHOHStWpVpYHO NLpStWpVpYHO
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4. FEJEZET
%271(7(. )(/'(5E7e6( 6(0/(*(6ET7e6(

A N[JHOP~-OWEDQ EHN|YHWNH]HWW QD DRE P XR 6 VHMHW HN
HJ\ QDJ\PpUHW& ERWQHW NpSHKRINNWtYLGV P NGV MV ]JI\R X
UHQJHWHJ WiPDGyYy YpJSRQWRW HJ\HQNpQW NHOO ORND
YpJ] V]JHUYH]JHWHNQHN L JHRQDQD/JIXOP PP NHWORKRBpSpVHNH
IRO\DPDWEDQ OHY WIiPDGiV N|[]JEHQ VRNNDO QHKH]HEE P
P&N|G NpSHVVpPJpQHN PHJ U]JpVH pUGHNpPEHQ V]*NVpJHV
Is.

7TRYIEEL NXWDWiVDLP VRUIQ DQQDN EL]JRQ\tWiViUD NR
WiPDGiVUD KERVQQGIKMOHWYWDJIJMDLW PiU D WiPDGiV EHN]|Y
VHPOHJHVtWHQL )HOWPWHOH]pVHLP D N|[YHWNH] N YROV

f DERWQHWHNHW QHP FVDN '""R6 WiPDGiVRN NLYLWHO
SpQ]V]HU]pVUH DONDOPDV FVHOHNPpPQ\HN HON|YHW
D ERWQHWHN WHYpNHQ\VpJH V]*NVpJV]HU&HQ Q\RPR
EiU HJ\ IHUW ]J|WW V]iPtWyJpS ELUWRNOIiIVD PpJ QHF
WHYpNHQ\VpJH PiU DODSRW DGKDW D YpJSRQW
OHNDSFVROiViUD
f OHKHWVpJHV RO\DQ SURDNWtY UHQGV]HUW NpV]tWH
IRO\DPDWRVDQ IHOGHUtWKHW N
JHOWH YBVMRICPtWiViUD HJ\ V]iPtWyJpSHV DONDOPD]iV SU
DPHO\KH] DGDWRNDW D VDMiW WHYpNHQ\VpJHP VRUIQ
MRJV]DEiO\RN DQDOL]iOiViYDO YpJH]WHP HO D P&N|GpV
IHOWPWHOHLQHN YL]VJiODWiW .XWDWi{VDLP HUHGPpQ\pV

41 % RWQHW NOLHQVHN OHNDSFVROIVIQDN KiWWF

$ MHOHQOHJL MRJV]DEIiO\RN PpJ QHP QHY,xohidahdz D ERW
YDOYV]tQ&OHJ YIiOWR]QL IRJ $ URVV]LQGX Qbdstbery pJSRQ
JINNHQ PHQWHY PLYHO D YpJSRQWRW WDUWDOPD]y Ki
DUUYO KRJ\ V]*QWHYVVHORMHO IE D/Qi PDI3y J¥D QntemM@D Q  + J\|
KR]]ilpUpVpW (] NpQ\HOPHWOHQVpPJHW W|EEOHWPXQNiV
nemHJ\ WiPDGiVW YpJ] YpJSRQWUyYO YDQ V]y DGGLJ HVH
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$ VIROJIOWDWY IHODGDW D &B Mi W H D\NH O HLLE&HHM«N H@®IH W
PLO\HQVpJH WHUPpPpV]HWHVHQ HOWpU OHKHW M&APL WRYil
internetVIROJiOWDWyYN IHO«J\HOHWpUH D] ,QWHUQHW 6]ROJ
KDWyViJ tJ\ HVIN|]JHL NRUOIWR]JRWWDN 6]J]HUHQFVpUH D
* ]HPHOWHWpPVPpQHN EL]JWRQViIJD H]pUW iOWDOIEDQ D

EOWDOIQRV 6]HU] GpoH) )N DDEPD/HRPHN B OHNDSFVROIV I
HVHPpQ\HNHW  EWdybdbh] irGagyBrPint@netV ]ROJiOWDWYN V]HU]
IHOWpPWHOHLW pNogR PAQGESDMI Y DRWIDIPONR]QDN D KiOy]
URVV]ILQGXODW~ DNFLYN HON|YHW LQHN NRUOIWR]iViYL
HI\LNpW IHQW BIVRHONDQHOtVAEWVIQ Py @ Hb&ndENI]WDOiIiOKDWYy

pV D] «J\IpO VIROJIOWDWIiViQDNsbA R OGN RV i MV KW®WNHE H C
pont):

AD $PHQQ\LEHQ D] (O ILJHW DNDGIiO\R]]D YDJ\ YHV]pO\I
UHQGHOWHWPVV]HU& P&N|GpVPW tJ\ NeO|Q|VHQ KD

D $] (O ILJHW D V]iPiUD Q\~-MWRWW V]ROJiIOWDWIiVW
MHQQ\LVpJ& OHYHOHW N+<OG

(..)

D $] (O ILJHW D V]iPiUD Q\-MWRWW V]ROJiOWDWi
DGDWV]HU]pVUH DGDWN<OGpVUH YDJ\ PiV V]iPtWyJpSHV
WHV] NtVPUOHWHW LOOHWYH KDMW YpJUH Ne<O|Q|VHQ

i. az internethas® iOyN V]HPpO\L V]iPtWyJpSpQ YDJ\ VIHUYHUpPQ
N|]JEHQ KDV]QiOW QHP Q\LOYiIiQRV YDJ\ ¢ ]OHWL WLWNRW
QpONeOL PHIWHNLQWpPVH PHJV]HU]pVH YDJ\ D] HUUH LU

LL D] LQWHUQHWKDV]QiOyN V]HPpO\L V]iPtWyJpSpQ
iOORPiQ\RN HQJHGpPO\ QpON+OL PHIJYIOWR]JWDWiVD YDJ\ |

" $] iIOWDOIQRV J\DNRUODW V]JHULQW D V]ROJiOWDIWGW iD] DD EXWHY
MHOOHJ& EHMHOHQWpPVHNHW
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LLL D] LQWHUQHWKDV]QiOyN V]HPpO\L V]iPtWyJpSpUH
iOORPiQ\RN HQJHGpPO\ QpON<OL IHOW|OWpPVH YDJ\ HQC
NRPSURPLWWiOKDWMD LOOHWYH D V]iPtWyJpS P&N|GpVy

LY PiVRN WXODMGRQiIW NpSH] V]iPtWyJpSHN pV D]RN
IHOKDV]QiOiVD VDM iW PIpLO0J IV ] HROY HEWRI[\ QNRPWDWyYN Ki
HJ\pE NDSFVROW KDUGYHUHV]N]|]|N

$] D SRQW HJ\pUWHOP&VtWL D NpUHWOHQ OHYHOHN N
H] WHKiW PiU |[QPDJIEDQ DODSRW NpSH]KHW HJ\ IHOGHL
$PHQQ\LEHQ D IHUW J|[WW V]iPtWyJpS IHOGHUtWpVH QHF
W|UWpQW DNNRU YLV]JRQW D] D SRQW SUREOpPPD Qg
V]iPtWyJpSpQHN KR]JilpUpVH D V]*NVpJHV PpUWpPNEHQ NR
Az 83& 0DJ\DURUV][L12]EeGzel) szembent D PiVLN PHJN|JHOtWpVL
DODSMQ® P+ UpV]OHWH]L D V]DQNFLRQIiODQGY WHYpNHQ
6]ROJIOWDWYN 7DQiFVD iOWDO NLDGRWW KFOnGDWKD V]
WpQ\H] NpQW EHYRQMD D V]DQNFLYN DOi D] HO IL]JHW
IHOKDV]QiOYD HON|YHWHWW FVHOHNPpPQ\HNHW LV DP
YRQDWNR]JWDWKDWYyN

A $] (O ILJHW N|WHOHV EHWDUWDQL D] V]iP~ I
KDV]QiODWD NDSFViQ NLDODNXOW pV QHP]JHWN|]JLOHJ
$83 $FFHSWDEOH 8VH 3ROLF\ DPHO\HNHW ODJ\DURUYV
7DQIFVD WHV] N|]]p pV YL]VJiO IHO+O UHQGV]HUHVHQ

(..)

$PHQQ\LEHQ D] HO IL]JHW EiUPHO\ D +iOy]DW#DV]QiOD
N|[YHW HO YDJ\ PDJDMWMHpW WYH \DDW~MFWVHVHWHW LV DP
HO ILJHW D N|]JYHWOHQ HON|YHW GH D] HO IL]JHW JpS
MHOHQ SRQWED IRJODOW WLOWRDVW ]R\CHIY® NWH@RY p D] R
korliWR]KDWMD D] (O ILJHW KR]]ilpUpVpW pV IHOV]yOtWMTE
PHJLQGRNOIiViUD YDJ\ D IHQWL WHYpNHQ\VpJW O W|UWp!
IHOW*QWHWpPVpYHO
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+D D] (O ILJHW D +iOy]DWKDV]QiODWL (OYHNEHQ WLOW
PDJDWDUWIiV WDQ~VtWiViYDO QHP KDJ\ IHO D IHOV]yOtW
PDJ\DUI]JDWRW QHP DG YDJ\ D] PHIJLVPpWO GLN ~J\ D 6]
IHOPRQGKDWMD D] E6=) SRQWMD DODSMiQ ~

$ KiOy]DWKDV]Qi®enWlp \L]Wi @WHOMNHN VIJHUHSHO PLQGHQ !
EHOHpUWYH D] LQIRUPDWLNDL UHQGV]JHUHNEH W|UWpPQ
WiPDGiIVRNDW LV

Tapasztalataim szerint «O1|OGL KiOy]DWRN ¢J\IHOHLYHO V]HPEH
IHOOpSpVY HUHGPpPQ\HVVpJH HJ\ UHQGV]HUJD]GD J\DI
*]HPHOWHW LUH YDQ XWDOYD D] HOOHQVpJHV WHYpNH
YtYRWW .KADhehizek DERTHN EHYWE®IWRDPpV]HWHVHQ VddkderiWVpJHW
D NpUGPVEHQ

Az eddg EHN|YHWNH]HWW '""R6 WP D Ghi¥oRyds HIORHIR | pPVW i P D G SW
OHIOOtWiVD ERQ\ROXOW HUohkbs 82VG LW pQ\H¥zeihRéD \D P D W
P&N|GpVNPSWHOHQQp WHWW YpJSRQWRN NLHVpVH PL
* ]HPHOWHWA DIRWIY YPGHOHP KHO\HWW YpO kRpQ\HP V]t
SURDNWY vaby@ Mai bowvietek elleniPHIJHO | MHOOHJEBKkoN ] GHOHP
ERWQHWHNHW PpJ D NH]JGHWL I1liJLVRN HJEbEPDPEHQ S
WHUPpV]HWHVHQ DODSYHW IRQWRVViIJ~ D] LO\HQ YpJ:
RUV]iIJ LOOHWYH D V]iPtWyJpSHVY KLHUDUFKLIEDQ HO

szervezet szerint).

42 0OHIJHO ] FVDSiV

$] DNWtY YpGHOHP NpW, WHUDWRWDH RUDMNGIFDNNDO ~M
YRQK&&pz eDHQFVDSiV pV D PHJHO ] FVDSiV IRJDOPDL

PHJIHOHO M# te@ihika] WMIN|JHLYH®ILYLWHOH]KHW  QHP V.
VIHUYH]HWISHYRODWUHQGV]HUW IHOKDV]QiOQL KRJ]]i ¢
PYGV]JHUHN D FpOSRQW V]iPiUD LV HOpUKHW N DPLNHYV
YHWKHW $]RQEDQ D FpOSRQWUD LV YRQDWNsRHQDN D \
DONDOPD]KDW LOOHJIiOLV PyG Vditdz1908-an g2 Eledt@me/ V] L N X
'LVWXUEDQFH 7KHDWHU SROLQHND LUNGHLHYGIIMW pV D 3
W | U Weléng/ [113]$ VIHUYH]HW WiPRJDWyYyL LQWHUQHWHYV E|Q.
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Q\HOYHQ tUW DONDOPD]iVW IXWWDWWDN DPL QDJ\ VHEF}
PentagonV ]JHUYHUpU O .HOO HQ VRN E|QJpV] YHO pV PHJIHO
D PyGV]HU LJHQ QDJ\ WHUKHOpPVW RNR] D NLV]ROJiOyQD
HOPpUKHWHWOHQQpP YiOW $] ('7 iOWDO HO LGpBHWW W~
PentagRQ V]IDNHPEHUHL HOOHQWIiPDGiVW KDMWRWWDN YpJ
-DYD DSSOHWHW KRVWLOHDSSOHW DPHO\ala@& QJpV]

ORJyMD D] $&. *]HQHWHW MHOHQtWHWWH PHJ DNNRUD

HU IRUUiVDL HOIRJ\WDN DPL D WiPDGy V]iPtWyJpS OHID.
YHWWH D 3HQWDJRQ SHUEH IRJiViW-DV A% RWVWH & B PVE D
DPHO\ WLOWMD D NDWRQDViJ EHYHWpVpW D EHOI|OGL W
$ PHJHO ] FVDSiV IRJDOPiIW D YLUWXiOLV WpPUEHQ pU
IHOGHUtWpV pV D IHOIHGHWW SRWHQFLIiOLV YHV]pO\IRUL
W|EE ILJ\HOPH% BERWQWWGOIQLP&N|GpVeN VRUIQ pV]OHOKF
PDJXN XWiQ OLQGHYpNULHDEHQ HJI\ N.OV SRQWKR] NH
DKRQQDQ D] XWDVtWi\CRinman&NdEoMD) FIVDMCRHQD ILJ\HOp)
DJIRQRVtWKDWY D YH]pUOpVW YpJ] YpJSRQW pV DQQDN
YiOLN D ERWQHW N|]SRQWL LUiQ\tWiVD (PHOOHWW HJ\
NLYiOWYy HVHPpQ\HNUH LV M HO#/RKoHBY LbotBet IKiedaak ]| W W V|
WHV]WHOpPVpUH UHQGHONH]pVUH LV iOOQDN LO\HQ DO
DXWRPDWL]iOW KDV]QiODWWDO V]HPEHQ D N|[YHWNH] pU

f PLYHO H] D] HOMiUiV OpQ\HJpEHQ HJ\ V]&NtWHWW Pp
FpPO QHPHNOAHQ IHOGHUtWpVW YpJ] LV D] LOOHJIiOL\

f al ~MJHQHUIFLYV NOLHQVHN PiU VIDNtWRWIWDN D KD
VWUXNW~UiYDO p\-toHSIINHIQ U Bi@Y4 D Wi g Q WmiaX @NFLR Qi C
LOV\HQ NOLHQVHN IHOGHUtWpVH QHP WULYLIiOLV

f NpVItWKHW N RO\DQ ERWQHW NOLHQVHN DPHO\HN
HOOHQWIiIPDGiIiVW LQGtWDQDN

$] HWLNDL DJJiO\RINODWWLWD/UJM D D OHJFpOUDYH]HW
WDJIJMDLQDN IHONXWDWIiViuUD D SDVV]tY IHOGHUtWpV YL
DPHO\HN FVDN D ERWQHWHNUH MHOOHP] HN
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43 +iOy]DWL IRUJDORP HOHP]pVH

+D D ERWQHW NOLHQV YL]VJIiODWD QHP PHJROGKDWYy

UHQGHONH]pVUH DNNRU LV YDQQDN D & FVDWRUQIW
PLQGLJ YDODPLO\HQ V]DEiO\W]HU&VpJ VIHULQW ]DMOLN
IHOIHGH]KHW N RO\DQ VDMiWRVViJRN DPHO\HN ERWQH
,5& DODS~ & FVDWRUQIiW KDV]QiOy ERW NOLHQV OpWL
VIHUYHU LUIQ\iED D] ,5& DODSpUWHOPH]JHWW 7&3 SRUW
NJYHW HQ LQDNWtY iOODSRWEDQ YiUMD D EHpUNH] <]HC
PLQW D V]RNiVRV PHQQ\LVpJ

7HUPPV]HWHVHQ D] LO\HQ KiOy]DWL IRUJDORPILJ\HOpV L
D KDWpNRQ\ V]&UpV pUGHNpPEHQ iW NHOOHQHLIML]VJIiOQL
IRUUMPHUWHW HJ\ RO\DQ HOMiUiVW DPHO\ NL]iUyODJ D
adatok +t DPHO\HN QHP KRUGR]QDN V]HPWDIHVV hIp RO i AL/
DJRQRVtWDQL D ERW NOLHQVHN pV D & V]JHUYHUHN N|]W
$] HJ\pE WtSXV~ & FVDWRUQIN GHWHNWIiIOiVD PiU QHP
HIJHNEHQ D IHOKDV]QiOy iOWDO NH]GHPpQ\H]HWW AQRUP
J\DQ~V DNFLy Q\RPD LV $] LO\HQ HVHWHNEHQ FVDN LJ
OHKHWQH SXV]WiQ IHMOpPF LQIRUPIFLYNEYO DJRQRVtWDQ
A [115] IRUUiIV D] LO\HQ SDVV]tY MHOOHJ& PyGV]HUHN N
OHKHW VpJHW

f $SGDWIRO\DP DQDOt]JLVY D] HJ\HGL FVRPDJRN DQDOL
ILJ\HO tJ\ VRNNDO NHYHVHEE HU IRUUIV V]*NVpJHV
MHOOHP] L pMRBWO¥tP SRUW FtPHN DONDOPD]RWW
SURWRNROORN D] DGDWIRO\DP LG WDUWDPD PpUH\

f '16 DODS~ PHJN|JHOtWpVHN HJ\ ERWQHW WDJMDL \
ERWQHW N|]JSRQWL LUIQ\tWiViWw YpJ] YpJSRQWRNKR]
D NOLHQVSURJUDPED iJ\D]YD YDJ\ SHGLJ HJ\ WDU\
N|[WYH (] XWyEEL UXJDOPDVDEE PHJROGIV PLYHO t.
PYGRVtWiViYDO ~M & V]JHUYHUUH NDSFVROKDWYyN
WDUWRPIQ\QHYHW VLNHU+O D]JRQRVtWDQL DNNRLU
PHIN.O|QE|JWHWKHW N D AQRUPIiOLV" NpUpVHNW O

f &/DOLN NLKHO\H]pVH RO\DQ V]iQGpNRVDQ N|QQ\&
kihel\H]JpVH D KiOy]DWRNED DPHO\HN YiUKDWyDQ IHC
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NtYiQy PiV YpJSRQWRN ILJ\HOPpW $ IHUW ]JpVL
IVV]HI\&MWKHW N D V]*NVpJHV DGDWRN

9DODPHQQ\L D ERWQHW WHYpNHQ\VpJpQHN KiOy]DW
PYyGVIHUQHN YDQ HJ\ N|]|V SUREOpPiIiMD D WHOMHV KiOy
NHOO DPL KDWDOPDV HU IRUUIVLIpQ\W MHOHQW

44 pUHWOHQ OHYpOIRUJDORP HOHP]pVH

OLQW DJW D] HO | IHMH]ERAE B 8 WEHINP XM CLWW WDODFD SDIWH Y pN H
OHYHOHN N+OGpVH (J\UpV]W D ERWQHW LUIQ\tWyMiQDN
pedigaERWQHW WDJMDL VDMiW PDJXN LV PHIJSUYEIiOKDWQD
NLYiOy OHKHW VpJ HJ\ PHJIHOHO HQ IHUW ]J|WW HOHNWU
$ NpUHWOHQ OHYHOHN N+OGpVH W|EE IRQWRV IHMO GpV
OHYHOHN N+OG L VDMiW s]HPHOWHWDPV&V i OWDIXHEBH QL
OHQ\RPR]IOW¥H@H] V]HUYHUU O LQGtWRWWiN NDPSiQ\D
PHIMHOHQWHN D YpGHNH]pVL PyGV]JHUHN HJ\W]JHU&HQ
VIHUYHUHN QHP IRJDGWDN HO OHYHOHNHW ,RinikeD\HQ LV
IRO\DPDWRVDQ IULVV+O |HNHWSH®IPHUWIHINR QO | X BEVONHN]i ORVYi Gl
iOFi]iV YROW ,J\HNH]JWHN IHONXWDWQL RO\DQ W O+«N W]
DPHO\HN UHQGV]HUJD]GiIiMD QHP YROW HOpJ JRQGRYV
UHQGV]HUpW $ OHYHOHN WRYIEEtWiVIEDQ UpV]W YHY

OHKHWQHN WRYIEEtWiVL UHOD\ IXQNFLYNUD YDJ\LV iWw
DPHO\HN FtPJHWWMH QaikPN P| | WI\M MAVD © RIVRADDW y y N8 ] i W Y pW H
QHYPEHQ WRYIEEtWMiN D WpQ\OHJHV FtPJHWWQHN 0
VIROJIOWDWYN iOWDO D] HO ILJHW LNQHN EL]JWRVtWRW
P&N|GLN $ V]ROJIOWDWYN VDMiW HO ILJHW LNHW PH.
LOQWHUQHWHYHW® O VDMiW KiOy]DWL FtPWDUWRPIQ\XNED
OHYPOWRYIEEtWiVW FVDN HQQHN Dik JiAztWolydAVRSRUW
levelH] VIHUYHUHNQHN DPHO\HN EiUNLW O HOIRJDGQDN O
NH]HOpV& HPDLO FtPUH WRXnE&t\W W pGHRESHY 5HBB\HOO
QHKH]JHEE KLV]HQ LO\HQ V]JHUYHU VRN YDQ UiDGiVXO
NpUHWOHQ OHYpO N+OGpyPHIG KDVDQ i\DMiNY HHYER ,3 FtPH
- DGDWEi]LV M|WW OpWUH DPHO\HNHW D OHYHOH] V]H
VIHUHSO V]HUYHUHNW O YLVV]DXWDVtWKDWMiN D OHYp(
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$ NJ[YHWNH] IHMO GpVL OpSFV RO\DQ KiOy]DWL YpJSR
NpUHWOHQ OHYpO NeOG MH VDMiW FpOMDLUD IHO WXG K
hatalmas NDSDFLWiV~ PHJROGIVW NtQiOQDN OLYHO D OF
V]iPtWyJpS DPHO\HQ 6073 DONDOPD]iV IXW tJ\ HJ\ HJ\)
LO\HQ IHODGDWRNUD $ ERWQHW V]iPRV WDJMiW IHOK
HJ\W]JHUUH VRN YpJSRQWUYO LQGtWDQN DO@HYOH K BI¥] i@\
FtPHN QHP VIJHUHSHOQHN D IHNHWHOLVWINEDQ UiDGiVX
KHO\pUH 1HP HOKDQ\DJROKDWyYy SUREOpPiIiW MHOHQW
LQWHUQHW HO ILJHWpV G s BLNPRO J3ORN D WY IR VLJIVHWNMH ] Q |
D Q\LOYiQRV ,3 FtPHN NzeRV]WXNYDOLW SY®PEH NHU<OQH
[IVVIHMIH@INLG EHMOYV]tQ&ORY DW\WBIRR]LN D KiOy]DWUD
PLQGHJ\LNQHN LO\HQ AGUIJD" HJ\HGL FtPHW EL]J|WRVtWL
FVDWODNR]iIV VRUIQ D VJROJIOWDWY D] pSSHQ QHP KDV]
IRO\DPDWRV FVDWODNRI]iV HVHW m@g-SMiGHMEm@iVegy i E D Q
iIWODJRV Y pJS&@ljabb, 3 ¥ lgAinvhrad ugyanaz, vagyis ha egy bot kliens IP

FtPH WL QsANyHDEAAD/ NINIR U yuiQ EHO«O HJ\ ~MDEE FtPPHO |
D OHYPON«OGpPpVW

IDSMDLQNEDQ ERWQHWHN IHOHOQHN D NiURV OHYHOHN
EDQ H] D§0® Eleftivolt. [100]

$ NIURV OHYHOHN V]&UpVpPpQHN OHKHW VpJHL

$] 6073 D 7&3 SURWRNROOW KDV]QiOMD D] DGDWIiWYL
LVPHUWHWHWW A XWDV Np]JIRJiIV' PHFKDQL]PXV PH.
NH]GHPpQ\H] YpJSRQW KDPLVtWRWW FtPHW KDV]QiOMR
1XPEHU V]ROJiO DPHO\ HJ\ ELWHV ELQiULV V]iP pV
iWNeOG|WW HOHPHN VRUV]iPR]iVD $ NDSFVRODW OpWUH
YLVV]D NHOO LJD]JROQLD D PiVLN iOWDO N+OG|WW 6HTXH
NDSFVRODW HOHMpQ NHU<O NLV]iPtWiVUD HJ\ IRO\DPD
PLNURV]JHNXQGXPEDQ Q|YHNY V]iRO6D EmiftNh WaXxaOLV pU
NDSFVRODWRW NH]GHPpQ\H] YpJSRQW QHP NDSMD PHJ I
KDPLV KIPWMiOYD QHP IRJMD PHIJNDSQL QHP WXGMD I
PiVLN IpOW O NDSRWW DGDWRNDW tJ\ D NRPPXQLNiFLYy
YDQQDN HQQHN NLNHU<OpVpUH LV PYGV]JHUHN SpOGiXO
[1177 D]RQEDQ HJ\ KHO\HVHQ P&N|G 7&3 ,3 LPSOHPHQWIF
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$ NpUHWOHQ UHNOIPOHYHOHN pV YtUXVRV FVDWROIVW
HJ\WV]HU& (J\ HOHNWURQLNXV OHYpO HON-<@BaVaH D N|Y'
HVHWEHQ KD D N OG QHP YHV] LIJpQ\EH WRYIEEtWy V]HI
1. $ OHYHOHW NeOG NOLHQV D FtP]JHWW HPDLO FtPH
HPDLO FtP A#° XWiQL UpV]JH WDUWR]y '16 0; ODLO |
UHNRUG WDUWDOPD]]D D GRPDLQ QpYKH] WDUWR]y C
2. $] 0; UHNRUG DODSMiQ PHIJKDWIiUR]]D D FtP]HWW OH"
3. $ NOLHQV 7&3 NDSFVRODWRW KR~R] SIROWWAUNHI DDFtPHW W
4, $] 6073 KDV]QiODWiYDO PHIJDGMD D IHODGY pV D FtP]
5. (ON*OGL D OHYHOHW
6. Bontja a TCP kapcsolatot.
OLQW OiIWKDWy PLQGH] QHP LJIJpQ\HDO NRRPRQLMNEEL yNU
OHERQ\ROtWy 6073 APRWRU  QpKiQ\ Wt] NLORE\WH PpUF
NOLHQVEH LV EHpStWKHW $ IRJDGy V]HUYHHWOWD SR
HOOHQ U]pVL IRO\DPDWRW OLYHO D 7&3 NDSFVRODWED
QDJ\RQ QHKH]HQ KDPLVtWKDWy tJ\ D N OG NpQ\WHOHQ
IRJIDGYy VJHUYHU YpJUHKDMWKDW QpKiQ\ ELIWRQVIiJL IXQ

f (OOHQ UL]KHWL skeRpa#D D , W EORNYyOLVWIEDQ

f (OOHQ UL]KHWL KRJ\ D N OG 6073 V]JHUYHU ,3 FtP
(Reverse DNS) adat megegyezik- D]]JDO DPLW D V]JHUYHU PDJil
RWWKRQL V]iPtWyJpSHN iOWDO KDV]QiOW ,3 FtPHI
VIROJIOWDWY 5HYHUVH pUWpPNHW +D QHP HJ\H]LN F

el a levelet.

$ OHJKDWpNRQ\DEE PpGeshehdl iDL MVREDMPBWXWDVtIWDQL D O
KLVIHQ HNNRU W |UWeglslegesP & HDNHY HNOHEB pVH $ N|YHW
OHKHW VpJ D SRQWEDQ YDQ YDJ\LV D IHODGy pV D F
(NNRU D IRJDGy V]HUYHU

f 9LVVIDXWDVtWKDWMD D OHYpOWRYIiEEtWiVW KD D
SRVWDILYNRN N|]|[WW WDOiOKDWy

f (OOHQ UL]KHWL D IHODGyY FtPpW +D HOLQGtW HJ\ C
FtPHW NH]JHO V]JHUYHU LVPHUHWOHQQHN MHO]JL YLV
tJ\ D OHYpO NPpUHWOHQQHN WHNLQWHQG (] HJ\ HU
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PRVWDQL NpUHWOHQ OHYHOHNHW W|EEQ\LUH OpWF
QpON+O KDV]QiOW HPDLO FtPHW PHJDGYD N<OGLN V
f $ IHODGY FtPpW NHUHVKHWL WLOWYOLVWiQ +D V]HU

$] XWROVYy HOOHQ U]pVL li]JLV D OHYpPO iWYpPWHOH XWiC
WHUMHGHOHPEHQ UHQGHONH]pVUH i0O YDJ\LV DQQ
WDUWDORPYL]VJIiODWUD W|EE V]JRILV]WLNIiOW PyGV]HU
ELJRQ\RV NXOFVV]DYDN PHJOpWpW HOOHQ UJLN GH O
alaSR]RWW |QWDQXOy UHQG V]HWHNHVD WISKR Bl VO QAIORA.L | W
VHItWVpJpYHO QHP HJ\HWOHQ V]y HO IRUGXOiViW NHLU
OHYHOHNEHQ WDOIOKDWyY V]DYDN HJ\«WWHV HO IRUG}
bizonyos sz¥ DN NpUHWOHQ OHYHOHNEHQ J\DNUDEEDQ IRL
YL]VJIiODQGY OHYpPOEHQ XJ\DQH]JHN D V]DYDN PHJWDOIC
YDOyYV]tQ&VpJIJH Q|YHNV]LN 1RUPiO OHYHOHNEHQ HO IRU
YDOyYV]tQ&VpJL pUWpPNHW FV|NNHQWLN OLQpO QDJ\REE
PiU iW D, DIRQIO SRQWRVDEE OHKHW D EHFVOpV (KKH
OHYHOHNUH VSDP PLQG QRUPIO OHYHOHNUH KDP OF
HJ\ YDOyYV]tQ &¥p dz DBPUAENYV]WUiIWRU IHODGDWD D NiURYV
EHIOOtWiVD 7HUPpPV]HWHVHQ D VSDPPHUHN LV IHMO GW
NeO|QIpOH PYyGV]HUHNNHO NLMiWV]DQL D VSDP V]&U NHYV
WDUWDOPDW LOQKHDIWKQWHNVPWRIAGA\WEDQ KHO\H]LN HO
.LHPHOHP D]W D WpQ\W KRJ\ D VSDPV]&U N QDSMDLQU
OHYHOH] VIHUYHUHNHQ tJ\ HJ\UH WJ|EE NiURV OHYpC
OHYpOIRUJDORPEYO

3RWHQFLIiOLV YHV]pO\IRUUiIVRN IHOGHUtWpVH ORNI
VHItWVpJpYHO
A[115] IRUUiV HPOtWL D VSDPUHNRUGRN HOHP]pVpW LV PL

IHOGHUtWpVpUH $] iOWDODP OpWUHKR]RW W Y&V pHUD H W L
NLYiODV]WiViQDN pV PHJYDOyYVtWiViQDN DODSMDNpQW D

f (J\ ""R6 WiPDGiV HOOHQL YpGHNH]pV QHKp] pV N|OW
PHIN|QQ\tWL KD N|JHOtW DGDWRNNDO UHQGHON
WiPDGiVRN DJOMDMMGIPAV HN NRUIiQ PHIWHKHW N

f $ ERWQHWHN KDV]QiODWiQDN HJ\LN IRQWRYV FpOMD |
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f 1DSMDLQNEDQ D NpUHWOHQ OHYHOHN W~OQ\RPy W|F
HJ\ NpUHWOHQ OHYpO N+OG MH IHOHWWegy YDOVy V]t
IHUW J|WW V]iPtWyJpsS

f $ NpUHWOHQ OHYHOHW N+.OG V]iPtWyJpS 7&3 ,3 S
JDUDQWiOMD KRJ\ D IHODGY ,3 FtPH QHP KDPLVtWRYV

f $ NpUHWOHQ OHYpO N+«OG MpQHN ,3 FtPH YDOyYV]tQ&C

$] HOHNWURQLNXV OHYpOV]&U UHQGV]HUHN YDODPH
LQIRUPiIFLYNDW QDSOVY]]iN D P&N|GpV*NHW (EEHQ D QT
LG SRQWMD D N+OG YpJSRQ#Pp®WPH pV D YL]VIiODW H

17 iEUD (J\ NpUHWOHQ OHYpOV]&U QDSQOXMiQDN UpV]OHWH NpV,

$] HEE O Q\HUKHW DGDWRN IHOGROJR]iVD YLV]RQ\ODJ
KLVIHQ FVDN D PHJIHOHO DGDWRNDW NHOO HJ\V]HU& \
PDMG DGDWEIJLVED W|OWHQL $ PleB\¢dadfi Wentiserékei D] K
KRQH\SRW WHOHStWHQL HOHJHQG D] DP~J\ LV UHQG
NHOHWNH]JHWW DGDWRN DODSMiQ D]WiQ ORNROL]iOQL
QDSOYiOORPiIQ\ YDODPLpUW QHP iOO UHQGHONH]pVUH
NpUHWOHQQHN WDOiOW OHYpO IHMOpFpE O NLQ\HUQL D
FtPJHWW OHYHOH] VIHUYHUpPUH W|UWpPQ EHPUNH]pV XWiC
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18 iEUD .pUHWOHQ HOHNWURQLNXV OHYpO IHMOpFH

$] HOV NpW VRUBDBQWROWDNKDWHYHOHW IRJDGyY V]HUYF
HIHNEHQ WDOiOKDWy D IHODGyY V]iPtWyJpS ,3 FtPpYHO
KRJ\ D SpOGIiEDQ V]HUHSO ,3 FtP HJ\ A DH  YpJ& GRPI
DPHO\HW D] (J\HV-OW $UDE (PLWDXWRNEDQQDUIMILVGWY UH P
D] (J\HV-OW EOODPRNEDQ P&N|G ,+6 ,QGLDQ +HDOWK 6|
$ IHQWL NpUHWOHQ OHYpO IHMOpPF YL]VJiODWiYDO OiV
ILILNDL HOKHO\H]NHE pPYH UKNY$SHY BROW PHJIJKDWIiUR]QL
IHOLVPHUpV D]JRQEDQ KLEiV HUHGPpQ\W LV DGKDW

f KD D N-OG ,3 FtPpKH] QHP WDUWR]LN 5HYHUVH '16
QpY QHP PHJIJKDWIUR]JKDWY (] HVHWEHQ PiV PyGV]
WXODMGRQRVIQDN pV ILILNDL HOKHO\HIJNHGpVpPpQHN

f D N OG ,3 FtPpKH] WDUWR]y VIHUYH]HW PHJKDWIiIUR
WpQ\OHJHV HOKHO\H]NHGpVUH (ONpS]JHOKHW N RO
ugyanaz a tulajgonosaNLVHEE UpV]JHNUH GDBUDBEQ]Q BN OpN NHH](
DNiU N O|QE|] RUVI]IJRNEDQ LV <¢]HPHOQHN

f $ GRPDLQ QpY QHP IHOWpWOHQ+O XWDO D YpJSRQW
YpJ& GRPDLQ D YLOiIJ EIUPHO\LN UpV]pQ OHKHW

$ OLFURVRIW NXWDWyL W|EE ERWQHW IHOGHUtWpVL N
OHYHOH] UHQGV]HUEHQ GHW H [¥8],Q108] N $ I HOWDHHI@X ® HYYpH OH
YL]VJIiODW | NpQW D KiOy]DWL V]LQWUH NRUOiIWR]yGR\
DGDWPHQQ\LVpJ VHItWVpJpYHO SRQWRYV pV W|EEUpW& H
$] HOOHQLQWpPN HNPIMHNOHQ OHYHOHW N+sOG V]iPtWy
PHJV]*QWHWpPVH YDJ\ D KiOy]bWL] URIKIDMOVRIVEK R] NLIV] &V p
Q\~-MW KD LVPHUW I|DGYPM{WYyJpOOHWYH KiOy]DWL V
HOKHO\H]NHGpVH ,GHJHQ RUV]iJEDQ P&N|G V]iPtWyJpS
PHJIHOHO V]HUYH]HWHLW pUWHVtWHQL KD]DL KiOy]DW
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ELUWRNOyY V]ROJIOWDWYW 6DMQRV D] ,3 KiOy]DWRN FtF
kapcsolatban hQFV D] DGRWW KiOy]DW [|OGUDM]L HOKHO\H]N
IVV]HI+JJ WHU*OHWHNE O iOOQDN DPHO\ WHU*OHWHNHYV
(JHN D WHUsOHWHN N+<O|QE|] PpUHW&HN UIDGiVXO HJ\
WHU*OHWHW LV PHJYiVIUROKDW 6]JHUHQFVpPUH OpWH]Q
FtPWDUWRPiIQ\RNDW pV D]JRN I|[OGUDM]L HOKHO\H]NHGpV
D OD[OLQG QHY& FpJ *HRVM3- QIGOWEOYMMMHDINNLDGIVIW KDV
LV D *HR/LWH &LW\ YiOWR]DWiW (] XWyEEL LQJ\HQHYV
4105 KiOy]DW DGDWDLW WDUWDOPD]]D $ KiOy]DWRND\
YpJH D]JRQRVtWMD OLQGHJ\LN HEEHQ V]HUHSO ,3 Ki
UHQGHOWDpPN PtJ D I|OGUDAUDXEHODHNKHWNH] DGDWRN \

RUV]iIJNYG
YiURVNYG
YiURVQpY
V]pOHVVpJL IRN
KRVV]~ViJL IRN

~hn ~h ~n ~

9DJ\LV D] DGDWEIi]JLV VHJtWVpJpYHO OHKHWVEmIJHV HJ\
PHIMHOHQtWKHW SRQWKR] UHQGHOQL $] DGDWEIi]JLVW
SRQWRVViIJ~ RUV]IJ PtJ SRQWRVViJ~ YiIiURV V]LC
pUWHOPH]YH (JHN D] DGDWRN D] 86% KiOy]DWDhénUD LJD]I
PpU V]iP 7HUPpPV]HWHVHQ OpWH]QHN PiV KMNZWRQOyY FpCcC
[121] V W YpOHPPQ\HP VJHULQW HJ\ PHJIHO&MMagyg®@ ODPL L
VIROJIOWDWYNUD pUYpQ\HV YIOWR]DWRW LV OHKHWVpJ
tartani.
%iU D WpULQIRUPDWLNDL UHQGV]J]HUHNHW W|EEQ\LUH QI
IHMOHWW YIiOWR]DWRN HJ\W]JHU& PYGV]JHUHNNHO NpSH
KDV]QiOYD HJ\«WWP&N|GQL PiV UHQGV]JHUHNNHO $ EH
iOORPIQ\RN VHJIJtWVpJpYHO O H&VA W | SIRQNORONCDY i W IDMW 0Q CH
WpUNpPSHQ $] HI\eWWP&N|GpVKH] D] LV V]*NVpJHV KRJ\
iEUI]JROiIVL SUREOpPPINDW D]J]RQRV PYGRQ NH]JHOMpPN $ *}I
6\VWHP iIEUI]JROIVPYGRW KDV]QiOMD WHKiW D PHJIH
WpULQIRUPDWLNDL DONDOPD]iV V]*NVpJHVY DPHO\ LVPHL
UHQGHONH] ILJHW V DONDOPD]iVRN I SUREOpPiIMiW D
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MHOHQWL GH N|QQ\HQ WDOIOKDWXQN LQJ\HQHV HJ\V]
PHJROGIVW LV $ WHOMHV UpV]OHWHV YLOIJWpPUNpPS
NLNeV]|E|]OKHWM+N D ZHEHQ HOpUKHW WPpULQIRUPDWLN
PHJROGiIVRN D OLFURNE, NYahdoMapOeSlyV D *RRJOH 0DSV
[124] PLQGHJ\LNH UHQGHONH]LN SURJUDPR]yL IHO*OHWW
NpV]tWKHW RO\DQ WpULQIRUPDWLNDL DONDOPD]iVW DP]
PpJ P&KROGNpPSHNKH] LV +iWUiIQ\XN KRJ\ FVDN RQOLQH
PLYHO D WmUNp STHPDMWORMNW N V]iPtWyJpSHY UHQGV]HUHI
FVDN D V]iPiUD V]*NVpJHV VIHOHWHNKH] IpUKHW KR]]i

Google Maps API

A NtVpUOHWL PRGHORURE JYIDDW W MWOP D *RRJOH 0DSV |
HQQHN RND | NpQW D V]pOHVHEE WiPRIJDWRWWViJ pV HI
QDJ\REE V]iPD YROW $] $3, KDV]QiODWD HJ\V]HU& HO
V]|YHJHV D]JRQRVtWy DPHO\ D IHOKDV]QiOiVL MRJRW D
LJpQ\HOQL pV PiULV KDV]QiODWED YHKHW D UHQGV]HL
NHOO HONpPV]JtWHQL D NHUHWSURJUDP D *RRJOH ZHERH!
WpUNpPS KDV]QiODWIiKR] V]*NVpJHV RV]WiO\RN FODVV Gl
WpUNpS REMHNWXP DPHO\HW D *0DS RV]WiO\EyO OHK
OpWUHKR]IVNRU PHJ NHOO DGQL DJ]W D +70/ V]DNDV] D
WDUWDOPD]QL $ WpPUNPSREMHNWXPKR] WHWV] OHJHV
NLEVLQ\tWpVY WpUNpPSWtSXV YiOWy JRPERN VWE« DGKE
LIpQ\HNKH] VIDEKDWYy

$ WpUNpPS GHILQLiOiViIW pV PHIMHOHQtWpVpW D N|YHWN

function map_on() {
if (GBrowserlsCompatible()) {

map = new GMap2(document.getElementByld("map"));
map.setMapType(G_NORMAL_MAP);
map.addControl(new GLargeMapControl());
map.addControl(new GScaleControl());
map.enableScrollWheelZoom();
map.disableDoubleClickZoom();

$ WpUNPSHQ HOKHO\H]JNHG SRQWRN PHJNHUHVpVpKH] D
pV KRVV]~ViJL DGDWRN PHJDGiVD HKKH] D A*/DW/QJ V]p
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VHItWVpJHW $ V]pOHVVpJL pV KRVV]~ViJL pUWpPNHN IRNI
V]|JPiVRGSHUF KDQHP WL]HG V]i]DG H]JUHG IRN DGKDW
$] tJ\ NHOHWNH] I|OGUDM]L SRQW REMHNWXP D]WiQ H
I||OGUDRQWRW PHJ VIJHUHWQPQN MHO|OQL D WpUNpPSHQ
UDMWD DPLKH] UHQGHOKHWsQN JUDILNiIW D I|[OGUDM]L
DPL D N+O|QE|] IHOKDV]QiOyL DNWLYLWiVW V]ROJiOM
vonszZROiV $ VSDPN<OG ERW NOLHQVHN NRRUGLQiWiLV
KHOVH]JWHP HO D WpUNpPSHQ D N|YHWNH] 1+JJYpQ\ VHJItW

function insertPoint(latitude, longitude, comment) {
var coord = new GLatLng(latitude,longitude);
map.setCenter(coord);
var baselcon = new Glcon();
baselcon.iconSize=new GSize(32,32);
baselcon.shadowSize=new GSize(56,32);
baselcon.iconAnchor=new GPoint(16,32);
baselcon.infowindowAnchor=new GPoint(16,0);
var icon = new Glcon(baselcon, "marker.png”, null,
"shadow.png");
var botloc = new GMarker(coord,icon);
GEvent.addListener(botloc, "click", function() {
marker.openinfowWindowHtml(comment);});
map.addOverlay(botloc);

$ PDUNHUHN VHJtWVpJpYHO MHO|OWHP EH D WpUNpPSHQ
QHP HI\HQNpQW KDQHP FVRSRUWRVtWYD $ FVRSRUWRYV

f 9LOIJPpUHW& D Ne<OG V]iPtWyJpSHN ,3 FtPHLW D
RUV]IJRQNpQW FVRSRUWRVtWRWWD D] DONDOPD]iV
HJ\LN YiURV NRRUGLQIWIMiW Ihbké&D Vah@te® YdnaK H O\ H ]
HJ\HGL RUV]iJRNUD MHOOHP] SRQWRNDW YiODV
V]*NVPpJWHOHQ+O VRN SOXV] PXQNiW MHOHQWHWW
NHOOHWW YROQD MHO|OQL D I YIiURVW

f (XUySDL VILQWE& D N+OG V]iPtWyJpSHN ,3 FtPHL N|]
D] HXUySDL RUV]iJRNDW PDMG RUV]iJRQNpPQW |VV]H
DGRWW RUV]iJ I YIURVIQDN NRRUGLQiWiMiUD W|UWp
| YIiURVRN DGDWDLW WDUWDOPD]y DGDWEi]JLVW

f ODJ\DURUV]iJL V]LQW& D] DONDOPD]iV FVDN D P
PUNH]JHWW NpUHWOHQ OHYHOHN ,3 FtPHLW V]&UWF
PDUNHU HOKHO\H]pVH D YiURVRN NRRUGLQiWiMD DO

118. oldal



DOl azonosité: 10.17625/NKE.2012.008

9DODPHQQ\L PyG HVHWPpPEHQ iWWHNLQWKHW VpJL RNRI
iBJi]ROIVD W|UWPQW PHJ

(VHWWDQXOPiIQ\

$ NtVpUOHWL UHQGV]HU NLSUYEiIOiViIKR] V]*NVpJ YROW
OHYHOH] VIHUYHUHPHQ W|EE pYH P&N|G V]&U SURJUDP
W|EE PLOOLYQ\L HOHNWURQLNXV OHYpO V]&UpVL QDSO)
UpV]pEHQ HJ\ HUUH D FpOUD tUW HJ\V]JHU& VFULSW VH
IHMOpFHN DODSMiIiQ HJ\ DGDWEIiIJLV WIEOIED J\&MW|W\
SRWHQFLiIiOLVDQ ERWQHW WDJQDN WHNLQWHWWHP ,3 F
MDQXiU pV PiMXV N|]WL DGDWRNDW GROJR]J]WDP IH
OHWW $ FtPHN NJ|]*O W|U|OWHP D] LVPHUWHEE L
PUNH]JHWWHNHW (QQHN-ERIN® V9 DPKRRHIIHN VKNRAUHVHQ
DXWRPDWLNXYV JpSHN iOWDO YpJJHWW UHJLV]IWUIFLY
Completely Automated Public Turing Test To Tell Computers and Humans Apart
NLIHMH]pV U|YLGtWpVH [128]p G#H O'HR ,8 H Ri®W]BDWAkat WD UW R
WDUWDOPD]y DGDWEI]JLVIQDN VHJtWVpJpYHO OHKHWVp.
HOKHO\H]NHGpVW UHQGHOQL $ KR]]JIUHQGHOpPV NpW Op!
I|]OGUDM]L KHO\ DJRQRVtWyW WDUWDOPD] H] D] D]RQR
loFDWLRQ D WpQ\OHJHV 1|OGUDM]L DGDWRNUD PXWDW
UHQJHWHJ DGDW pV D QHKHJ]HQ RSWLPDOL]JiOKDWY NHLU
IHOGROJR]iVL LG LJpQ\H KDWDOPDVUD GX]]DGW tJ\ YDO
efoJDGKDWDWODQXO QDJ\ HU IRUUiIV IHOKDV]QiOiV PHOO
OpSpVW QHP D VWDWLV]WLND NpV]tWpVHNRU YpJ]L D]
IHOGROJR]iVD VRUIQ D UHNRUGRN HJpV]*OQHN NL HJ\
IHOW|OWpPVH LV HYNBUWWREWpPDN-PBIN D NtVPUOHWL PR
iOWDODP KDV]QiOW HOMiUiV QHKp]VpJpE O DGYGRWW
RSWLPDOL]iOW YIiOWR]DWRW LV NpV]tWHQL
$] tJ\ HO iOOy DGDWEI]JLV PiU N|QQ\HQ pWHMLMJIRD\OWDE J
3+3 VFULSW NpSHV D NtYIQW DGDWRNDW NLJ\&MWHQL
SURJUDPQDN iWDGQL
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$ SUyEDUHQGV]HU IHOOHWpW D] DOIEEL iEUD PXWDWMD

19 iEUD O0DJ\DURUV]iJ ERWQHW IHUWNHWMWHMNH D RIMXYEDQ

YJHUW J|WWVpJL WpUNpPSHN

$] HONpV]*OW DONDOPD]iV VHJtWVpJpYHO J\RUVDQ p\
WpUNPSHNHW NpV]tWHQL DPHO\HN D IHUW J|[WW YpJ
WDUWDOPD]]iN
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20 iEUD (XBR®MHW IHUW J[WWVpJH RUV]iJRNWDP\QHERWWMDD VIHBIMXVE

21 iEUD $ YLOIJ ERWQHW IHUW ]|WW YV pRit R\ ERHYR NUHDWOHE R QAYH D]

O %UD]tOLD

B $PHULNDL (J\HV{
O2URV]RUV]iJ

O India

B 7|U|NRUV]iJ

@ Argentina

B 5RPIiQLD

O Kolumbia

B /HQJ\HORUV]IJ

B 6SDQ\RORUV]IiJ

22 JEUD 2UV]iJRN ERWQHW IHUW ]|WWWp\HtWHW®\H D KAJEDBMIEDQ
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OHJOHS PyGRQ D VWDWLV]WLNiW %UD]JtOLD YH]JHWL D] (
$ IHQWL iEUD D PYE O HOWHOW KyQDS DGDWDL
DODSMiQ NpV]eOWePWHLEAPN]HOMINWEY KLV]HQ FVDN D] iO
OHYHOHN HOHP]pVpW WDUWDOPD]]D

45 3URDNWtY ERWQHW IHOGHUtW UHQGV]HU

$] iIOWDODP MDYDVROW UHQGV]HU V]HUW]RW JiD WDNEWN
DONDOPD]KDWQiN P&N|GpWHK VR QiQP ¥ SHFMLiWLYDQ DGD
*]JHPHOWBWHMOM]tUHQGV]HUHLNEHQ PHJOpY D NpUHWO
FtPpW WDUWDOPD]y UHNRUGRNDW DGDWEI]JLVED V]HUYH
LG VIDN DODWW IRJDGRWW NpsBWG B G pWHLYG G5 RIQ WG M pQ
$] pPULQWHWW ,3 FtP FVDN HJ\W]JHU D OHJXWROVyYy LG !
V]*NVPpIJWHOHQ 9 HGHKQEWRFLHWW DGDWEIJLVW HJ\ i0OD
VIHUYHJHWQHN MXWWDWQiN HO QDSRQWD YDJ\ QpKiQ\
IVV]HJH]Qp D OLVWiINDW PDMG D UHQGHONH]pVUH iOOy
KD]JDL WXODMGRQ~ YpJSRQWRNUD LOOHWYH N<OI|OGL
VIROJiOWDWYL VILQWUH OHERQWYD HOMXWWDWQi D] pl
NpSHVHN OHQQpPQHN DJRNDW VHPOHJHVIWHQL $ N+OI|C
NDSFVRODWRNRQ NHUHV]W+O D 1HP]JHWL +iOy]DWEL]WRQ
RUV]iJRN KiOy]DWEL]JWRQViJL N|]J]SRQWMDLQDN

$] LO\HQ WHYpNHQ\VpJUH HJ\pENpQW D :
EHNH]GpVpPQHN G SRQWMD PHJ LV DGMD D IHOKDWDOPD]

AG $ .|]SPQOW]SRQWL UHQGV]HU *]JHPHOWHW MpW O D N
IHOKDWDOPD]iViYDO iWYHWW L Q f&ydr?D ML XD QV PIHG DLW R-\D |
NLpUWpPNHOL D] LQWHUQHW IRUJDOPDW EHDYDWNR]iV!
IRO\DPDWRYV «J\HOHWL UHQGV]HUpPQ NHUHV]W+O V]*NVp.
P&N|GWHW MpW YDODPLQW D KD]DL pV QHP]JHWN]|]L KiO}
LQIUDVWUXNW~UD YpGHOPL VIHUYH]JHWHNHW D J\DQ~V W
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(IHNUH D] DODSHOYHNUH pStWYH IHOYHWHWWHP HJ\
OHKHW VpJpW )HOWHYpVHP P&N|G NpSHVVpJIJpQHN LJID]F
DPHO\ YDOyViJRV DGDWRN VHJtWVpJpYHO NpSHV P
HOKHO\H]NHGpVpW $ NtVpUOHWL PRGHOOEHQ D WpULC
PXWDWWDP EH D ERWQHW NOLHQVHN I|[OGUDM]L KHO\pQ'
(J\ OHKHWVpJHV DOJRULWPXVW DONRWWDP DPHOO\HO
HVIN|]IN NLVPpUWPN& IHMOHV]WpPVPYHO W NpSHV IHC
OHJiOQENS KRR\ HKKH] D N|[YHWNH] SUREOpPiINDW NHOO P

f A hazai internetV ]ROJIOWDWYN iOWDO DO/N&OPDHRMEW]NPH R
LPSOHPHQWIOW DGDWIHOGROJR]y DONDOPD]iVRN HO

f A hazai internetV]ROJIiOWDWYNUD YRQDWNR]y MRJV]DEIO\L
DGDWV]ROJIOWDWiVL NJ[WHOH]J]HWWVpJ HO tUiVvVD V]iP

f $] DGDWRNDW EHJ\&MWHQL KLYDWRWW V]JHUYH]HW
VIHUYH]HW KDWIiVN|UpQHN PHJQ|YHOpNehizeti9pOHPp
HIOY]DWELKWRQRWW. PHIJOHY MRJRVXOWViJDL NpSH
DODSMIiQ DONDOPDV HUUH D IHODGDWUD

f ODJ\DURUV]iJ LQWHUQHWHYV KiOyYD@DSW p NN I Hh Q HWND ¢
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g66=(*=(77 .g9(7.(=7(7e6(.

eOHW*QNEHQ HJ\UH QDJ\REE VIHUHSHW NDSQDN D V]iPtW
DODSYHW IRQWRVViIJ~ QHP FVDN D NUHWHMNXI¥EH@IRUI
PLQGHQ HJ\pE WHMLONWIRY LKFOB]DWRN pV D] iOWDOXN
YPIJSRQWRN HJI\eWWHVHQ HJKibé&téeréDHD ONBW RIEDN. V DW H O HN\C
jelenleg is komol YHV]pO\HNHW MHOHQW WHYpNHQ\VpJ |[DMOLI
V]iPtWyJpSHV KizOnt¢D#MeREWE&®|] N WHUURULVWD V]JHUYH]H
LQIRUPIFLYFVHUpPUH DGDWRN HOWXODMGRQtWIiViUD
P&N|GpVNpSWHOMHRQDW ROV HE®ERNWUtQIN YIiOWR]iVD DIW M
LV HJ\UH QDJ\REE ILJ\HOPHW V]JHQWHOQHN D NLEHUW
LQIUDVWUXNW~UIN HOOKQLy | DML JWVONN]INNWQIPD LGp]t
YHV]pO\HVVpJpW LV PHJQ|YHOL (J\ NLEHUWPpPUEHQ NH]G
iOODPR fegiEle8D N F Lisydfakulhat.

OHIMHOHQWHN D] RO\DQ V]iPtWyJpSHV NiUWHY N DPHC
HVIN|]INHW YHV]pO\HIWHWQHN KDQHP PiV NULWLNXV I
NiURNDW RNR]QL HPHOOHWW OpWUHM|WWHN RO\DQ QD.
DNFLYNUD LVOHNpPYSHVHNOWDP NNEHIEEIPDGIVRN VWDWLV]
PHJIOODStWRWWDP KRJ\ D] LVPHUWWWN YHO\WV BNFL iyOL \
PyGVIHUUHO D W~OWHUKHOpPVHV$ 'RRE6WIfP\D Niv\WR R | Wi QHI
UHIOHNWtY ""R6 WIiPDGiVL PYGV]J]HUHN UHQGNtY«O KDWi
HVHPpQ\ LV W|IUWpQW DPHO\HN VRUIQ D WiPDGiVRN W|
VIROJIOWDWIiV NLHVpVpE O V]iUPD]y YHV]IWHVpPpJ LV M
WiPDGIW®RMP]pVpYHO DUUD D N|YHWNH]WHWpPVUH MXWRMW
HOOHQL YpGHNH]pWD IREYVW Irabekdll Wmerkie azD W,phQdywV
WiPDGiV DODWW iO0O (KKH] IRQWRV D WiPDGiVL PyGV]HL
HlplHODIiIOOtWRWWDP HJ\ i WOIWKDWy NHUHWUHQGV]HUW
|IVVIHI\& MW |WWHP D OHJJ\DNUDEEBR HDWIiLQ MR DHAD NKiiWiF

csoportba soroltam:

f '"R6 WiPDGiVRN
f ""R6 WiPDGiVRN
f RelOHNWtY '""R6 WiPDGiVRN
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A OHIJQDJ\REE WiPDGy SRWHQFLIiOODO D UHIOHNWtY '""R6
N|]*O D '16 NLV]ROJIiOyNDW IHOKDV]QiOy PyGV]HU HOOHQ
$ WiPDGiVL PYGV]JHUHN NDWHJRUL]iOiVIiUD MDYddIVROWDP
HIJ\HV UpWHJHLW DV]JHULQW KRJ\ D WiPDGy D FpOSR
IRO\DPDWRN W~OWHUKHOpPVpUH W|UHNV]LN

$ YPpGHOPL PYyGV]JHUHN HOHP]pVH D]W EL]RQ\tWMD KRJ\
iOGR]DW UHQGV]HUpPQHN P&N|G Np&RgNsy mépO JRQ QRVD U
VIROJIOWDW i\ WLHVRY pW DHRAUONRGIV VHIH® VPH KWWY pJ H )\
Mivel egy ilyen incidensVRUIQ D FpOSRQW HU IRUUiIVDL V]iPtWi
ViYV]pOHVVpPJ pV D WiPDGyN HU IRUUIVDLQDN |[VV]HVV
YPGHOHPQHN HO UH IHO NHOOHQH NpV]*OQLH D] LVPHI
WiPDGiVUD $ WiPDGYyQDN H]J]HO V]JHPEHQ D FpOSRQW |
PpPUHWH]QLH D] HU IRUUIVRNDW UiIDGIVXO D] DNFLyW

PHQHW N|]JEHQ LV E YtWKHW N ~MDEE WDJRNNDO tJ\

L Q W H Q WzWrnfgrpatikai rendszereketi OWD GiEDRUPiIiO <]J]HPL P&N|Gp)
PpUHWHI]LN pVV]HU& WD SWPDRLNRINK BL[]HPBRQWEWD @QHP
JD]GDWakW MV QRUPIO P&N|GpV VRNV]Re&hBsYerND PREIIHMN M| QL
UiDGivXO D] VHP EL]WRV KRJ\ Hl HOHJHQG D UHQGV]HL
QDJ\ WHUKHOpVY PHOOHWW

Egy PiIVLNOWHUMHGW YpGHOPL PyGV]J]HU D WiPDGiVKR] KL
XWieQek kis2& UpVpQ DODSV]LN YDJ\LV LJ\HNV]LN PHJJIWRO
DGDWRN FpOSRQWKR] "WR& WY QU HHOMNXWIViWR6 WHFKQLNII
DODSMiIiQ PHJIOODStWRWWDP KRJ\ OpWH]JQHN RO\DQ WH
IRUJDORP V]&UpVH QHP NLYLWHOH]KHW PLYHO H]

*]HPVIHU& P&N|GpVpW LV JIWROQIN

OLQGH]HN DODSMiIiQ ELIRQ\t WRWWQDN OiWRP KRJ\ D "R
WLVIWIiQ SDVV]tY+HW NRIUNNWHA@Q|YHOpPY LOOHWY¥H DGDWI
YLWHOH]KHW NL pVV]JHU& HU IRUWJPWUWHOKD/IVRQI®y VY PHS
VHPOHJHekinkpm WDpWHIKDWiIVRVDEE PHIJROMGHYQMDND Wi B DB N
PHIJV]*QWHWQLYRGHNYL. RYyGV]HUHN MHOHQOHJ LV KDV]C(
VIROJIOWDWYN QHP]HWMNIppszahdR\WIN P &PN/|G\O MU eBberWWV i VRV - (
az esetben S URE Gp PONVW p QRd2da. NDJ\V]iP~ WIPDGyYy YpJSRQW H\
LG EH WHOLN H]JHN D]J]RQRVtWiVD PDMG D NLLQGXOy KiO
WIUWpQ VHPOHJIJHVtWpVH (J\ PHILQGXOW WIiPDGiV HVH
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LG WDUWDPiW tJ\ D EHN|[YHWNH] NiURNDW LV Q|YHOL
IVV]SRQWRVtWRWWDP DPHO\ VHJtWVpJpYHO D '"R6 DNF
WiPDGiV PHJLQG XIkMaVIDQ WW DHKOIMIHVIWHQL

$ ""R6 WiPDGiIVRN YHV]pO\HVVpJpQHN HIO XN\ K O0H WiE D
NL]iUyODJ D NLEHUWpNRPISQ HY pll Q HKWAVDMRWWL WiPDGiV
KIJSRQWL HOHPHNpPpQW D NULWLNXV LQIRUPiFLYV LQIUDV
WHOHNRPPXQLNiFLYy HOOHQL DNFLYNDW MHO|OWHP PHJ
PRELO NRPPXQLNiFLYV HVIN|]IN HOV VRUEDQ D PR
ELJWRQViJiQDN KLiQ\RVViJDLW

$ ""R6 WiPDGiVRN YL]VJiODW,ihoGy@® JP HO A6 Q D\S H\D R\W 8D W/ i P T
OHJLQNIEE V]iPtWyJpISHUWNiWWHYpSNNE O NLDODNtWRWW
DODWW iOOy KiOy]DWRN ~J\Q Hhathélek WH pEIROW @ IH WRHR\P PHD@HE
&RQWURO FVDWRUQILQDN NRPPXQLNIFLYW FRLGWH N WH UV
YL]VJiODWiYDO DUUD N|YHWNH]WHWH® M HJ WRW RIV WHIDFG HL
A]JRQEDQ H]JHN VRNV]JRU D IHOKDV]QiOyN DGDWIRUJDC
VIHPpPO\LVPNL VMRIDpVPYHO MiUKDWQDN UiDGiVXO D \
WHOHStWHWW VSHFLIOLV HV]IN|]IN KDV]QiODWiW WHV]L
ERWQHWHN WHYpNHQ\VpJH QHP FVDN D '""R6 HYpRIMGiVRI
PHJYL]VJiIiOWDP D] HJ\pE LUIQ)}D]ROKD QKR INXNTHMN [P\& N
RO\DQ Q\RPRNDW LV KDJ\ DPHO\QHN YL]VJiODWiYDO |
HOpUKHW VpJL SDUDPRMIMQUHILN D OHKHW VpJ D VH
XWDWYyPXQNiP VRUIQ DUUD D N|YBWNG DWW SVWRINM XWR|
VIHPpO\LVpJ HOWXODMGRQtWiVL PYyGV]JHUHN PHOOHWW |
NpUHWOHQ UHNOiPOHYpO QpSV]HU& QHYpPQ 63%$0 QDJ\
WXODMGRQRVDL HEE O D WHYpNHQ\VpJE O WXGQDN D O
HUHGPPQ\HNpSSHQR DJDIOPWHIN) MHOHQW V KiQ\DGiW H]I
YPOHPpPQ\HP V]JHULQW D OHJHJ\W]HU&EEHQ IHOKDV]QiO
NeOGpVpUH VSHFLDOL]IiOYyGRWW ERWQHWHN Q\RPDLQDN |
$] HOHNWURQLNXV OHYHOH]pV iOWDO KMH/JI@®iOWS 7\& & \8 WH
KRJ\ D ERWQHWHN iOWDO HJ\pENRIQMP NG WL HWY MWMAHRO
P&N|G NpSHMHENDOHY H@rdjzeekE O NLQVHUW DGDWRN IHOKE
kliensek KiOy]DWEDQ HOIRJODOW Y D Gy M pHIHHQOV @ ® 1N OBINRHAIRH/N
PiU QDJ\RQ VRN V]ROJiOWDWY YpJ]L DPLQHN N|V]|QKHW
IHODGYLQDN KiOy]DWL FtPH IRO\DPDWRVDQ UHQGHONH
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V]*NVpJHV N«O|Q KiOy]DWL YDJ\ HJ\pE LQIBUWDWHWOH Qt
OHYHOHN N¢OG L N|]|[WW HOV|SU W|EEVpJEHQ YDQQDN

OHYpO N*OG MpQHN KiOy]DWL FtPH HJ\EHQ HJ\ ERWQHW
a NpUHWOHQ OHYHOHN IRUUIVDLQDN PHJKDWIiUR]iViUD K
NtVpUOHWL PRGHOOW DONRWWDP DPHO\ D OHYHOH] V
DGDWRN YL]VJIODWIYDO NpSHV ERWQHWHN . NOLHQ
M&N|G NpSHVVpIJpQHN EL]JRQ\tWiViUD LPSOHPMH®Q&IiOWDP
V]iPtWyJpSHw BVHRWNpIJpYHO PLQWHJYDBWMHYD ON LOWA\Y
VHItWVpJpYHO NpMMWE.WIVRPDIGD W R WVODR WWHIG\PHJIKDW iUR]
DONDOPDV DGDWEI]JLV |[VV]HYHWpPVpPYHO EL]RQ\tWRWWDP
DGDWEi]JLV VHJtWVpJpYHO DNiU PpJ ||OGUDMde HOKH:!
YPOHPpQ\HP V]JHULQW D OHJKDWpNRQ\DEE PyGV]JHU D

DJRQRVtWy DGDWEi]JLYVVDO |[VV]HYHWpPV OHKHW

$ NtVpUOHWL PRGHOOHO Q\HUW WDSDV]J]WDODWRNUD DO
PHIJHO ] MHOOHJ& HOMMWDW OMHKHW RPIQWODUUD D N|YHWN
hogy HUUH HJ\ iOODPLODJ NRRWIR@OWYW DWKDNIDW pQMWHAY
OHJPHJIH® HeOdEé&thez csatlakozott internétf ROJiOWDWyYyN iklsSDMiW H(
OHYpOV]&UpVL QDSOYiOORPIQ\XNEyO J\&MWLN NL D NpUHI
DPHO\HW D] DODSYHW DM RpPpWWOL GIpMIHNDN RINNHIVGH QH N

NRRUGLQIOIVW YpJ] VJHUYH]HWKH] ,WW W|UWpPQLN PHJ
FtPHN IHOGROJR]iVD PHO\QHN VRUIQ HON<O|QtWLN D
KiOy]DWRNKR] WDUWR]yNDW $ KD]DL V]ROJIOWDWYyYNK
YHV]pO\HVQHN PLQ VtIWHWW FtPHN OLVWIiIMD DNLN H] C
V]*NVpJHV OpSpVHNHW $ N+OI|OGL V]JROJIOWDWYN V]
VIHUYHIHWHNHQ NHUHV]W+O MXW HO D] LQIRUPIiIFLY $ Py
pV D UHQGHONH]pVUH i0O OAz D&/ RRIOQ D OW P DAY NRVEG DR N
anonim, csak pJSRQW KiOy]DWL FtPHNHW WDUWDORM] tJ\ DC
OiIWRP DJJIO\RVQDN

128. oldal



DOl azonosité: 10.17625/NKE.2012.008

O- 78'20E1<26 (5('ONEK

eUWHNH]pVHP ~M WXGRPiIQ\RVY HUHGPpQ\HLQHN D] DOIEE

1 9DOyV HVHWHNEHQ KDV]QiOW WiPDGIi®HPJpWpYiGH
PHJIOODStWRWWDP KRJ\ HJ\ PHILQGXOW ""R@ skiPDGiV \
HU IRUUIV EHNMRQeMi@a®D V]IROJIOWDWiV IRO\DPDWRVVilJ
YPGHOPL HOMiUiVRN |QPDJXNEDQ QHP KDWpNRQ\DN

2.%$ ""R6 WiPDGIiVRN PYGV]J]HUHLUHKkRU]® i DBEADH YRWIR 0DV BWR
dolgoztam ki DPHO\HN VHJtWVpJpYHO D] LO\HQ WIiIiPDGIiVRN |
PHIWpWHOH QDJ\PpUWpPpNEHQ KDWpNRQ\DEEi WHKHW

3. At~ OWHUKHOpVHV WIiPBDRRWRNEHUN PROHIPVpQHN HOH
megalkottam ezek tagjainak SDVV]tY D GiDéghhikkaMVWHRIVW VpJIJpYHO P&N|
IHOGHRYWYVHUpPpW

4. tVPUOHWL PR G HED GWWIQCHR WW DIRQ V H NN pAUHHYY O H Q \ D pIVpH
NeOGpVpQHN HORMPDPALVEUH pV KHO\«NnaRiHa) m&yskiotbR iV iU D
ktVpUOHW Lb PRNOWCRIGWORKHWVpIJHY SURDNWtY PyGRQ
VHPOHJHVtWHQL D '"R6 WiPDGiVUD KDBSDiOKNDAG Y p.
YpPJSRQWRN DQpON<O KRJ\ VIHPpO\LVpJL pV DGDWYpGH

5.Egy RO\DQ P HJY PeOdsxerVEl&paivdolgoztam ki, amely az ismertetett

HOMiUiV VHDJRQRMIYWOD D ERWRjH 4z iNGOriel QR/GNBWD Wy N
EHYRQIVHWIDOHJHVtWL D]JRNDW
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$-E1/E62.

OXQNiP VRUIQ LJ\HNH]JWHP NHOO DODSRVViJJDO N|U-C
YHV]pO\IRUUI\ERINOD®W LN]®Q''R6 WiPDGiVRN pV D] HJHNHW
ERWQHWHN SUREOpPPiIMiW eUWHNH]pVHP HJpV]pW MDYD
V]iPtWAKIi©S/]JDWL WiPDGiVRNNDO NDSFVRODWRY WDQWiUJ

$] PUWHNH]pVHPEHQ V]HUHSO NDWHJRUL]IOW ''R6 W
Q\~-MWKDWQDN D] LO\HQ WiPDGiVRN IHOLVPHUpVL LGHN
WiPDGiVKR] OHJLQNIiEE LOOHV]NHG YpGHOPL PyGV]HU

WRYIEENpPS]pVHN NLHJpV]tW DQ\DJDNpQW LV IHOKDV]QicC

$] iowbobP MDYDVROW SURDNWtY YpGHOPL PyGV]HU
LURGDORPNPQW

Budapest, 2011. november 14.

*\iQ\L 6iQGRU
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